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[bookmark: foreword][bookmark: _Toc140849494]Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc140849495]Introduction
The present document defines the Slice Subscriber Identity Module (SSIM) application. This application resides on the UICC, an IC card specified in TS 31.101 [2]. In particular, TS 31.101 [2] specifies the application independent properties of the UICC/terminal interface such as the physical characteristics and the logical structure.
TS 31.101 [2] is one of the core documents for this specification and is therefore referenced in many places in the present document.
[bookmark: scope][bookmark: _Toc140849496]
1	Scope
[bookmark: references][bookmark: _Hlk44927811][bookmark: _Hlk141202775]The present document defines the SSIM application for 3GPP telecom network operation related to Network Slice-Specific Authentication and Authorization procedure.
The present document specifies:
-	specific command parameters;
-	file structures;
-	contents of EFs (Elementary Files);
-	security functions;
-	application protocol to be used on the interface between UICC (SSIM) and ME.
This is to ensure interoperability between a SSIM and an ME independently of the respective manufacturer, card issuer or operator.
The present document does not define any aspects related to the administrative management phase of the SSIM. Any internal technical realisation of either the SSIM or the ME is only specified where these are reflected over the interface. The present document does not specify any of the security algorithms which may be used.
[bookmark: _Toc140849497][bookmark: _Hlk141271057]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics".
[bookmark: definitions][bookmark: _Toc140849498]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc140849499]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
PIN/ADM: A terminal is required to evaluate the access condition and verify it in order to access the EF if the access condition is set to PIN or PIN2.
Slice SIM: UICC application residing on the UICC, providing necessary mechanism for Network Slice-Specific Authentication and Authorization (NSSAA).
Editor's Note: WG CT6 will complete this clause during the WID discussions.
[bookmark: _Toc140849500]3.2	Symbols
For the purposes of the present document, the following symbols apply:
||	Concatenation
[bookmark: _Toc140849501]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AAA-S	Authentication, Authorization and Accounting Server 
AID	Application Identifier
EF	Elementary File
EAP 	Extensible Authentication Protocol 
NSSAA	Network Slice-Specific Authentication and Authorization
PIN	Personal Identification Number
SSIM	Slice Subscriber Identity Module
S-NSSAI	Single Network Slice Selection Assistance Information
[bookmark: _Toc11052786][bookmark: _Toc20391626][bookmark: _Toc27773592][bookmark: _Toc36474017][bookmark: _Toc36477373][bookmark: _Toc44930265][bookmark: _Toc50965034][bookmark: _Toc57101802][bookmark: _Toc120270634][bookmark: _Toc140849502]
3.4	Coding Conventions
The following coding conventions apply to the present document.
All lengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8 is the most significant bit (MSB) and b1 is the least significant bit (LSB). In each representation, the leftmost bit is the MSB.
The coding of Data Objects in the present document is according to TS 31.101 [2].
'XX':	Single quotes indicate hexadecimal values. Valid elements for hexadecimal values are the numbers '0' to '9' and 'A' to 'F'.

[bookmark: clause4][bookmark: _Toc140849503]4	Contents of the Files
This clause specifies the EFs for the 3GPP session defining access conditions, data items and coding. A data item is a part of an EF which represents a complete logical entity.
A file is associated with attributes that depending of the file type indicates how data is to be accessed e.g. file size, record length etc. Although in the present document some files and data items stored in a file are indicated as having a fixed length; when reading such structures the terminal shall derive the length of the data item from the attributes provided in the file information i.e. not use the fixed value specified for the file in the present document. Although the terminal is able to read the entire structure it should only use those elements in the data item which is recognised by the terminal.
For any EF, when the SFI is not indicated in the description of the file it is not allowed to assign an SFI. If in the description of the file an SFI value is indicated the file shall support SFI. The SFI value shall be assigned by the card issuer. It is mandatory for Efs stating an SFI value ('YY') in the description of their structure to provide an SFI. For files where in the file description the SFI is indicated as 'Optional' the file may support an SFI.
For an overview containing all files see figure 1.
Editor's Note: WG CT6 will complete this clause during the WID discussions.
[bookmark: _Toc11052788][bookmark: _Toc20391628][bookmark: _Toc27773594][bookmark: _Toc36474019][bookmark: _Toc36477375][bookmark: _Toc44930267][bookmark: _Toc50965036][bookmark: _Toc57101804][bookmark: _Toc120270636][bookmark: _Toc140849504][bookmark: _Toc11052789][bookmark: _Toc20391629][bookmark: _Toc27773595][bookmark: _Toc36474020][bookmark: _Toc36477376][bookmark: _Toc44930268][bookmark: _Toc50965037][bookmark: _Toc57101805][bookmark: _Toc120270637]4.1	Contents of the EFs at the MF level
[bookmark: _Toc140849505][bookmark: _Hlk141204171]4.2	Contents of files at the SSIM ADF (Application DF) level
The EFs in the SSIM ADF contain information related.
The File Ids '6F1X' (for EFs), '5F1X' and '5F2X' (for DFs) with X ranging from '0' to 'F' are reserved under the SSIM ADF for administrative use by the card issuer.
Editor's Note: WG CT6 will complete this clause during the WID discussions.
[bookmark: _Toc2867218][bookmark: _Toc29900581][bookmark: _Toc36481419][bookmark: _Toc36481874][bookmark: _Toc50966942][bookmark: _Toc140849506][bookmark: _Hlk141204617][bookmark: _Toc11053030][bookmark: _Toc20391870][bookmark: _Toc27773837][bookmark: _Toc36474262][bookmark: _Toc36477621][bookmark: _Toc44930513][bookmark: _Toc50965283][bookmark: _Toc57102051][bookmark: _Toc120270907]4.3	SSIM file structure
This clause contains a figure depicting the file structure of the ADFSSIM. ADFSSIM shall be selected using the AID and information in EFDIR. 
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Figure 1: File identifiers and directory structures of SSIM
[bookmark: _Toc140849507]Editor's Note: WG CT6 will complete this clause during the WID discussions.
5	Application protocol
The requirements stated in the corresponding clause of TS 31.101 [2] apply to the SSIM application.
The procedures listed in clause "SSIM management procedures" are required for execution of the procedures in the subsequent clauses "SSIM security related procedures". The procedures listed in clauses "SSIM security related procedures" are mandatory. 
[bookmark: _Toc11053031][bookmark: _Toc20391871][bookmark: _Toc27773838][bookmark: _Toc36474263][bookmark: _Toc36477622][bookmark: _Toc44930514][bookmark: _Toc50965284][bookmark: _Toc57102052][bookmark: _Toc120270908][bookmark: _Toc140849508][bookmark: _Hlk141204036]5.1	SSIM management procedures
[bookmark: _Toc2867225][bookmark: _Toc29900588][bookmark: _Toc36481426][bookmark: _Toc36481881][bookmark: _Toc50966949][bookmark: _Toc140849509][bookmark: _Hlk141276528]Editor's Note: WG CT6 will complete this clause during the WID discussions.
5.1.1	SSIM initialisation
[bookmark: _Toc2867226][bookmark: _Toc29900589][bookmark: _Toc36481427][bookmark: _Toc36481882][bookmark: _Toc50966950][bookmark: _Toc140849510]5.1.1.1	SSIM application selection
[bookmark: _Toc2867227][bookmark: _Toc29900590][bookmark: _Toc36481428][bookmark: _Toc36481883][bookmark: _Toc50966951][bookmark: _Toc140849511][bookmark: _Hlk141202645]5.1.1.2	SSIM initialisation
[bookmark: _Toc2867228][bookmark: _Toc29900591][bookmark: _Toc36481429][bookmark: _Toc36481884][bookmark: _Toc50966952][bookmark: _Toc140849512][bookmark: _Hlk141278143]5.1.2	SSIM session termination
[bookmark: _Toc2867229][bookmark: _Toc29900592][bookmark: _Toc36481430][bookmark: _Toc36481885][bookmark: _Toc50966953][bookmark: _Toc140849513]5.1.3	SSIM application closure
[bookmark: _Toc2867230][bookmark: _Toc29900593][bookmark: _Toc36481431][bookmark: _Toc36481886][bookmark: _Toc50966954][bookmark: _Toc140849514][bookmark: _Toc2867232][bookmark: _Toc29900595][bookmark: _Toc36481433][bookmark: _Toc36481888][bookmark: _Toc50966956]5.1.4	UICC presence detection
[bookmark: _Toc140849515][bookmark: _Hlk141286800]5.2	SSIM security related procedures
[bookmark: _Toc2867233][bookmark: _Toc29900596][bookmark: _Toc36481434][bookmark: _Toc36481889][bookmark: _Toc50966957][bookmark: _Toc140849516]5.2.1	Authentication procedure

[bookmark: _Toc140849517][bookmark: _Hlk141287025]6	Security features
[bookmark: _Toc2867254][bookmark: _Toc29900617][bookmark: _Toc36481455][bookmark: _Toc36481910][bookmark: _Toc50966978][bookmark: _Toc140849518][bookmark: _Toc120271107]Editor's Note: WG CT6 will complete this clause during the WID discussions.
6.1	User verification and file access conditions
[bookmark: _Toc140849519][bookmark: _Hlk141288109][bookmark: _Hlk141288120]7	SSIM commands
[bookmark: _Toc11053208][bookmark: _Toc20392048][bookmark: _Toc27774016][bookmark: _Toc36474441][bookmark: _Toc36477803][bookmark: _Toc44930696][bookmark: _Toc50965466][bookmark: _Toc57102234][bookmark: _Toc120271108][bookmark: _Toc140849520][bookmark: _Hlk141288067]Editor's Note: WG CT6 will complete this clause during the WID discussions.
7.1	AUTHENTICATE
[bookmark: _Toc11053209][bookmark: _Toc20392049][bookmark: _Toc27774017][bookmark: _Toc36474442][bookmark: _Toc36477804][bookmark: _Toc44930697][bookmark: _Toc50965467][bookmark: _Toc57102235][bookmark: _Toc120271109][bookmark: _Toc140849521]7.1.1	Command description
[bookmark: _Toc11053222][bookmark: _Toc20392062][bookmark: _Toc27774030][bookmark: _Toc36474455][bookmark: _Toc36477817][bookmark: _Toc44930710][bookmark: _Toc50965480][bookmark: _Toc57102248][bookmark: _Toc120271122][bookmark: _Toc140849522]7.1.2	Command parameters and data
[bookmark: _Toc502362226][bookmark: _Toc20387720][bookmark: _Toc44926297][bookmark: _Toc44926642][bookmark: _Toc99444782][bookmark: _Hlk141290041][bookmark: _Toc2867272][bookmark: _Toc29900635][bookmark: _Toc36481473][bookmark: _Toc36481928][bookmark: _Toc50966996][bookmark: _Toc140849523][bookmark: _Toc11053232][bookmark: _Toc20392072][bookmark: _Toc27774040][bookmark: _Toc36474465][bookmark: _Toc36477827][bookmark: _Toc44930720][bookmark: _Toc50965490][bookmark: _Toc57102258][bookmark: _Toc120271132]7.1.3	Response data
[bookmark: _Hlk141290063][bookmark: _Hlk141290106]7.2	Status Conditions returned by the SSIM
[bookmark: _Toc2867273][bookmark: _Toc29900636][bookmark: _Toc36481474][bookmark: _Toc36481929][bookmark: _Toc50966997][bookmark: _Toc140849524][bookmark: _Toc11053233][bookmark: _Toc20392073][bookmark: _Toc27774041][bookmark: _Toc36474466][bookmark: _Toc36477828][bookmark: _Toc44930721][bookmark: _Toc50965491][bookmark: _Toc57102259][bookmark: _Toc120271133]7.2.1	Security management
[bookmark: _Hlk141292123]7.2.2	Application errors
[bookmark: _Hlk141340499]7.2.3	Status Words of the Commands
[bookmark: _Toc11053242][bookmark: _Toc20392082][bookmark: _Toc27774050][bookmark: _Toc36474475][bookmark: _Toc36477837][bookmark: _Toc44930730][bookmark: _Toc50965500][bookmark: _Toc57102268][bookmark: _Toc120271144][bookmark: _Toc140849528][bookmark: _Hlk141269596]
Annex A (informative):
EF changes via Data Download or USAT applications
This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain EFs "over the air" could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	[bookmark: _Hlk141269862]
	
	



Editor's Note: WG CT6 will complete this clause during the WID discussions.


[bookmark: _Toc11053249][bookmark: _Toc20392089][bookmark: _Toc27774057][bookmark: _Toc36474482][bookmark: _Toc36477844][bookmark: _Toc44930737][bookmark: _Toc50965507][bookmark: _Toc57102275][bookmark: _Toc120271151][bookmark: _Toc140849529][bookmark: _Hlk141269792][bookmark: _Hlk141269491][bookmark: _Toc44926698][bookmark: _Toc99444837]Annex B (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	
	
	



Editor's Note: WG CT6 will complete this clause during the WID discussions.
[bookmark: _Toc11053252][bookmark: _Toc20392092][bookmark: _Toc27774060][bookmark: _Toc36474485][bookmark: _Toc36477847][bookmark: _Toc44930740][bookmark: _Toc50965510][bookmark: _Toc57102278][bookmark: _Toc120271154][bookmark: _Toc140849530][bookmark: _Hlk141270122]
Annex C (normative):
List of SFI Values
This annex lists SFI values assigned in the present document.
[bookmark: _Toc11053253][bookmark: _Toc20392093][bookmark: _Toc27774061][bookmark: _Toc36474486][bookmark: _Toc36477848][bookmark: _Toc44930741][bookmark: _Toc50965511][bookmark: _Toc57102279][bookmark: _Toc120271155][bookmark: _Toc140849531]C.1	List of SFI Values at the SSIM ADF Level

	File Identification
	SFI
	Description

	
	
	



Editor's Note: WG CT6 will complete this clause during the WID discussions.
[bookmark: _Toc11053248][bookmark: _Toc20392088][bookmark: _Toc27774056][bookmark: _Toc36474481][bookmark: _Toc36477843][bookmark: _Toc44930736][bookmark: _Toc50965506][bookmark: _Toc57102274][bookmark: _Toc120271150][bookmark: _Toc140849532][bookmark: _Hlk141270596]
Annex D (informative):
Tags defined in 31.105

	Tag
	Name of Data Element
	Usage

	
	
	



Editor's Note: WG CT6 will complete this clause during the WID discussions.
[bookmark: _Toc140849533]
Annex E (normative):
Allocated 3GPP PIX numbers
Editor's Note: WG CT6 will complete this clause during the WID discussions.

[bookmark: _Toc140849534]
Annex F (informative):
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