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Support of several features is optional or release dependent for the terminal equipment. However, if an ME states conformance with a specific 3GPP release, it is mandatory for the ME to support all mandatory functions of that release, as stated in table A.1 with the exception of the functions:
-	"Support of ACL"; and
-	"Support of local phonebook";
The supplier of the implementation shall state the support of possible options in table A.1.
Table A.1: Options
	Item
	Option
	Status
	Support
	Mnemonic

	1
	Support of CS
	O
	
	O_CS

	2
	Support of a feature requiring PIN2 entry (such as e.g. AoC or FDN)
	O
	
	O_PIN2_ENTRY_FEAT

	3
	Support of UTRAN access
	C001
	
	O_UTRAN

	4
	Support of GERAN access
	C002
	
	O_GERAN

	5
	Support of Fixed Dialling Numbers
	O
	
	O_FDN

	6
	Support of Advice of Charge Charging
	O
	
	O_AoCC

	7
	Support of Higher priority PLMN selector with Access Technology service (Implementation is optional in Rel-6 and onwards)
	C003
	
	O_HPLMNwACT

	8
	Support of local phonebook
	O
NOTE 1
	
	O_Local_PB

	9
	Support of global phonebook
	C004
	
	O_Global_PB

	10
	Support of storing received Class 2 Short Messages in the USIM
	O
	
	O_Store_Received_SMS

	11
	Support of MMS
	O
	
	O_MMS

	12
	Support of usage of MMS related data stored on the USIM
	C005
	
	O_MMS_USIM_DATA

	13
	Supported of unselected user MMS connectivity parameters
	O
	
	O_NO_USER_MMS_CONF_SELEC

	14
	Support of MMS notification storage on the USIM
	O
	
	O_MMS_NOTIF_STORAGE

	15
	Support of ACL
	O
NOTE 2
	
	O_ACL

	16
	Support of SDN
	O
	
	O_SDN

	17
	Support of numerical entry of PLMN codes in EF PLMNwACT 
	O
	
	O_EFPLMNwACT_numerical entry

	18
	Terminal does support speech call
	O
	
	O_Speech_Calls

	19
	Terminal support PIN MMI strings
	O
	
	O_PIN_MMI_Strings

	20
	Terminal does support eFDD
	O
	
	pc_eFDD

	21
	Terminal does support eTDD
	O
	
	pc_eTDD

	22
	Terminal does support CSG list handling (for E-UTRA)
	O
	
	pc_Allowed_CSG_list

	23
	Terminal supports SM-over-IP-receiver
	O
	
	pc_SM-over-IP receiver

	24
	Terminal supports reading SMS' stored in EF SMS on the USIM if USIM and ISIM are present 
	O
	
	pc_USIM_EF_SMS_reading_support_if_USIM_ISIM both present

	25
	Terminal supports reading SMS' stored in EF SMS on the ISIM if USIM and ISIM are present 
	O
	
	pc_ISIM_EF_SMS_reading_support_if_USIM_ISIM both present

	26
	Terminal can store more than 1000 text messages
	O
	
	O_LARGE_SMS_STORAGE

	27
	Support for multiple PDN
connections
	O
	
	pc_Multiple_PDN

	28
	Terminal does support CSG (for UTRA)
	O
	
	pc_CSG

	29
	Support of manual CSG selection
	O
	
	pc_manual_CSG_selection

	30
	Support of PS
	O
	
	O_PS

	31
	Terminal does support display
	O
	
	O_Display

	32
	Terminal does support keypad
	O
	
	O_Keypad

	33
	Terminal supports E-UTRA Disabling Allowed for EMM cause #15
	O
	
	O_EUTRA_Disabling_EMM_cause#15

	34
	Terminal supports Override NAS signalling low priority
	O
	
	O_Override_NAS_signalling_low_priority

	35
	Terminal supports T3245 timer
	O
	
	O_T3245

	36
	Terminal supports Override Extended access barring
	O
	
	O_Override_EAB

	37
	Terminal does support NB-IoT
	O
	
	pc_NB

	38
	MS maintains a list of PLMN-specific attempt counters
	O
	
	O_PLMN_specific_attempt_counters

	39
	Terminal does support deactivation of the UICC in PSM.
	O
	
	O_PSM_DEAC_UICC

	40
	Terminal does support deactivation of the UICC during extended DRX
	O
	
	O_eDRX_DEAC_UICC

	41
	Terminal does support the UICC suspension mechanism in PSM.
	O
	
	O_PSM_SUSPEND_UICC

	42
	Terminal does support the UICC suspension mechanism during extended DRX
	O
	
	O_eDRX_SUSPEND_UICC

	43
	UE supports 5G Core Network
	O
	
	pc_5GC

	44
	Support of NR access
	O
	
	pc_NR

	45
	Support of URSP by USIM
	O
	
	O_URSP_by_USIM

	46
	Terminal supports SUPI as Network Access Identifier (NSI, GLI or GCI)
	O
	
	O_SUPI_NAI

	47
	Supports RRC_INACTIVE
	O
	
	pc_inactiveState

	xx
	Support of multiple registrations by USIM
	O
	
	O_multregs_by_USIM

	C001	If terminal is 3G terminal then M else N/A
C002	If terminal is 2G terminal then M else O
C003	If Higher priority PLMN selector with Access Technology service is implemented according to Rel-6 or later then O else M
C004	If (A.1/18 is supported) AND (A.1/31 is supported) AND (A.1/32 is supported) AND (terminal is implemented according to Rel-6 or later) then M, else O
C005	If ((A.1/11 is NOT supported) OR (terminal is implemented according to R99)) then N/A else if terminal is implemented according to Rel-4 then O else M
C006	void

NOTE 1:	The support of this feature was made optional by CR#0214. See conditions in TS 31.102 [4]
NOTE 2:	The support of this feature was made optional by CR#0200.



* * * Next Change * * * *
3.8	Applicability table
Table B.1: Applicability of tests
	Item
	Description
	Tested feature defined in Release
	Test sequence(s)
	R99 ME
	Rel-4 ME
	Rel-5 ME
	Rel-6 ME
	Rel-7 ME
	Rel-8 ME
	Rel-9 ME
	Rel-10 ME
	Rel-11 ME
	Rel-12 ME
	Rel-13 ME
	Rel-14-ME
	Rel-15 ME
	Rel-16 ME
	Network Dependency
	Support
	Additional test case execution recommendation

	1
	UE identification by short IMSI
	R99
	5.1.1
	M
	M
	M
	M
	M
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	C049
	UMTS System Simulator or System Simulator only
	
	AER005

	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…
	…

	183
	Authentication procedure for multiple registrations 3GPP and non-3GPP
	Rel-16
	15.2.5
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	N/A
	C0xx
	NG-SS
	
	


Table B.1: Applicability of tests (continued)
Table B.1: Applicability of tests (continued)
	C001
	(NOT A.1/3) AND A.1/4
	--  (NOT O_UTRAN) AND O_GERAN

	C002
	A.1/1 AND A.1/3
	-- O_CS AND O_UTRAN 

	C003
	A.1/3 AND A.1/4
	--  O_UTRAN AND O_GERAN

	C004
	IF (C001 OR C002) THEN M ELSE N/A
	--  ((NOT O_UTRAN) AND O_GERAN) OR (O_CS AND O_UTRAN)

	C005
	IF A.1/2 THEN M ELSE N/A
	--  O_PIN2_ENTRY_FEAT

	C006
	IF (C001 OR C002) AND A.1/5 AND A.1/18 THEN M ELSE N/A
	--  (((NOT O_UTRAN) AND O_GERAN) OR (O_CS AND O_UTRAN) AND O_FDN AND O_Speech_Calls

	C007
	IF (C001 OR C002) AND A.1/6 AND A.1/18 THEN M ELSE N/A
	--  (((NOT O_UTRAN) AND O_GERAN) OR (O_CS AND O_UTRAN)) AND O_AoCC AND O_Speech_Calls

	C008
	IF (C001 OR C002) AND A.1/6 AND A.1/18 THEN O.1 ELSE N/A
	--  (((NOT O_UTRAN) AND O_GERAN) OR (O_CS AND O_UTRAN)) AND O_AoCC AND O_Speech_Calls

	C009
	IF C003 THEN M ELSE N/A
	--  O_UTRAN AND O_GERAN

	C010
	IF (C001 OR (A.1/3 AND (NOT A.1/4)) OR (C003 AND (NOT A.1/7))) THEN M ELSE N/A
	--  ((NOT O_UTRAN) AND O_GERAN) OR (O_UTRAN AND (NOT O_GERAN)) OR (O_UTRAN AND O_GERAN AND (NOT O_HPLMNwACT))

	C011
	IF C003 AND A.1/7 THEN M ELSE O 
	--  O_UTRAN AND O_GERAN AND O_HPLMNwACT

	C012
	IF A.1/8 THEN M ELSE N/A
	--  O_Local_PB

	C013
	IF A.1/9 THEN M ELSE N/A
	--  O_Global_PB

	C014
	IF A.1/8 AND A.1/9 THEN M ELSE N/A
	--  O_Local_PB  AND O_Global_PB

	C015
	IF A.1/10 AND (A.1/3 OR A.1/4) THEN M ELSE N/A
	--  O_Store_Received_SMS AND (O_UTRAN OR O_GERAN)

	C016
	IF A.1/11 AND A.1/12 AND A.1/13 THEN M ELSE N/A
	--  O_MMS AND O_MMS_USIM_DATA AND O_NO_USER_MMS_CONF_SELEC 

	C017
	IF A.1/11 AND A.1/13 THEN M ELSE N/A
	--  O_MMS AND O_NO_USER_MMS_CONF_SELEC

	C018
	IF A.1/11 AND A.1/14 THEN M ELSE N/A
	--  O_MMS AND O_MMS_NOTIF_STORAGE

	C019
	IF A.1/15 AND (A.1/3 OR A.1/4)  THEN M ELSE N/A
	--  O_ACL AND (O_UTRAN OR O_GERAN)

	C020
	IF (NOT A.1/15) AND (A.1/3 OR A.1/4)M ELSE N/A
	--  (NOT O_ACL) AND (O_UTRAN OR O_GERAN)

	C021
	IF A.1/16 THEN M ELSE N/A
	--  O_SDN

	C022
	IF A.1/17 THEN M ELSE N/A
	--  O_EFPLMNwACT_numerical entry

	C023
	IF A.1/18 THEN M ELSE N/A
	--  O_Speech_Calls

	C024
	IF C004 AND A.1/18 THEN M ELSE N/A
	--  ((NOT O_UTRAN) AND O_GERAN) OR (O_CS AND O_UTRAN) AND O_Speech_Calls

	C025 
	IF A.1/19 THEN "Expected Sequence A" M ELSE "Expected Sequence B" M
	--   O_PIN_MMI_Strings

	C026
	IF A1/2 AND A.1/19 THEN "Expected Sequence A" M 
	--   (O_PIN2_ENTRY_FEAT AND O_PIN_MMI_Strings)

	C027
	IF (A.1/20 OR A.1/21) THEN M ELSE N/A
	--  pc_eFDD OR pc_eTDD

	C028
	IF (A.1/20 OR A.1/21) AND A.1/22 THEN M ELSE N/A
	--  (pc_eFDD OR pc_eTDD) AND pc_Allowed_CSG_list

	C029 
	Void
	

	C030 
	Void 
	

	C031
	IF (A.1/10 AND A.1/23 AND (A.1/20 OR A.1/21)) THEN M ELSE N/A
	--  O_Store_Received_SMS AND pc_SM-over-IP receiver AND (pc_eFDD OR pc_eTDD)

	C032
	IF A.1/10 AND A.1/23 AND A.1/3 THEN M ELSE N/A
	--  O_Store_Received_SMS AND pc_SM-over-IP receiver AND O_UTRAN


	C033
	IF A.1/24 THEN M ELSE N/A
	--  pc_USIM_EF_SMS_reading_support_if_USIM_ISIM both present 

	C034
	IF A.1/25 THEN M ELSE N/A
	--  pc_ISIM_EF_SMS_reading_support_if_USIM_ISIM both present

	C035
	IF (A.1/10 AND NOT A.1/26 AND (A.1/3 OR A.1/4)) THEN M ELSE N/A
	--  O_Store_Received_SMS AND NOT O_LARGE_SMS_STORAGE AND (O_UTRAN OR O_GERAN)


	C036
	IF (A.1/20 OR A.1/21) AND A.1/27 THEN M ELSE N/A
	--  (pc_eFDD OR pc_eTDD) AND pc_Multiple_PDN

	C037
	IF A.1/3 AND A.1/28 AND A.1/29 AND NOT ((A.1/20 OR A.1/21) AND A.1/22) THEN M ELSE N/A
	--  O_UTRAN AND pc_CSG AND pc_manual_CSG_selection AND NOT ((pc_eFDD OR pc_eTDD) AND pc_Allowed_CSG_list)


	C038
	IF (A.1/20 OR A.1/21) AND A.1/22 AND A.1/29 THEN M ELSE N/A
	--  (pc_eFDD OR pc_eTDD) AND pc_Allowed_CSG_list AND pc_manual_CSG_selection

	C039
	IF A.1/1 AND A.1/30 THEN M ELSE N/A
	--  O_CS AND O_PS


	C040
	IF A.1/33 THEN M ELSE N/A
	--  O_EUTRA_Disabling_EMM_cause#15

	C041 
	IF A.1/3 AND  A.1/34 THEN M ELSE N/A 
	--  O_UTRAN AND O_Override_NAS_signalling_low_priority

	C042
	IF A.1/3 AND A.1/30 THEN M ELSE N/A 
	--  O_UTRAN AND O_PS

	C043
	IF A.1/3 AND A.1/35 THEN M ELSE N/A
	--  O_UTRAN AND O_T3245

	C044
	IF A.1/3 AND A.1/36 THEN M ELSE N/A
	--  O_UTRAN AND O_Override_EAB

	C045
	IF A.1/20 OR A.1/21 OR A.1/37 THEN M ELSE N/A
	--  pc_eFDD OR pc_eTDD OR pc_NB

	C046
	IF A.1/37 THEN M ELSE N/A
	-- pc_NB

	C047
	IF (A.1/3 OR A.1/4) AND NOT A.1/38 THEN M ELSE N/A
	--  (O_UTRAN OR O_GERAN) AND NOT O_PLMN_specific_attempt_counters

	C048
	IF A.1/3 THEN M ELSE N/A
	--  O_UTRAN

	C049
	IF A.1/3 OR A.1/4 THEM M ELSE N/A
	--  O_UTRAN OR O_GERAN

	C050
	IF A.1/15 AND (A.1/20 OR A.1/21) THEN M ELSE N/A
	--  O_ACL AND (pc_eFDD OR pc_eTDD)

	C051
	IF (A.1/20 OR A.1/21 OR A.1/37) AND A.1/39 THEN M ELSE N/A
	--  (pc_eFDD OR pc_eTDD OR pc_NB) AND O_PSM_DEAC_UICC

	C052
	IF (A.1/20 OR A.1/21 OR A.1/37) AND A.1/40 THEN M ELSE N/A
	--  (pc_eFDD OR pc_eTDD OR pc_NB) AND O_eDRX_DEAC_UICC 

	C053
	IF (A.1/20 OR A.1/21 OR A.1/37) AND A.1/41 THEN M ELSE N/A
	--  (pc_eFDD OR pc_eTDD OR pc_NB) AND O_PSM_SUSPEND_UICC

	C054
	IF (A.1/20 OR A.1/21 OR A.1/37) AND A.1/42 THEN M ELSE N/A
	--  (pc_eFDD OR pc_eTDD OR pc_NB) AND O_eDRX_SUSPEND_UICC 

	C055
	IF A.1/4 THEN M ELSE N/A	
	--  O_GERAN

	C056
	IF A.1/43 AND A.1/44 THEN M ELSE N/A
	--  pc_5GC AND pc_NR

	C057
	IF A.1/43 AND A.1/44 AND A.1/31 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_Display

	C058
	IF A.1/43 AND A.1/44 AND A.1/45 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_URSP_by_USIM

	C059
	IF A.1/43 AND A.1/44 AND A.1/46 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_SUPI_NAI

	C060
	IF A.1/43 AND A.1/44 AND A.1/47 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND pc_inactiveState

	C0xx
	IF A.1/43 AND A.1/44 THEN M ELSE N/A
	--  pc_5GC AND pc_NR AND O_multregs_by_USIM

	O.1
	IF C002 THEN "Expected Sequence A" M ELSE IF C001 THEN "Expected Sequence B" M
	

	AER001
	IF (A.1/20 OR A.1/21) AND ((A.1/3 OR A.1/4) AND (NOT A.1/18) THEN R ELSE A
	--  (pc_eFDD OR pc_eTDD) AND (O_UTRAN OR O_GERAN) AND (NOT O_Speech_Calls)

	AER002
	IF (A.1/20 OR A.1/21) AND (A.1/3 OR A.1/4) THEN R ELSE A
	--  (pc_eFDD OR pc_eTDD) AND (O_UTRAN OR O_GERAN)

	AER003
	IF (test 8.2.3 has been PASSED) THEN R ELSE A
	

	AER004
	IF (test 8.2.5 has been PASSED) THEN R ELSE A
	

	AER005
	IF (NOT A.1/3) AND A.1/4 AND (NOT A.1/1) THEN R ELSE A
	--  (NOT O_UTRAN) AND ((O_GERAN AND (NOT O_CS))

	AER006
	If A.1/38 is supported set the implementation specific counter to small value to reduce the test execution time. 
	

	AER007
	If A.1/39 is supported, in addition to the test case initial conditions, any specific  information or particular UE configurations required to ensure that the UE performs UICC deactivation in PSM  shall be provided by the UE manufacturer.  
	

	AER008
	If A.1/40 is supported, in addition to the test case initial conditions, any specific  information or particular UE configurations required to ensure that the UE performs UICC deactivation in eDRX shall be provided by the UE manufacturer 
	

	AER009
	The value of timers T3324 (T3324_V) and T3412 (T3412_V) shall be provided by the UE manufacturer and shall be set to a value suitable for executing the test cases.
	

	AER010
	The value of eDRX (eDRX_V) and PTW (PTW_V) parameters shall be provided by the UE manufacturer and shall be set to a value suitable for executing the test cases.
	

	NOTE 1:	Definition of applicability for this test case is FFS.
NOTE 2:	For Rel‑13, if the UE supports NB-IoT, this test case shall be verified by accessing the NB System Simulator (NB-SS).



[bookmark: _Toc44962050][bookmark: _Toc50983714][bookmark: _Toc50985885][bookmark: _Toc57113115][bookmark: _Toc130991000][bookmark: _Toc132274652]* * * Next Change * * * *
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This file shall be available.
Logically:
	Key Set Identifier KSIASME:	'07'	(no key available)
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'


	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	34
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57

	
	00
	01
	84
	01
	01
	85
	01
	01



* * * Next Change * * * *
4.9.y	EF5GSN3GPPNSC (5GS non-3GPP Access NAS Security Context)
This file shall be available.
Logically:
	Key Set Identifier KSIASME:	'07'	(no key available)
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'


	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	34
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57

	
	00
	01
	84
	01
	01
	85
	01
	01



* * * Next Change * * * *
4.11.2	EFUST (USIM Service Table)
EFUST (USIM Service Table)
Logically:
Settings from clause 4.9.1 (5G-NR UICC) of the present document apply with the following changes:
	Service n°133
	
	5G Security Parameters extended
	available

	Service n°136
	
	Support for multiple records of NAS security context storage for multiple registration
	available


Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xxxx xx1x
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	…
	B16
	B17
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	...
	xxx0 111x
	xxx1 xxxx
	
	



[bookmark: _Toc138676703]* * * Next Change * * * *
4.11.x	EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
This file shall be available and shall contain two records (see 3GPP TS 31.102 [4]).
Logically:
First record
	Key Set Identifier KSIASME:	'07'	(no key available)
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'


	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	37
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57

	
	00
	01
	84
	01
	01
	85
	01
	01




Second record
	Key Set Identifier KSIASME:	'07'	(no key available)
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'
	PLMN:	'000000'

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	37
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57
	B58
	B59

	
	00
	01
	84
	01
	01
	85
	01
	01
	86
	03

	
	B60
	B61
	B62

	
	00
	00
	00



* * * Next Change * * * *
4.11.y	EF5GSN3GPPNSC (5GS non-3GPP Access NAS Security Context)
This file shall be available and shall contain two records (see 3GPP TS 31.102 [4]).
Logically:
First record
	Key Set Identifier KSIASME:	'07'	(no key available)
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'


	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	37
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57

	
	00
	01
	84
	01
	01
	85
	01
	01




Second record
	Key Set Identifier KSIASME:	'07'	(no key available) 
	KAMF:	32 byte key, any value
	Uplink NAS count:	'00'
	Downlink NAS count:	'01'
	Identifiers of selected NAS integrity
and encryption algorithms:	'01'
	Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	'01'
	PLMN:	'000000'

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B39

	Coding: Hex
	A0
	42
	80
	01
	07
	81
	20
	xx
	…
	xx

	
	B40
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48
	B49

	
	82
	04
	00
	00
	00
	00
	83
	04
	00
	00

	
	B50
	B51
	B52
	B53
	B54
	B55
	B56
	B57
	B58
	B59

	
	00
	01
	84
	01
	01
	85
	01
	01
	86
	03

	
	B60
	B61
	B62

	
	00
	00
	00



* * * Next Change * * * *
[bookmark: _Toc130991033][bookmark: _Toc50983745][bookmark: _Toc50985916][bookmark: _Toc57113146][bookmark: _Hlk9934413]15.2.z	Authentication procedure for multiple registrations 3GPP access 5G AKA - Authentication is successful in different PLMNs
15.2.z.1	Definition and applicability
The UE can be multiple registered in different PLMN's serving networks or in the same PLMN's serving networks. The UE will establish two NAS connections with the network in both cases and the UE uses the same subscription credential(s) for multiple registrations in the same or different serving networks.
The UE shall independently maintain and use two different 5G NAS security contexts, one per PLMN's serving network. Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN. The ME shall store the two different 5G NAS security contexts on the USIM if the USIM supports for multiple records of NAS security context storage for multiple registration as specified in 3GPP TS 31.102 [4].
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain two records if service n°136 is "available".
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41]. If service n°133 is "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [41] and 3GPP TS 31.102 [4].
[bookmark: _Toc50983763][bookmark: _Toc50985934][bookmark: _Toc57113164][bookmark: _Toc138678094]15.2.z.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The USIM shall support multiple records of NAS security context storage for multiple registration (i.e. service n°136 is "available").
2)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall compute RES* from RES according to Annex A.4 3GPP TS 33.501 [41] and return it in AUTHENTICATION RESPONSE message.
4)	As a result of first successful authentication procedure in a PLMN (PLMN 1 over 3GPP access) if service n°122 is "available", the 5G 3GPP access NAS security context parameters shall be stored on the USIM in the first record of the EF5GS3GPPNSC.
6)	As a result of second successful authentication procedure in another PLMN (PLMN 2 over 3GPP access) if service n°122 and service n°136 is "available", the 5G 3GPP access NAS security context parameters of the PLMN 2 shall be stored on the USIM in the first record of the EF5GS3GPPNSC. The second record of the EF5GS3GPPNSC contains the 5G 3GPP access NAS security context parameters of the PLMN 1.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.2, 4.4.11.3, 4.4.11.4, 4.4.11.5 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.2 and 6.3.2;
-	3GPP TS 24.501 [42], clause 4.4.2.1, 4.4.2.5, 5.4.1.3 and Annex C.
15.2.z.3	Test purpose
1)	To verify that the ME stores 5G 3GPP access NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the first record of thr EF5GS3GPPNSC on the USIM if service n°122 is "available".
2)	To verify that the ME takes into use the information from the stored 5G 3GPP access NAS security context to protect the registration request over 3GPP access in a different PLMN.
3)	To verify that the ME stores 5G 3GPP access NAS security context parameters of a different PLMN when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the second record of the EF5GS3GPPNSC on the USIM if service n°122 and service n°136 is "available".
[bookmark: _Toc138678066]15.2.z.4	Method of test
[bookmark: _Toc138678067]15.2.z.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
Cell A –TAI (MCC/MNC/TAC):	244/083/000001.
-	CellIdentity:	"000000001"
Access control:		unrestricted.
Cell B -TAI (MCC/MNC/TAC):	244/084/000001.
-	CellIdentity:	"000000001"
Access control:		unrestricted.
The 5G-NR UICC - support of Rel-16 features is used and the UICC is installed into the ME.
15.2.z.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
g)	The UE sends a REGISTRATION COMPLETE message.
h)	The UE is switched off or the UE's radio interface is switched off to perform the deregistration procedure.
i)	Bring down Cell A and bring up Cell B.
j)	The UE is switched on or the UE’s radio interface is switched on to perform the registration procedure. The UE reads the first record of the 5G 3GPP NAS security context from the USIM to construct a REGISTRATION REQUEST message.Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
k)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'001'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
l)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
m)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
n)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408400010266436587
TAI:	42 34 80 00 00 01
o)	The UE sends a REGISTRATION COMPLETE message.
p)	The UE is switched off or the UE's radio interface is switched off to perform the deregistration procedure.
15.2.z.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF:	value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:	000
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:	007	(no key available)
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	07
	00
	81
	xx
	xx
	…
	xx



8)	During step j) the ME shall read EFUST, EFLOCI, EF5GS3GPPNSC and EF5GAUTHKEYS. The UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier the value '000'.
9)	In step k) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
10)	During step m) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
11)	In step m) the UE shall send SECURITY MODE COMPLETE message.
12)	After step m) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF:	value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx



13)	After step p) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record
ngKSI:	001
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:	000
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:	244/083

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B58

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	86

	
	B59
	B60
	B61

	
	42
	34
	80



* * * End of Changes * * * *
