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	Reason for change:
	Correction 1:
As per clause 4.4.3.1 of 24.501,
The value of the uplink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in annex C, is the value that shall be used in the next NAS message.
The value of the downlink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in annex C, is the largest downlink NAS COUNT used in a successfully integrity checked NAS message.
The value of the uplink NAS COUNT stored in the AMF is the largest uplink NAS COUNT used in a successfully integrity checked NAS message.
The value of the downlink NAS COUNT stored in the AMF is the value that shall be used in the next NAS message.
At step 19, NAS COUNTs associated with 3gppNSC-C2 are zero and it is not used yet or successfully integrity protected any NAS message in 3gpp access yet. As per clause 4.4.3.1 of 24.501 above, it can't be saved in the USIM since the NAS COUNTs associated with 3gppNSC-C2 are not successfully integrity protected any NAS message yet. 3gppNSC-C2 in the current table in the annex O violates the requirement in clause 4.4.3.1 of 24.501. 

Hence 3gppNSC-C2 must be removed from step 19. 

Correction 2:
As per clause 6.3.2.2 of 33.501,
If there are stored NAS counts for the non-3GPP access for the PLMN in the UE, then the stored NAS counts for the non-3GPP access for the PLMN shall be used to protect the registration over the non-3GPP access. Otherwise, the common 5G NAS security context is taken into use for the first time (partial) over non-3GPP access. In this case, the UL NAS COUNT value and DL NAS COUNT value for the non-3GPP access needs to be set to zero by the UE before the UE is taking the 5G NAS security context into use over non 3GPP access
(i) At step 3, 3gppNSC-B1 is saved in the UE for 3GPP access. Please note, this data is not written to the USIM yet and it shall be stored at step 6 after switching the ME at step 5. Even if it is saved in the ME memory it is not mandatory due to clause 6.3.2.2 of 33.501. The ME can directly start the NAS COUNT from zero in 3GPP access when it is taking the common 5G NAS security context n3gppNSC-B1 in non-3GPP access into use over 3GPP access. 

(ii) Also, 3gppNSC-B1 includes ngKSI, K-AMF, Algos, and UL/DL NAS COUNTs. At step 3, NAS COUNTs for 3GPP access can be considered as zero (for the common NSC) in the ME memory. But 3gppNSC-B1 in steps 3 and 4 are not the same since at step 4 UL/DL NAS COUNT for 3GPP access has > 0 counts. Hence it is incorrect to save 3gppNSC-B1 at steps 3 and 4 for 3GPP access.

(iii) Unless specified as ‘Stored in USIM’(a new addition with this CR) all the data mentioned under 5GS3GPPNSC or 5GSN3GPPNSC in the annex O represent data saved in the ME memory that can be written to the USIM if the device is switched-off or de-registered from the network at the given step.

Considering the above three points, the 3gppNSC-B1 is removed from 3GPP access. The same is applicable for 3gppNSC-C1, 3gppNSC-D1, 3gppNSC-C2, and 3gppNSC-C3. 

Correction 3:
Currently, it is not distinguishing the NAS security context stored in the USIM from the NAS security context saved in the ME memory clearly in the Annex O Table. The current comment ‘(stored&valid)’ comment does not indicate the correct storage and if the context is stored in USIM it must be valid. Therefore ‘valid’ is unnecessary.

Hence a comment ‘(stored in USIM)’ is added to indicate NAS security contexts are stored in the USIM after ME is switched off or de-registered from the network. Also added a General Note to clarify the data in annex O represents the NSC including the NAS COUNTs saved in the ME memory that can be written to the USIM if the device is switched-off or de-registered from the network at the given step.

	
	

	Summary of change:
	Correction 1:
At step 19, 3gppNSC-C2 was removed.

Correction 2:
At step 3, the 3gppNSC-B1 is removed from 3GPP access. The same is applicable for 3gppNSC-C1, 3gppNSC-D1, 3gppNSC-C2, and 3gppNSC-C3.

Correction 3:
‘(stored&valid)’ is removed and the comment ‘(stored in USIM)’ is added to NAS security contexts stored in USIM after ME is switched off or de-registered from the network. Also added a general note and one additional note.

	
	

	Consequences if not approved:
	The table in annex O is not accurate.

	
	

	Clauses affected:
	Annex O

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	
	

	
	

	This CR's revision history:
	







Page 1


[bookmark: _Toc11052791][bookmark: _Toc20391631][bookmark: _Toc27773597][bookmark: _Toc11052785][bookmark: _Toc20391625][bookmark: _Toc27773591][bookmark: _Toc3201103][bookmark: _Toc20392846][bookmark: _Toc27774493][bookmark: _Toc36482953][bookmark: _Toc36484615][bookmark: _Toc44933545]***** First change *****
[bookmark: _Toc11053242][bookmark: _Toc20392082][bookmark: _Toc27774050][bookmark: _Toc36474475][bookmark: _Toc36477837][bookmark: _Toc44930730][bookmark: _Toc50965500][bookmark: _Toc57102268][bookmark: _Toc90500120]Annex O (informative):
Examples of NAS security contexts management in multiple registrations
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	Scenario 1
	5GS3GPPLOCI
	5GS3GPPNSC
	5GSN3GPPLOCI
	5GSN3GPPNSC

	
	
	
	Record 1
	Record 2
	
	Record 1
	Record 2

	1
	UE is authenticated to PLMN-A with dual connection (3GPP and non-3GPP)
	GUTI-A1
	3gppNSC-A1
	-
	GUTI-A1
	n3gppNSC-A1
	-

	2
	UE switches from PLMN-A to PLMN-B on non-3GPP
	 
	Use GUTI-A1 from 5GSN3GPPLOCI and
n3gppNSC-A1 from 5GSN3GPPNSC

	3
	UE successful REGISTRATION to PLMN-B on non-3GPP
	GUTI-A1
	3gppNSC-A1
	3gppNSC-B1

	GUTI-B1
	n3gppNSC-B1
	n3gppNSC-A1

	4
	UE successful REGISTRATION  to PLMN-B over 3GPP
	GUTI-B1
	3gppNSC-B1
	-
	GUTI-B1
	n3gppNSC-B1
	-

	5
	UE switches-off (UE init de-registration)
	 
	 

	6
	UE stores to USIM the valid 3GPP Security Context (PLMN-B) and the valid non-3GPP Security Context (PLMN-B) 
	GUTI-B1
	3gppNSC-B1
(Stored in USIM)(1)
	-
	GUTI-B1
	n3gppNSC-B1
(Stored in USIM)(1)
	-

	7
	ME clears all Security Contexts
	 
	 

	8
	UE switches-on back 
	 
	 

	9
	UE reads from USIM the 3GPP Security Context (PLMN-B) and the non-3GPP Security Context (PLMN-B) 
	GUTI-B1
	3gppNSC-B1
	-
	GUTI-B1
	n3gppNSC-B1
	-

	10
	UE tries to reconnect to PLMN-C on non-3GPP Security Context
	 
	Use GUTI-B1 from 5GSN3GPPLOCI and
n3gppNSC-B1 from 5GSN3GPPNSC

	11
	UE gets REGISTRATION successful on PLMN-C over non-3GPP
	GUTI-B1
	3gppNSC-B1
	3gppNSC-C1
	GUTI-C1
	n3gppNSC-C1
	n3gppNSC-B1

	12
	UE tries to reconnect to PLMN-C on 3GPP
	Use GUTI-C1 from 5GS3GPPLOCI 
	 

	13
	UE gets REGISTRATION successful on PLMN-C over 3GPP
	GUTI-C2
	3gppNSC-C1
	 
	GUTI-C2
	n3gppNSC-C1
	-

	14
	UE switches-off (UE init de-registration)
	 
	 

	15
	UE stores to USIM the valid 3GPP Security Context (PLMN-C) and the valid non-3GPP Security Context (PLMN-C) 
	GUTI-C2
	3gppNSC-C1
(Stored in USIM)(1)
	 
	GUTI-C2
	n3gppNSC-C1
(Stored in USIM)(1)
	-

	16
	UE switches ON, reads security contexts from the USIM and registers to PLMN-D over non-3GPP and to PLMN-C over 3GPP
	GUTI-C2
	3gppNSC-C1
	3gppNSC-D1
	GUTI-D1
	n3gppNSC-D1
	n3gppNSC-C1

	17
	UE registers to PLMN-D over 3GPP
	GUTI-D2
	3gppNSC-D1
	-
	GUTI-D2
	n3gppNSC-D1
	-

	18
	UE registers to PLMN-C over non-3GPP, remaining registered in PLMN-D over 3GPP access
	GUTI-D2
	3gppNSC-D1
	3gppNSC-C2
	GUTI-C3
	n3gppNSC-C2
	n3gppNSC-D1

	19
	UE de-registers from PLMN-C over non-3GPP and remains registered in PLMN-D over 3GPP access
	GUTI-D2
	3gppNSC-D1

	3gppNSC-C2 (stored&valid)
	GUTI-C3
	n3gppNSC-C2 (Stored in USIM)(1)
(stored&valid)
	n3gppNSC-D1


	20
	UE de-registers from PLMN-D over 3GPP access
	GUIT-D2
	3gppNSC-D1 (Stored in USIM)(1)
(stored&valid)
	3gppNSC-C2 (stored&valid)
	GUTI-C3
	n3gppNSC-C2 (stored&valid)
	n3gppNSC-D1 
(Stored in USIM)(1) (stored&valid)

	21
	UE registers to PLMN-C over non-3GPP access
	GUTI-D2
	3gppNSC-D1 (stored&valid)
	3gppNSC-C3
	GUTI-C4
	n3gppNSC-C3
	n3gppNSC-D1 (stored&valid)

	22
	UE registers to PLMN-C also over 3GPP access
	GUTI-C4
	3gppNSC-C3
	
	GUTI-C4
	n3gppNSC-C3
	

	General note: Unless specified as ‘Stored in USIM’ all the data mentioned under 5GS3GPPNSC or 5GSN3GPPNSC represent data saved in the ME memory that can be written to the USIM if the device is switched-off or de-registered from the network at the given step.
Note 1: 5G NAS Security Context and associated NAS DL/UL COUNTs (> 0) are written to the USIM as per clauses 4.4.2.1 (NSC), 4.4.3.1 (NAS COUNTS), and annex C of 3GPP 24.501 [104].
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