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1. Introduction
The aim on this document is to introduce Classes and Interfaces of GBA_U_APIs.
2. Reason for Change
Since the Ks_int_NAF is derived from the Long Term Key of the UICC, and the GBA mechanism is highly recognized, the APIs for Ks_int_NAF should be defined, so other applications could use the Ks_int_NAF for security purpose.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 31.822 v0.1.0.
New section 5.1 is added to solve the key issue of Access Control to GBA_U_APIs from clause 4.1.
* * * First Change * * * *
[bookmark: _Toc419]	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".
[3] 3GPP TS 31.130:  "(U)SIM Application Programming Interface (API); (U)SIM API for Java™ Card"

* * * Next Change * * * *
5.1  Classes and Interfaces of GBA_U_APIs 
5.1.1	General
The USIM GBA_U_APIs consists of the package uicc.usim.gba, which includes cipher and signature two classes.
Table 4.1.1: GBA_U API
	CLASS Summary
	Method Summary
	Description

	cipher
	init
	Initializes the Cipher object with the appropriate Ks_int_NAF Key and algorithm specific parameters.

	
	update
	Generates encrypted/decrypted output from input data

	
	doFinal
	Generates encrypted/decrypted output from all/last input data

	signature
	init
	Initializes the Signature object with the appropriate Ks_int_NAF Key and algorithm specific parameters

	
	update
	Accumulates a signature of the input data

	
	sign
	Generates the signature of all/last input data

	
	verify
	Verifies the signature of all/last input data against the passed in signature.


5.1.2	Class cipher
5.1.2.1	Algorithm identifies
Table 5.1.2.1: Algorithm identifies
	Identifier
	Algorithm

	0x0D
	AES-128-CBC-NOPAD

	0x0E
	AES-128-ECB-NOPAD

	0x10
	SM1-ECB

	0x11
	SM1-CBC

	0x18
	SM4-ECB

	0x19
	SM4-CBC



5.1.2.2	init
public void init(byte  algorithm, byte[] nafID, short nafOff, short nafLen, byte theMode, byte[]  bArray, short bOff, short bLen)
Initializes the Cipher object with the appropriate Ks_int_NAF Key and algorithm specific parameters.
Parameters:
algorithm - see Table 4.1.2.1
nafID - the value of NAF ID
nafOff - offset of NAF ID
nafLen - length of NAF ID
theMode - one of MODE_DECRYPT or MODE_ENCRYPT
bArray - byte array containing algorithm specific initialization info
bOff - offset within bArray where the algorithm specific data begins
bLen - length of algorithm specific parameter data
5.1.2.3	update
public short update(byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short outOffset)
Generates encrypted/decrypted output from input data using Ks_int_NAF.This method is intended for multiple-part encryption/decryption operations.
This method requires temporary storage of intermediate results. In addition, if the input data length is not block aligned (multiple of block size) then additional internal storage may be allocated at this time to store a partial input data block. This may result in additional resource consumption and/or slow performance.
Parameters:
inBuff - the input buffer of data to be encrypted/decrypted
inOffset - the offset into the input buffer at which to begin encryption/decryption
inLength - the byte length to be encrypted/decrypted
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer where the resulting ciphertext/plaintext begins
Returns:
number of bytes output in outBuff.
5.1.2.4	doFinal
public short doFinal(byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short outOffset)
Generates encrypted/decrypted output from all/last input data using Ks_int_NAF. This method must be invoked to complete a cipher operation. This method processes any remaining input data buffered by one or more calls to the update() method as well as input data supplied in the inBuff parameter.
Parameters:
inBuff - the input buffer of data to be encrypted/decrypted
inOffset - the offset into the input buffer at which to begin encryption/decryption
inLength - the byte length to be encrypted/decrypted
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer where the resulting output data begins
Returns:
number of bytes output in outBuff.
5.1.3	Class signature
5.1.3.1	Algorithm identifies
Table 5.1.3.1: Algorithm identifies
	Identifier
	Algorithm

	0x21
	ALG_HMAC_SHA1

	0x22
	ALG_HMAC_SHA_256

	0x23
	ALG_HMAC_SM3



5.1.3.2	init
public void init (byte algorithm, byte mode, byte[] nafID, short nafOff, short nafLen)
Initializes the Signature object with the appropriate Ks_int_NAF Key and algorithm specific parameters.
Parameters:
algorithm - see Table 4.2.2.1
mode - one of MODE_SIGN or MODE_VERIFY
nafID - the value of NAF ID
nafOff - offset of NAF ID
nafLen - length of NAF ID
5.1.3.3	update
public void update(byte[] inBuff, short inOffset, short inLength)
Accumulates a signature of the input data. This method requires temporary storage of intermediate results.
Parameters:
inBuff - the input buffer of data to be encrypted/decrypted
inOffset - the offset into the input buffer at which to begin encryption/decryption
inLength - the byte length to be encrypted/decrypted
5.1.3.4	sign
public short sign(byte[] inBuff, short inOffset, short inLength, byte[] sigBuff, short sigOffset)
Generates the signature of all/last input data using Ks_int_NAF.
Parameters:
inBuff - the input buffer of data to be signed
inOffset - the offset into the input buffer at which to begin signature generation
inLength - the byte length to sign
sigBuff - the output buffer to store signature data
sigOffset - the offset into sigBuff at which to begin signature data
Returns:
number of bytes of signature output in sigBuff.
5.1.3.5	verify
public boolean verify (byte[] inBuff, short inOffset, short inLength, byte[] sigBuff, short sigOffset, short sigLength)
Verifies the signature of all/last input data against the passed in signature using Ks_int_NAF.
Parameters:
inBuff - the input buffer of data to be verified
inOffset - the offset into the input buffer at which to begin signature generation
inLength - the byte length to sign
sigBuff - the input buffer containing signature data
sigOffset - the offset into sigBuff where signature data begins
sigLength - the byte length of the signature data
Returns:
true if the signature verifies, false otherwise
[bookmark: _GoBack]Note: if sigLength is inconsistent with this Signature algorithm, false is returned.

* * * End of Changes * * * *

