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1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	x
	
	x
	
	

	No
	
	x
	
	x
	x

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	
	Feature

	
	Building Block

	
	Work Task

	x
	Study Item



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
GBA is defined in 3GPP TS 31.102 and TS 33.220, and the GBA security context includes Bootstrapping Mode and NAF Derivation Mode. In the NAF Derivation Mode, the USIM performs Ks_ext_NAF and Ks_int_NAF derivation as defined in TS 33.220 [42] using the key material from the previous GBA_U bootstrapping procedure, then the USIM stores Ks_int_NAF and associated B-TID together with NAF_ID, but the using of the Ks_int_NAF is not defined except for MBMS. 
Since the Ks_int_NAF is derived from the Long Term Key of the UICC, and the GBA mechanism is highly recognized, we recommend defining the APIs for Ks_int_NAF, so other applications or service could use the Ks_int_NAF for security purpose such as mutual authentication, integrity and confidentiality, etc.
[bookmark: _GoBack]Possible use case 1: Certificate Provisioning in V2X (reference to GSMA Official Document FS.48 Guidelines for GBA Based Certificate Provisioning)
At present, Public Key Infrastructure (PKI) based certificate management systems are recognized by the global V2X industry to establish trust relationship between the entities and digital certificates are used to protect V2X messages transmitted directly on the PC5 interface(as shown in figure1). This requires C-V2X certificates and security-sensitive information to be provisioned on the vehicle Onboard Unit (OBU) and Roadside Unit (RSU) in a secure way to get devices into an operational state before a vehicle is on the road and the RSU is put into use. How to implement certificate provisioning effectively and efficiently is a real challenge faced by the industry in the process of introducing and upgrading C-V2X technology. Using the Ks_int_NAF derived during GBA process could help establishing a secure channel to personalize the certificate and secure keys into the car before or after sale. Some typical application scenarios that could leverage GBA for C-V2X certificate provisioning are provided below.
Scenario 1: Bootstrapping and Enrolment 
Bootstrapping is the first step to prepare C-V2X devices (e.g., OBU, RSU) into a ready state for V2X communication operations before they can be used in V2X ecosystem. In this procedure, elementary security-critical information including Certificate Authority (CA) information pertaining to the C-V2X PKI system and their certificates, key pairs and corresponding Enrolment Certificates (EC) shall be provided to the Security Element (SE) of C-V2X devices to enable them to further apply for authorisation certificates. 
Bootstrapping can be performed during the production process or in the field. C-V2X devices are equipped with USIM card/eSIM access to an Enrolment CA (ECA) server through 4G/5G cellular networks to obtain the security-critical information. As there are no pre-configured security credentials in C-V2X devices initially, ECA servers have no way to identify, authenticate and authorise C-V2X devices, so GBA, which is able to bootstrap and establish application layer security associations based on cellular network identifiers (International Mobile Subscriber Identity (IMSI) and Mobile Subscriber ISDN number (MSISDN)) and authentication vectors derived by pre-existing shared root keys, can be leveraged by ECA to authenticate C-V2X devices. 
Scenario 2: C-V2X Authorization Certificate Application
An enrolled C-V2X device needs to apply for authorization certificates with the request messages signed by the enrolment certificate before it can securely communicate with other C-V2X devices.
To apply for authorization certificates, C-V2X devices need to securely access and communicate with the Authorization CA (ACA) server. One way to achieve this is to use the USIM and cellular network security GBA capability to provide symmetric session keys to establish end-to-end secure tunnels in the application layer. Afterwards, C-V2X devices can generate key pairs in the local SEs and interact with ACA servers to apply for and download authorization certificates through these tunnels, which can ensure the security of messages.
[image: ]
Figure1: C-V2X communication 
Possible use case 2：Security protection for smart door lock
The smart door lock remotely controls the unlocking of the door lock through the door lock management platform. The user needs to apply to the management platform for unlocking permission (key acquisition) before unlocking. The door lock or the platform side verifies that the key is correct and then the door lock is opened.
In this  scenario, the data in the door lock, such as authentication data, door lock password and other sensitive data, need to be protected to avoid data leakage. Providing encryption capability for data through relevant keys which are in the SIM card (such as the one designed in this project) enables secure storage of sensitive data and protects stored data security.
Important data such as unlocking instructions and unlocking passwords also need to be protected during uploading and distributing to prevent tampering and theft, which may result in the door lock being illegally controlled. The security capability based on the key provided by the SIM card which is mentioned in this paper can realize the safe reception and storage of data such as unlocking passwords, and at the same time, the data upload can also be encrypted by the SIM card before uploading, so as to achieve a secure upload and download process.
Furthermore, when the door lock device is connected to the management platform, the key distributed by the SIM proposed in this paper can also generate identity data for the door lock such as MAC, which is used for the identity verification of the door lock device by the management platform, so as to avoid the forgery of the device identity; similarly, the door lock before unlocking, the device can also authenticate the platform or the user through the verification capability provided by the SIM using the key in this paper to ensure the security of unlocking.
[image: ]
Figure2: Smart door lock architecture  
4	Objective
The objective of this study item is to define USIM APIs for GBA_U to standardize the use method of other applications consistent with the above justification:
-     Enable other applications to use these API calls for Ks_int_NAF(or the key distributed from it) to secure their business procedures;
-    Standardize how these keys are distributed and used, etc.


5	Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	31.xxx
	Study on GBA_U Based APIs
	
	
	
	
	



	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	




6	Work item Rapporteur(s)
Huo Weijing, China Mobile, huoweijing@chinamobile.com
7	Work item leadership
CT6
8	Aspects that involve other WGs
None
9	Supporting Individual Members

	Supporting IM name

	China Mobile
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