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1. Overall Description:

CT6 has identified a potential issue when a new OTA update of Home Network Public Key for SUCI calculation could not be performed for extended period due to various reasons (example – an USIM was removed from device for months, or device is located in a no coverage area for an extended period). When such a situation occurs and existing keys are already invalidated at network side, a 5G ME may fail future attempts to register to 5GS network leaving the device (and this USIM) as not reachable and not authenticated. 

The same potential issue would occur when the Home network decides to introduce a new protection scheme that will eventually replace the existing one.

Hence, CT6 is seeking information on how 5GS network intends to handle expired Home network keys and the introduction of new protection schemes in such scenarios. 

2. Actions:
To SA3 group.
ACTION: CT6 Kindly asks SA3 to take the above concern into consideration and specifically reply on the following questions:
1) How 5GS network manages expired (or invalidated) Home network keys in such scenarios? i.e., is it expected for the expired key to continue to work till the OTA update is successful in future?
2) Is it possible for more than one Protection Schemes to be deployed & co-exist simultaneously on the UDM / network side for an user?
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