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1. Overall Description:

CT6 has identified a potential issue when an operator provisioned Home Network Public Key has already expired before an OTA update of SUCI keys could be performed, meanwhile, null scheme is not provisioned by the operator. When such a situation occurs, ME fails repeated attempts to register to 5GS network leaving the device as not reachable and not authenticated. This can be worse for devices that only support 5G and devices located in a 5G only coverage area.

Since such devices cannot be reachable or even authenticated, new SUCI keys can no longer be provisioned by operator OTA over a 5GS network. Hence CT6 would like to consider a recovery mechanism incase identification fails due to expired keys, i.e, If "SUCI calculation performed by the USIM" using the higher Priority Protection Scheme fails, then it may fall back to the next Priority Protection Scheme for next SUCI Calculation if pre-configured by the operator. Fall back to a null scheme shall be performed only if null scheme is pre-configured in the list of Protection Schemes in USIM.

Currently 3GPP 33.501 defines priorty list of protection schemes only for ME based SUCI calculation, so that ME shall select the protection scheme from its supported schemes that has the highest priority in the list are obtained from the USIM. However, there seems to be a need for a new mechanism (e.g., a new criteria for priority) to be defined (for both USIM and ME based SUCI Calculations) that enables the change of settings based on this kind of situation (Home Network Public Key expiration) 



2. Actions:
To SA3 group.
ACTION: CT6 Kindly asks SA3 to take the above information into consideration and specifically reply on the following questions:
1) Is above mentioned mechanism (e.g. fall back to lower protection scheme in case identification fails due to expired keys) in the attached CT6 contribution (C6-21xxxx) conflict with SA3 requirements?

2) CT6 kindly request SA3 to consider a new mechanism in 33.501 (e.g., a new criteria for priority) to be defined (for both USIM and ME based SUCI Calculations) that enables the change of settings based on this kind of situation (Home Network Public Key expiration) 

3. Date of Next CT6 Meetings:
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