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[bookmark: _Toc20396264][bookmark: _Toc29397847][bookmark: _Toc29398969][bookmark: _Toc36648979][bookmark: _Toc36654767][bookmark: _Toc29397839][bookmark: _Toc29398961][bookmark: _Toc36648971][bookmark: _Toc36654759][bookmark: _Toc20396257]*****First change*****
2	References 
The following documents contain provisions which, through reference in this text, constitute provisions of the present document. 
· References are either specific (identified by date of publication, edition number, version number, etc.) or non-specific.
· For a specific reference, subsequent revisions do not apply. 
· For a non-specific reference, the latest version in same release as the implementation release of the terminal under test applies. 
[1]	Void
…
[45]	3GPP TS 33.102: "3G security; Security architecture".
[xx]	RFC 5480; “Elliptic Curve Cryptography Subject Public Key Information”
*****Next change*****
5.3.x	SUCI calculation by ME using Profile B with compressed Home Network Public Key
[bookmark: _Toc20396265][bookmark: _Toc29397848][bookmark: _Toc29398970][bookmark: _Toc36648980][bookmark: _Toc36654768]5.3.x.1	Definition and applicability
If the operator's decision is that ME shall calculate the SUCI, the home network operator shall provision a list of the Protection Scheme Identifiers that the operator allows in the USIM. The list of Protection Scheme Identifiers in the USIM may contain one or more Protection Scheme Identifiers in order of their priority. The ME shall read the SUCI calculation information from the USIM, including the SUPI, the Home Network Public Key, the Home Network Public Key Identifier, and the list of Protection Scheme Identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list obtained from the USIM.
According to RFC 5480 [xx] the ECC public key used with Profile B might have been calculated in compressed format.
[bookmark: _Toc20396266][bookmark: _Toc29397849][bookmark: _Toc29398971][bookmark: _Toc36648981][bookmark: _Toc36654769]5.3.x.2	Conformance requirement
1) SUCI calculation procedure shall be performed by the ME if Service n°124 is "available" and Service n°125 is not "available" in EFUST
2) As part of the SUCI calculation performed by the ME, the ME performs the reading procedure with EFSUCI_Calc_Info.
3) The ME shall calculate the SUCI using the highest priority supported protection scheme and the home network public key stored on the USIM
4) The ME shall be capable to calculate the SUCI using Profile B with the ECC public key provided in compressed format.
Reference:
· 3GPP TS 31.102 [4], clauses 4.4.11.8, 4.4.11.11, 5.3.47 and 5.3.51;
· 3GPP TS 33.501 [41], clause Annex C;
· 3GPP TS 24.501 [42], clause 5.5.1.2, 5.5.1.2.4;
· RFC 5480 [xx], clause 2.2.
[bookmark: _Toc20396267][bookmark: _Toc29397850][bookmark: _Toc29398972][bookmark: _Toc36648982][bookmark: _Toc36654770]5.3.x.3	Test purpose
1)	To verify that the READ EFRouting_Indicator, EFSUCI_Calc_Info and EFIMSI commands are performed correctly by the ME.
2)	To verify that the ME performs the SUCI calculation procedure using the profile with the highest priority (i.e. ECIES scheme profile B and the home network public key).
[bookmark: _Toc20396268][bookmark: _Toc29397851][bookmark: _Toc29398973][bookmark: _Toc36648983][bookmark: _Toc36654771]5.3.x.4	Method of test
[bookmark: _Toc20396269][bookmark: _Toc29397852][bookmark: _Toc29398974][bookmark: _Toc36648984][bookmark: _Toc36654772]5.3.x.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is used with the following exception:
EFSUCI_Calc_Info (Subscription Concealed Identifier Calculation Information EF)
Logically: 
Protection Scheme Identifier List data object:
Protection Scheme Identifier 1 – ECIES scheme profile B
Key Index 1: 1
Protection Scheme Identifier 2 – ECIES scheme profile A
Key Index 2: 2
Protection Scheme Identifier 3 – null-scheme 
Key Index 3: 0
Home Network Public Key List data object:
Home Network Public Key 1 Identifier: 27
Home Network Public Key 1 (see Note 1):
· 02 72 DA 71 97 62 34 CE 83 3A 69 07 42 58 67 B8 2E 07 4D 44 EF 90 7D FB 4B 3E 21 C1 C2 25 6E BC D1
Home Network Public Key 2 Identifier: 30
Home Network Public Key 2:
· 5A 8D 38 86 48 20 19 7C 33 94 B9 26 13 B2 0B 91 63 3C BD 89 71 19 27 3B F8 E4 A6 F4 EE C0 A6 50
	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	A0
	06
	02
	01
	01
	02
	00
	00

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	A1
	4B
	80
	01
	1B
	81
	21
	02

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	72
	DA
	71
	97
	62
	34
	CE
	83

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	3A
	69
	07
	42
	58
	67
	B8
	2E

	
	B33
	B34
	B35
	B36
	B37
	B38
	B39
	B40

	
	07
	4D
	44
	EF
	90
	7D
	FB
	4B

	
	B41
	B42
	B43
	B44
	B45
	B46
	B47
	B48

	
	3E
	21
	C1
	C2
	25
	6E
	BC
	D1

	
	B49
	B50
	B51
	B52
	B53
	B54
	B55
	B56

	
	80
	01
	1E
	81
	20
	5A
	8D
	38

	
	B57
	B58
	B59
	B60
	B61
	B62
	B63
	B64

	
	86
	48
	20
	19
	7C
	33
	94
	B9

	
	B65
	B66
	B67
	B68
	B69
	B70
	B71
	B72

	
	26
	13
	B2
	0B
	91
	63
	3C
	BD

	
	B73
	B74
	B75
	B76
	B77
	B78
	B79
	B80

	
	89
	71
	19
	27
	3B
	F8
	E4
	A6

	
	B81
	B82
	B83
	B84
	B85

	
	F4
	EE
	C0
	A6
	50


Note 1:	EFSUCI_Calc_Info contains the compressed form of the ECC public key for Profile B.
The UICC is installed into the ME. 
The NG-SS shall be configured with Home Network Private Key as following:
	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Hex
	F1
	AB
	10
	74
	47
	7E
	BC
	C7

	
	B9
	B10
	B11
	B12
	B13
	B14
	B15
	B16

	
	F5
	54
	EA
	1C
	5F
	C3
	68
	B1

	
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	61
	67
	30
	15
	5E
	00
	41
	AC

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32

	
	44
	7D
	63
	01
	97
	5F
	EC
	DA


[bookmark: _Toc20396270][bookmark: _Toc29397853][bookmark: _Toc29398975][bookmark: _Toc36648985][bookmark: _Toc36654773]5.3.x.4.2	Procedure
a)	The UE is switched on.
b)	The UE sends REGISTRATION REQUEST to the NG-SS indicating the 5GS registration type IE as "initial registration" and 5GS mobile identity information element type "SUCI".
c)	Upon reception of REGISTRATION ACCEPT message with a new 5G-GUTI, the UE sends REGISTRATION COMPLETE message to the NG-SS.
[bookmark: _Toc29397854][bookmark: _Toc29398976][bookmark: _Toc36648986][bookmark: _Toc36654774]5.3.x.5	Acceptance criteria
1)	After step a) the ME shall read EFIMSI, EFRouting_Indicator and EFSUCI_Calc_Info.
2)	After step b) the UE shall include the SUCI (coded below) in the 5GS mobile identity IE in the REGISTRATION REQUEST.
SUPI format:	0 
Home Network Identifier:	246/081
Routing indicator:	17
Protection scheme id:	02
Home network public key Id:	27
Scheme output: 	ECC ephemeral public key, encryption of 357935793 and MAC tag value
*****End of changes*****
