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[bookmark: _Toc11052471]4.4.11.6	EF5GAUTHKEYS (5G authentication keys)
If Service n°123 is "available" in EFUST, this file shall be present.
This EF contains KAUSF and, KSEAF for 3GPP access and KSEAF for non-3GPP access that are generated on the ME using CK and IK as part of AKA procedures as described in TS 33.501 [105].
	Identifier: '4F05'
	Structure: transparent
	Optional

	SFI: '05'
	

	[bookmark: _GoBack]File size: >= 68 102bytes
	Update activity: high

	Access Conditions:
	READ	PIN
	UPDATE	PIN
	DEACTIVATE	ADM
	ACTIVATE	ADM


	Description
	Value
	M/O
	Length

	KAUSF Tag
	'80'
	M
	1

	Length
	K (Note2)
	M
	Note1

	KAUSF
	--
	M
	K (Note2)

	KSEAF for 3GPP access Tag
	'81'
	M
	1

	Length
	L (Note2)
	M
	Note1

	KSEAF for 3GPP access
	--
	M
	L (Note2)

	KSEAF for non-3GPP access Tag
	'82'
	M
	1

	Length
	M (Note2)
	M
	Note1

	KSEAF for non-3GPP access
	--
	M
	M (Note2)

	Note 1:	The length is coded according to ISO/IEC 8825-1 [35]

	Note 2:     As per TS 33.501 [105], the length of keys KAUSF and KSEAF is 32 bytes each



‑	KAUSF Tag '80'.

Contents: 
-	KAUSF as described in TS 33.501[105]).

Coding: 
-	The most significant bit of KAUSF is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KAUSF is the least significant bit of the last byte of this TLV value field.

‑	KSEAF for 3GPP access Tag '81'.

Contents: 
-	KSEAF for 3GPP access as described in TS 33.501[105]). If there is no valid KSEAF for 3GPP access, the contents (Value part of the TLV) shall be FFs.

Coding: 
-	The most significant bit of KSEAF for 3GPP access is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KSEAF for 3GPP access is the least significant bit of the last byte of this TLV value field.

‑	KSEAF for non-3GPP access Tag '82'.

Contents: 
-	KSEAF for non-3GPP access as specified in TS 33.501[105]. If there is no valid KSEAF for non-3GPP access, the contents (Value part of the TLV) shall be FFs.

Coding: 
-	The most significant bit of KSEAF for non-3GPP access is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KSEAF for non-3GPP access is the least significant bit of the last byte of this TLV value field.



***** Next change *****

[bookmark: _Toc11052728]Annex D (informative):
Tags defined in 31.102
	Tag
	Name of Data Element
	Usage

	'43'
	Full name for network IEI
	PLMN Network Name (EFPNN)

	'45'
	Short name for network IEI
	PLMN Network Name (EFPNN)

	'53'
	MBMS Data Object
	AUTHENTICATE command parameter, in MBMS security context

	…
	…
	…

	'80'
	XCAP_conn_params_policy TLV TAG
	EFXCAPConfigData

	'80'
	IMS configuration data encoding
	EFIMSConfigData

	'81'
	IMS configuration data
	EFIMSConfigData

	'80'
	KAUSF tag
	EF5GAUTHKEYS

	'80'
	Protection Scheme Identifier List data object tag
	Protection Scheme Identifier List (EFSUCI_Calc_Info)

	…
	…
	…

	'82'
	Password Tag
	Network Connectivity Parameters for USIM IP connections (EFNCP-IP)

	'82'
	Attach with IMSI Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'82'
	MM Content Data Object Tag
	Multimedia Messages List (EFMML)

	'82'
	ProSe ReportingWindow tag
	Reporting Window Parameter (EFPROSE_UIRC)

	'82'
	KSEAF for non-3GPP access tag
	EF5GAUTHKEYS

	'80'
	Home Network Public Key Identifier tag
	Home Network Public Key Identifier (EFSUCI_Calc_Info)

	'81'
	KSEAF tag
	EF5GAUTHKEYS

	'83'
	Data Destination Address Range Tag
	Network Connectivity Parameters for USIM IP connections (EFNCP-IP)

	'83'
	Minimum Periodic Search Timer Tag
	Non Access Stratum Configuration (EFNASCONFIG)

	'83'
	MM Size tag
	Multimedia Messages List (EFMML)

	…
	...
	…

	'A0'
	EARFCN List tag
The following tags are encapsulated within 'A0'
	'80'    EARFCN tag
	'81'    Geographical Area – Polygon tag
	EARFCN list for MTC/NB-IOT UEs (EFEARFCNList)

	'A0'
	5GS 3GPP access NAS security Context tag or 5GS non-3GPP access NAS security Context tag
The following tags are encapsulated within 'A0'
'80'    ngKSI Tag
'81'    KAMF Tag
'82'    Uplink NAS count Tag
'83'    Downlink NAS count Tag
'84'    Identifiers of selected NAS integrity and encryption algorithms Tag
'85'    Identifiers of selected EPS NAS integrity and encryption algorithms for use after mobility to EPS Tag
	5GS 3GPP Access NAS Security Context (EF5GS3GPPSNSC) or 
5GS non-3GPP Access NAS Security Context (EF5GSN3GPPSNSC)

	'A0'
	Protection Scheme Identifier List data object tag
	Protection Scheme Identifier List (EFSUCI_Calc_Info)

	'A1'
	XCAP connection parameters policy part tag
The following tags are encapsulated within 'A0'
'81'    Access Tag
'82'    Application name Tag
'83'    Provider ID Tag
'84'    URI Tag
'85'    XCAP Aithentication User Name Tag
'86'    XCAP Authentication password Tag
'87'…XCAP Authentication type Tag
'88'…Address type Tag
'89'…Address Tag
'8A'…PDP Authentication type Tag
'8B'…PDP Authentication Name Tag
	EFXCAPConfigData

	…
	…
	…

	'DE'
	GBA Security Context NAF Derivation Mode tag
	Response to AUTHENTICATE



