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1. Introduction
The present document intends to provide new features to be supported by the new secure platform requirements studied in 3GPP CT6. The proposed feature support derived from the work in 3GPP SA1 TS 22.261 that was finalized in March 2017.
The proposed features of the USIM application are use case driven as described by 3GPP SA1 TS 22.261. They require a flexible secure platform in order to address a wide spectrum of use cases. The new platform should support for instance a modern communication protocol design to allow USIM applications to access simultaneously multiple networks and need to take into account higher integration driven by IoT use cases.

The following sections list the features that Gemalto believes should be included into the secure platform requirements TR.
2. Features derived from 3GPP TS 22.261
2.1 On-Demand connectivity
2.1.1 TS 22.261 requirements

‘Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). This on-demand mechanism should enable means for a user to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure IoT device.’

2.1.2 Proposed text
In order to fullfill on-demand connectivity as required by TS 22.261, the remote subcription management system need to authenticate the IoT device and provision a new subscription to the IoT device. The authentication method is today based on a public key infrastructure. Therefore the secure platform should support public key based algorithms for authentication, integrity and confidentiality protection of transiting subscription profiles.

2.2 Long-term key and security update
2.2.1 TS 22.261 IoT use case description
‘Once the subscription is established, subscription management becomes necessary, for example, to modify the subscription when the ownership of the IoT device changes, to update or refresh credentials due to suspected leakage or theft of security keys or as a preventive measure.’
2.2.2 Proposed text
As some IoT devices may have a very long life span on the field with little or no physical maintenance, being able to sustain a sufficient security level of the device is critical. Long-term key update capability whether by generating inside the new key inside the platform, or switching to a pre-provisioned key should be supported.

During the life time of the device, vulnerabilities of the device firmware or operating system may appear. In such situation, the authentication algorithms for instance may need be updated. Other times the operating system of the IoT device may need be patched in order to counter new vulnerabilities. The ability of patching security related algorithms or the operating system should be possible in order to maitain a suitable security level of the IoT device.
2.3 User authentication mechanism
2.3.1 TS 22.261 requirement

‘The 5G system shall support an efficient means to authenticate a user to an IoT device (e.g., biometrics).’

2.3.2 Proposed text to secure platform
PIN based user authentication has been the traditional user verification mechanism since the inception of GSM technology. New use cases requiring multiple factor authentication mechanism, or the multiplication of applications requiring specific user authentication mechanism has complexified the user experience. New mechanisms are required to maintain the level of security when allowing good user experience. Biometry based authentication, Single Sign On mechansim or shared trusted authentication service provided by the secure platform can improve user authentication experience when allowing adapted level of security.

2.4 Simultaneously accessing multiple networks
2.4.1 TS 22.261 use case and requirement

‘To provide a better user experience for their subscribers with UEs capable of simultaneous network access, network operators could contemplate a variety of sharing business models and partnership with other network and service providers to enable its subscribers to access all services via multiple networks simultaneously, and with minimum interruption when moving.’

‘The 5G system shall enable users to obtain services from more than one network simultaneously on an on-demand basis.’

2.4.2 Proposed text to secure platform

The 5G system enables the users to obtain services from more than one network simultaneously on an on-demand basis. A USIM application may access services from more than one networks simultaneously. The secure platform communication interface should allow the USIM to communicate over multiple networks simultaneoulsly.
3. Conclusions

TS 22.261 provides load of new requirements that impact the secure platform. In order to support these new requirements, the secure platform need to provide public key cryptography support, on board key generation capability, key renewal and operating update capabilities. The secure platform communication capability should also provide the ability for multiple application to communicate with remote servers over multiple netwroks simultaneously.
4. Proposal

It is proposed to agree the following changes to 3GPP TR on the new secure platform.
* * * First Change * * * *

X1. On-Demand connectivity
In order to fullfill on-demand connectivity as required by TS 22.261, the remote subcription management system need to authenticate the IoT device and provision a new subscription to the IoT device. The authentication method is today based on a public key infrastructure. Therefore the secure platform should support public key based algorithms for authentication, integrity and confidentiality protection of transiting subscription profiles.

* * * Next Change * * * *

X2. Long-term key and security update

As some IoT devices may have a very long life span on the field with little or no physical maintenance, being able to sustain a sufficient security level of the device is critical. Long-term key update capability whether by generating inside the new key inside the platform, or switching to a pre-provisioned key should be supported.

During the life time of the device, vulnerabilities of the device firmware or operating system may appear. In such situation, the authentication algorithms for instance may need be updated. Other times the operating system of the IoT device may need be patched in order to counter new vulnerabilities. The ability of patching security related algorithms or the operating system should be possible in order to maitain a suitable security level of the IoT device.

* * * Next Change * * * *

X3. User authentication mechanism

PIN based user authentication has been the traditional user verification mechanism since the inception of GSM technology. New use cases requiring multiple factor authentication mechanism, or the multiplication of applications requiring specific user authentication mechanism has complexified the user experience. New mechanisms are required to maintain the level of security when allowing good user experience. Biometry based authentication, Single Sign On mechansim or shared trusted authentication service provided by the secure platform can improve user authentication experience when allowing adapted level of security.

* * * Next Change * * * *

X4. Simultaneously accessing multiple networks

The 5G system enables the users to obtain services from more than one network simultaneously on an on-demand basis. A USIM application may access services from more than one networks simultaneously. The secure platform communication interface should allow the USIM to communicate over multiple networks simultaneoulsly.

