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[bookmark: _Toc290011295][bookmark: _Toc463677377]8.5	UICC presence detection when connected to E-UTRAN/EPC
[bookmark: _Toc290011296][bookmark: _Toc463677378]8.5.1	Definition and applicability
To ensure that the UICC has not been removed during a card session, the Terminal sends in case of inactivity on the UICC-Terminal interface, at frequent intervals, a STATUS command during each call or active PDP context.
[bookmark: _Toc290011297][bookmark: _Toc463677379]8.5.2	Conformance requirement
A STATUS command shall be issued within all 30 second periods of inactivity on the UICC-Terminal interface during an active PDP context. Inactivity in this case is defined as starting at the end of the last communication or the last issued STATUS command. If no response data is received to this STATUS command, then the active PDP context shall be terminated as soon as possible but at least within 5s after the STATUS command has been sent. If the DF indicated in response to a STATUS command is not the same as that which was indicated in the previous response, or accessed by the previous command, then the active PDP context shall be terminated as soon as possible but at least within 5 seconds after the response data has been received. 
The ME may suspend the UICC presence detection based on STATUS commands in case it has an active EPS bearer context, but has not exchanged any data with the network within a 30s period of inactivity on the UICC-ME interface, and resume it as soon as data is exchanged with the network, sending immediately a new STATUS command.
There is 1:1 mapping between one PDP context and one EPS Bearer.
-	TS 31.102 [4], subclauses 5.1.9
-	ETSI TS 102 221 [5], clause 14.5.2.
-	TS 23.060 [25], subclause 9.2.1A.
[bookmark: _Toc290011298][bookmark: _Toc463677380]8.5.3	Test purpose
1)	To verify that there are no periods of inactivity on the UICC‑Terminal interface greater than 30 seconds during an active PDP context.
2)	To verify that the terminal terminates the default EPS Bearer within 5 s at the latest after having received an invalid response to the STATUS command.
[bookmark: _Toc290011299][bookmark: _Toc463677381]8.5.4	Method of test
[bookmark: _Toc290011300][bookmark: _Toc463677382]8.5.4.1	Initial conditions
The terminal is connected to the USIM Simulator and the E-USS/NB-SS.
The default E-UTRAN UICC is used.
[bookmark: _Toc290011301][bookmark: _Toc463677383]8.5.4.2	Procedure
a)	The terminal is switched on, performs the Attach procedure to the E-USS/NB-SS and establishes the default EPS bearer. 
NOTE:	For a terminal that supports Rel-12 or later, exchange of data with the network may be required to guarantee the correct result of the test.
b)	The UICC simulator shall monitor the time of periods of inactivity on the UICC-Terminal interface.
c)	Step b) shall be performed for 3 minutes.
d)	After one minute after the end of step c), the UICC simulator shall respond to a STATUS command with the response data indicating a DF different from the current DF.
[bookmark: _Toc290011302][bookmark: _Toc463677384]8.5.5	Acceptance criteria
1)	During step c), the time of periods of inactivity on the UICC-Terminal interface shall not be longer than 30 seconds.
2)	After step d), the Terminal shall terminate the default EPS bearer within 5 s at the latest after having received the wrong response to the STATUS command.

**next change**

11	NAS security context parameter handling
[bookmark: _Toc290011412][bookmark: _Toc463677522]11.1	NAS security context parameter handling when service "EMM Information" is available
[bookmark: _Toc290011413][bookmark: _Toc463677523]11.1.1	Definition and applicability
The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record and shall be updated only when the requirements defined in TS 33.401 [27] are met.

[bookmark: _Toc290011414][bookmark: _Toc463677524]11.1.2	Conformance requirement
EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.
Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE
The EPS security context parameters shall be stored on the USIM if the corresponding file is present, and shall be updated only when the requirements defined in TS 33.401 [27] are met. 
If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.

-	TS 24.301 [6], subclause 4.24.2.1 and Annex C;
-	TS 31.102 [4], subclause 4.2.92;
-	TS 33.401 [27], subclause 6.1.1, 7.2.5.1 and 7.2.5.2.1.
[bookmark: _Toc290011415][bookmark: _Toc463677525]11.1.3	Test purpose
To verify that the ME generates the EPS security context identified by a key set identifier for E-UTRAN (eKSI) and stores all inside EFEPSNSC if this EF is available and when the requirements defined in TS 33.401 [27] , subclauses 7.2.5.1 and 7.2.5.2.1are met.
[bookmark: _Toc290011416][bookmark: _Toc463677526]11.1.4	Method of test
[bookmark: _Toc290011417][bookmark: _Toc463677527]11.1.4.1	Initial conditions
For this test an E-USS or a NB-SS is required.
The E-USS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is used.

[bookmark: _Toc290011418][bookmark: _Toc463677528]11.1.4.2	Procedure
a)	The UE is switched on.
b)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
c)	During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE, the E-USS/NB-SS initiates the EPS authentication and AKA procedure. The E-USS/NB-SS uses 
	eKSI:				'00'
d) Afterwards the E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:				"24608100010266345678"
e)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE 
f)	The UE or the UE's radio interface is switched off to perform the DETACH procedure. 

[bookmark: _Toc290011419][bookmark: _Toc463677529]11.1.5	Acceptance criteria
1) After step a) the UE shall read EFUST and EFEPSNSC.
2) During step b) the UE shall indicate in the AttachRequest that no key is available
3) During step c) the UE shall send the AuthenticationResponse message.
4)  During step d) the UE shall send the (NAS) SecurityModeComplete message 
5) EFEPSNSC shall not be updated during steps c) to e), ), unless for invalidating the content of EFEPSNSC.
Note: Invalidation of EFEPSNSC is described in TS 31.102 [4], subclause 4.2.92.
6) After step f) the UE shall send DETACH REQUEST to the E-USS/NB-SS.
7) After step f) EFEPSNSC shall contain:
EFEPSNSC (EPS NAS Security Context)
Logically:	Key Set Identifier KSIASME:			'00'
	ASME Key (KSIASME) :			32 byte key, value not checked
	Uplink NAS count:				any value
	Downlink NAS count:			any value
	Identifiers of selected NAS 		any value
integrity and encryption 
algorithm
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[bookmark: _Toc290011420][bookmark: _Toc463677530]11.2	NAS security context parameter handling when service "EMM Information" is not available, no IMSI change
[bookmark: _Toc290011421][bookmark: _Toc463677531]11.2.1	Definition and applicability
The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record.

[bookmark: _Toc290011422][bookmark: _Toc463677532]11.2.2	Conformance requirement
EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.
Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. 
If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.

-	TS 24.301 [6], subclause 4.42.2.1 and Annex C;
-	TS 31.102 [4], subclause 4.2.92;
-	TS 33.401 [27], subclause 6.1.1.
[bookmark: _Toc290011423][bookmark: _Toc463677533]11.2.3	Test purpose
To verify that the ME generates the EPS security context identified by a key set identifier for E-UTRAN (eKSI) and stores all inside a non-volatile memory in the ME as EMM information is not available on the USIM. During the test the IMSI on the USIM remains unchanged.
[bookmark: _Toc290011424][bookmark: _Toc463677534]11.2.4	Method of test
[bookmark: _Toc290011425][bookmark: _Toc463677535]11.2.4.1	Initial conditions
For this test an E-USS or a NB-SS is required.
The E-USS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.

The default UICC (without the service "EMM Information") is installed into the Terminal and the UE is powered on.
[bookmark: _Toc290011426][bookmark: _Toc463677536]11.2.4.2	Procedure
a)	The UE is switched on.
b)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/ RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/ RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
c)	During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE, the E-USS/NB-SS initiates the EPS authentication and AKA procedure. The E-USS/NB-SS uses 
	eKSI:				00
d) Afterwards the E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:				"24608100010266345678"
e)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/ RRCConnectionRelease-NB, to the UE 
f)  The UE is switched off and performs the Detach procedure.
g) 	The default UICC remains in use. 
h) 	The Terminal is switched on. 
i) 	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
j)	During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE, E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security using the last known KASME, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):		246/081/ 0001
	GUTI:					"24608100010266345619"
k)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB to the UE 

[bookmark: _Toc290011427][bookmark: _Toc463677537]11.2.5	Acceptance criteria
1) After step a) the UE shall read EFUST
2) During step c) the UE shall send the AuthenticationResponse message.
3) During step d) the UE shall send the (NAS) SecurityModeComplete message
4) During step j) UE shall indicate in the AttachRequest eKSI as 00
5) During step j) the UE shall send the (NAS) SecurityModeComplete message
6) During step k) the UE shall send the AttachComplete message

[bookmark: _Toc290011428][bookmark: _Toc463677538]11.3	NAS security context parameter handling when service "EMM Information" is not available, IMSI changed
[bookmark: _Toc290011429][bookmark: _Toc463677539]11.3.1	Definition and applicability
The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record.
[bookmark: _Toc290011430][bookmark: _Toc463677540]11.3.2	Conformance requirement
EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.
Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. 
If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.

-	TS 24.301 [6], subclause 4.42.2.1 and Annex C;
-	TS 31.102 [4], subclause 4.2.92;
-	TS 33.401 [27], subclause 6.1.1.
[bookmark: _Toc290011431][bookmark: _Toc463677541]11.3.3	Test purpose
1.) To verify that the ME generates the EPS security context identified by a key set identifier for E-UTRAN (eKSI) and stores all inside a non-volatile memory in the ME as EMM information is not available on the USIM.
2.) To verify that UE deletes existing EMM parameters from the ME’s non-volatile memory in case a different IMSI is activated.
[bookmark: _Toc290011432][bookmark: _Toc463677542]11.3.4	Method of test
[bookmark: _Toc290011433][bookmark: _Toc463677543]11.3.4.1	Initial conditions
For this test an E-USS or NB-SS is required.
The E-USS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.

The default UICC (without the service "EMM Information") is installed into the Terminal and the UE is powered on.
[bookmark: _Toc290011434][bookmark: _Toc463677544]11.3.4.2	Procedure
a)	The UE is switched on.
b)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
c)	During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete) from the UE, the E-USS/NB-SS initiates the EPS authentication and AKA procedure. The E-USS/NB-SS uses 
	eKSI:				00
d) Afterwards the E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:				"24608100010266345678"
e)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease, to the UE 
f)  The UE is switched off and performs the Detach procedure.
g) 	A new UICC with the following configuration is activated:
 		The default UICC with the following exception: The IMSI is set to "246081222233333". 
h) 	The Terminal is switched on. 
i) 	After receipt of an RRCConnectionRequest from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
j)	During registration and after receipt of an ATTACH REQUEST (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE, E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security using the last known KASME .
k) The UE responds with (NAS) SecurityModeReject.
l)	The E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB to the UE 
[bookmark: _Toc290011435][bookmark: _Toc463677545]11.3.5	Acceptance criteria
1) After step a) the UE shall read EFUST
2) During step c) the UE shall send the AuthenticationResponse message.
3) During step d) the UE shall send the (NAS) SecurityModeComplete message
4) During step j) UE shall indicate in the AttachRequest that no key is available
5) After step j) the UE shall send the (NAS) SecurityModeReject message
[bookmark: _Toc463677546]11.4	EPS NAS Security Context Storage
[bookmark: _Toc463677547]11.4.1	Definition and applicability
The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record and shall be updated only when the requirements defined in TS 33.401 [27] are met.

[bookmark: _Toc463677548]11.4.2	Conformance requirement
EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.
Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE
The EPS security context parameters shall be stored on the USIM if the corresponding file is present, and shall be updated only when the requirements defined in TS 33.401 [27] are met. 


-	TS 24.301 [6], subclause 4.24.2.1 and Annex C;
-	TS 31.102 [4], subclause 4.2.92 and 5.2.28;
-	TS 33.401 [27], subclause 6.1.1, 7.2.5.2, 7.2.6.1, and 7.2.6.3, 
[bookmark: _Toc463677549]11.4.3	Test purpose
The update of EPS NAS security context shall be according to the rules and procedures specified in TS 33.401 [27], subclause 6.1.1, 7.2.5.2, 7.2.6.1, and 7.2.6.3,
[bookmark: _Toc463677550]11.4.4	Method of test
[bookmark: _Toc463677551]11.4.4.1	Initial conditions
For this test an E-USS or a NB-SS is required.
The E-USS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.

The default E-UTRAN UICC is used.

[bookmark: _Toc463677552]11.4.4.2	Procedure
a)	The UE is switched on.
b)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
c)	The E-USS/NB-SS receives an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE., 
d)  The E-USS/NB-SS initiates the EPS authentication and AKA procedure. The E-USS/NB-SS uses 	
eKSI:			'00'
e) Afterwards the E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:				"24608100010266345678"
f)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE 
g) 	 The E-USS/NB-SS sends Paging/Paging-NB to the UE using the S-TMSI with CN domain indicator set to ''PS'. 
h)	After receipt of a RRCConnectionRequest/RRCConnectionRequest-NB message from the UE, the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB message to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
i)  The terminal sends EMM Service Request followed by the activation of AS security and the Dedicated EPS bearer.
j)	After keeping the Dedicated EPS Bearer active for 5 seconds, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB to the UE.

[bookmark: _Toc463677553]11.4.5	Acceptance criteria
1) After step a) the UE shall read EFUST and EFEPSNSC.
2) After step a) and before step d) the UE the ME shall mark the stored EPS NAS Security context on the USIM as invalid and therefore EFEPSNSC shall contain the content as shown below.
3) During step d) the UE shall send the AuthenticationResponse message.
4)  During step e) the UE shall send the (NAS) SecurityModeComplete message 
5) After step f) the UE shall have entered idle mode.
6) After step i) the UE shall have a Dedicated EPS bearer established.
7) During steps d), e), f), g),  h) i)  and j) the UE shall not update EFEPSNSC.

EFEPSNSC (EPS NAS Security Context)
Logically:	Key Set Identifier KSIASME:			'07'
	ASME Key (KSIASME) :			32 byte key, all set to FF
	Uplink NAS count:				any value
	Downlink NAS count:			any value
	Identifiers of selected NAS 		any value
integrity and encryption 
algorithm
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