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	Reason for change:
	3GPP TS 33.223 on “GBA Push function” specifies a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initate the bootstrapping. GBA Push is aimed for both GBA_U and GBA_ME environments. 

Mechanisms/functionalities in the UE to process GBA Push Information (GPI) messages when the ISIM application is the target of the GPI messages, as described in 3GPP TS 33.223, are not available/missing within CT6 specifications. 

Clause 5.1.4 of 3GPP TS 33.223 describes the procedure in the UE (text in bold corresponds to actions impacting the ME-UICC interface). 
1.
UE receives GPI. The parameters of the GPI are defined in clauses 5.2.1 and 5.3.5.

2. If the App_Lbl in the GPI is included, then if the App_Lbl:

a. indicates a USIM or ISIM application which is already active then the UE continues processing from step 4.

b.  indicates a USIM application different from the currently active USIM application, then the ME shall reject the request, as there at most, only can be one USIM active at one time.

c.  indicates a ISIM application different from the currently active ISIM application(s), then the ME shall not terminate the currently active ISIM application(s), but instead the ME shall activate the ISIM application as defined in TS 31.101 [15], as the UE is allowed to have several ISIM applications active simultaneously.

3.
If the App_Lbl in the GPI is undefined, the UE determines the UICC application to use from used delivery channel of the GPI (e.g. SMS, MMS, SIP Message, etc) or from other context information.

4.
UE checks if it has received the same GPI earlier.

a.
If the GPI corresponds to an already existing NAF SA (this can be achieved by comparing the RAND value in the new GPI with the RAND value in an existing NAF SA), then the GPI is silently dropped and the GPI processing terminated.

b.
If the GPI corresponds to an incomplete NAF SA, the Ks indicated by GPI is activated and processing continues from step 7 (step 8 describes how an incomplete SA may appear).

NOTE 1:
To handle retransmissions efficiently the UE benefits from only invoking a UICC application after checking that the GPI does not correspond to an already existing NAF SA. The check can be done by comparing the received (RAND, AUTN(*), App_Lbl) triplet with the corresponding triplets associated with existing NAF SAs.
5.
The UE reads the GPI version number and selects the corresponding GPI integrity and ciphering algorithms. If the UE does not support this GPI version, the GPI is silently dropped and the GPI processing is terminated.

6.
If the UICC application is active or can be activated the UE initiates derivation of the Ks by issuing an Authenticate command to the UICC. The type of Authenticate command is determined by the indicated U/M-mode in the GPI, i.e. if GBA_ME or GBA_U should be used. If the authenticate command returns a failure the GPI processing ends.

If U/M indicates use of GBA_U, the generated Ks will effectively be generated on the UICC and not deleted until next GBA_U Ks is established using Authenticate command. The ME shall restrict NAF-key generation procedures using the generated Ks on the UICC to only be allowed for the NAF SA generation associated with the ongoing GBA-Push procedure. 

7.
The ME initiates the derivation of the GPI protection keys and other parameters needed for GPI integrity checking and deciphering of the confidentiality protected parts. This processing is defined in clause 5.3

8.
The ME checks the integrity of the GPI message. If the integrity check fails, the following procedure is followed:

a.
With GBA_ME, the derived Ks is stored and marked as incomplete and the GPI processing ends. 

b.
With GBA_U, the Ks was stored by the authenticate command. The Ks identity, which normally would be B-TID (see TS 33.220 [1]) is set to RAND@'undefined'. The GPI processing ends. 

9.
The ME deciphers the confidentiality protected parts of the GPI using the algorithms defined by the GPI version number and the GPI confidentiality protection keys.

10.
The UE initiates the derivation of the NAF-Key (s), Ks(_int/ext)_NAF, using the NAF_Id received in the GPI. The key derivation is defined as specified in TS 33.220 [1]. For GBA_ME, the ME deletes the Ks after the derivation of the NAF-Key is completed.

NOTE 1A: In the case of common implementation of GBA and GBA Push, care should be taken that this deletion rule only applies to GBA Push-based Ks. 

11.
The NAF SA consisting of the NAF-key(s) and associated parameters is stored. 

NOTE 2:
When GBA_U is used, two NAF-keys will be generated i.e. a Ks_ext_NAF will be stored in the ME and a Ks_int_NAF will be stored on the UICC. Both keys will be part of the NAF SA.
------------------------------------------------------------------------------------------------
In case that the ISIM application is the target of the GPI message, the missing mechanims/functionalities are the following:
· The ISIM application shall derive the GPI protection keys from the key Ks (generated in step 6 of the  procedure) and send them back to the ME in order to enable the ME to check the integrity of the GPI message. In case of GBA_U, the ME does not know the key Ks (generated in step 6) and is not capable to derive the GPI protection keys required in step 11. 
· The ISIM application shall store the NAF SA (Security Association shared between the NAF and the UE) as described in table 5.2.3-1 of 3GPP TS 33.203. 
GBA Push is a mandatory feature for ProSe Rel-12, there is the requirement to support GBA Push in clause xx of 3GPP TS 33.303


	
	

	Summary of change:
	In case that the ISIM application is the target of the GPI message, the missing mechanims/functionalities are the following:

· The ISIM application shall derive the GPI protection keys and send them back to the ME, without computing and storing the associated Ks_int_NAF keys. 
· The ISIM application shall store the NAF SA (Security Association shared between the NAF and the UE) 
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START of 1st CHANGE

2
References

[xx]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".
END of 1st CHANGE

---------------------------------------------------------------------------------------------------------------------------------------
START of 2nd CHANGE

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GPP
3rd Generation Partnership Project

AC
Access Condition

ADF
Application Dedicated File

AID
Application IDentifier

AK
Anonymity Key

AKA
Authentication and Key Agreement

ALW
ALWays

AMF
Authentication Management Field

ASN.1
Abstract Syntax Notation One

AuC
Authentication Centre

AUTN
AUthentication TokeN

BER-TLV
Basic Encoding Rule - TLV

B-TID
Bootstrapping Transaction IDentifier

CK
Cipher Key

DF
Dedicated File

EF
Elementary File

FFS
For Further Study

FQDN
Fully Qualified Domain Name

GPI 
GBA Push Information

HE
Home Environment

HN
Home Network 
IARI 
IMS Application Reference Identifier

ICC
Integrated Circuit Card

ID
IDentifier

IK
Integrity Key

IM
IP Multimedia

IMPI
IM Private Identity

IMPU
IM PUblic identity

IMS
IP Multimedia Subsystem

ISIM
IM Services Identity Module

K
long-term secret Key shared between the ISIM and the AuC

KSI
Key Set Identifier

LI
Language Indication

LSB
Least Significant Bit

MAC
Message Authentication Code

MF
Master File

MSB
Most Significant Bit

NAI
Network Access Identifier

NEV
NEVer

PIN
Personal Identification Number

PL
Preferred Languages

PS_DO
PIN Status Data Object

RAND
RANDom challenge

RES
user RESponse

RFU
Reserved for Future Use

RST
ReSeT

SDP
Session Description Protocol

SFI
Short EF Identifier

SIP
Session Initiation Protocol

SQN
SeQuence Number

SW
Status Word

TLV
Tag Length Value

UE
User Equipment

XRES
eXpected user RESponse

END of 2nd CHANGE
--------------------------------------------------------------------------------------------------------
START of 3rd CHANGE

4.2.7
EFIST (ISIM Service Table)

This EF indicates which optional services are available. If a service is not indicated as available in the ISIM, the ME shall not select this service. The presence of this file is mandatory if optional services are provided in the ISIM.

	Identifier: '6F07'
	Structure: transparent
	Optional

	SFI: '07'
	

	File size: X bytes, X >( 1
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	P-CSCF address 

	
	Service n°2
	Generic Bootstrapping Architecture (GBA)

	
	Service n°3
	HTTP Digest

	
	Service n°4
	GBA-based Local Key Establishment Mechanism

	
	Service n°5
	Support of P-CSCF discovery for IMS Local Break Out

	
	Service n°6
	Short Message Storage (SMS)

	
	Service n°7
	Short Message Status Reports (SMSR)

	
	Service n°8
	Support for SM-over-IP including data download via SMS-PP as defined in TS 31.111 [31]

	
	Service n°9
	Communication Control for IMS by ISIM

	
	Service n°10
	Support of UICC access to IMS

	
	Service n°11
	URI support by UICC

	
	Service n°12
	Media Type support

	
	Service n°13
	IMS call disconnection cause

	
	Service n°14
	URI support for MO SHORT MESSAGE CONTROL

	
	Service n°yy
	GBA Push


[…]
END of 3rd CHANGE

------------------------------------------------------------------------------------------------------------------------------------------
START of 4th CHANGE

4.2.XX
EFGBSAL (GBA Push NAF SA List)

If service n°yy is "available", this file shall be present.

This EF contains the list of NAF SA (Security Association) associated to the processing of a GPI for GBA Push with GPI Derivation procedure. 
	Identifier: '6FXX'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF SA Identifier TLV objects
	M
	Z bytes


NAF SA Identifier tags

	Description
	Tag Value

	UE_Id Tag
	'80'

	RAND  Tag
	'81'

	AUTN* Tag
	'82'

	App_Lbl Tag
	'83'

	NAF_Id Tag
	'84'

	UL_SA_Id Tag
	'85'

	DL_SA_Id Tag
	'86'

	Key_LT Tag
	'87'


NAF SA Identifier information
	Description
	Value
	M/O
	Length (bytes)

	UE_Id Tag
	'80'
	M
	1

	Length
	A
	M
	Note

	UE_Id value
	--
	M
	A

	RAND Tag
	'81'
	M
	1

	Length
	B
	M
	Note

	RAND value
	--
	M
	B

	AUTN* Tag
	'82'
	M
	1

	Length
	C
	M
	Note

	AUTN(*) value
	--
	M
	C

	App_Lbl Tag
	'83'
	C
	1

	Length
	D
	C
	Note

	App_Lbl value
	--
	C
	D

	NAF_ID Tag
	'84'
	M
	1

	Length
	E
	M
	Note

	NAF_ID value
	--
	M
	E

	UL_SA_Id Tag
	'85'
	M
	1

	Length
	F
	M
	Note

	UL_SA_Id value
	--
	M
	F

	DL_SA_Id Tag
	'86'
	M
	1

	Length
	G
	M
	Note

	DL_SA_Id value
	--
	M
	G

	Key_LT Tag
	'87'
	M
	1

	Length
	H
	M
	Note

	Key_LT value
	--
	M
	H

	Note:
The length is coded according to ISO/IEC 8825-1 [20]


-  UE_Id Tag '80'
Contents: 
UE identifier in NAF request 
Coding: 
As defined in TS 33.102 [4]
-  RAND Tag '81'
Contents: 

Random challenge used in the GBA_U bootstrapping procedure

Coding: 

As defined in TS 33.102 [4]
-  AUTN* Tag '82'
Content: 
Authentication token defined for GBA_U procedure
Coding: 
As defined in TS 33.220 [25]
- App_Lbl Tag '83'
Contents: 
Identifier for USIM or ISIM application to use. Identifier of Network Application Function used in the GBA GPIDerivation procedure. 

Coding: 
As defined in TS 33.223 [xx]
-  NAF_ID Tag '84'
Contents: 
Identifier of Network Application Function used in the GBA GPI Derivation procedure. 

Coding: 
As defined in TS 33.223 [xx]
-  UL_SA_Id Tag '85'
Contents: 
Uplink NAF_SA identity. It corresponds to the P-TID. 

Coding: 
As defined in TS 33.223 [xx]

-  DL_SA_Id Tag '86'
Contents: 
Downling NAF SA identity.  
Coding: 

As defined in TS 33.223 [xx]
-  Key_LT Tag '87'
Contents: 
Key expiry time of NAF-key
Coding: 
As defined in TS TS 33.223 [xx]
Unused bytes shall be set to 'FF'
END of 4th CHANGE

------------------------------------------------------------------------------------------------------------------------------------------
START of 5th CHANGE

4.3
ISIM file structure
This subclause contains a figure depicting the file structure of the ADFISIM. ADFISIM shall be selected using the AID and information in EFDIR.
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Figure 1: File identifiers and directory structures of ISIM

END of 5th CHANGE

------------------------------------------------------------------------------------------------------------------------------------------
START of 6th CHANGE

7.1.1
Command description

The function can be used in several different contexts:

-
an IMS AKA security context during the procedure for authenticating the ISIM to its HN and vice versa when IMS AKA authentication data are available. The function shall be used whenever an IMS context shall be established, i.e. when the terminal receives a challenge from the IMS. A cipher key and an integrity key are calculated. For the execution of the command the ISIM uses the subscriber authentication key K, which is stored in the ISIM.

-
a HTTP Digest security context, when HTTP Digest authentication data are available. Digest authentication operations are described in IETF RFC 2617 [26].

-
a GBA_U security context, when a GBA bootstrapping procedure is requested. In this context the function is used in three different modes:

a)
Bootstrapping Mode: during the procedure for mutual authenticating of the ISIM and the Bootstrapping Server Function (BSF) and for deriving Bootstrapped key material from the AKA run. 

b)
NAF Derivation Mode: during the procedure for deriving Network Application Function (NAF) specific keys from previous bootstrapped key material.

c) 
GPI Derivation Mode: during the GBA Push procedure in the UE for deriving the GPI protection keys from the key Ks.

-
a Local Key Establishment security context, when a Local Key Establishment procedure is requested.

The function is related to a particular ISIM and shall not be executable unless the ISIM application has been selected and activated, and the current directory is the ISIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).

END of 6th CHANGE

------------------------------------------------------------------------------------------------------------------------------------------
START of 7th CHANGE

7.1.1.3
GBA security context (NAF Derivation Mode and GBA Push)

ISIM operations in GBA security context are supported if service n°2 is "available".

The ISIM receives the NAF_ID. 
The procedure described bellow corresponds to GBA_U procedure, which applies when service n°2 is "available" and service n°yy is "not available".
The ISIM performs Ks_ext_NAF and Ks_int_NAF derivation as defined in TS 33.220 [25] using the key material from the previous GBA_U bootstrapping procedure and the IMPI value from EFIMPI
If no key material is available this is considered as a GBA Bootstrapping failure and the ISIM abandons the function. The status word '6985' (Conditions of use not satisfied) is returned.
Otherwise, the ISIM stores Ks_int_NAF and associated B-TID together with NAF_ID in its memory. The Ks_int_NAF keys related to other NAF_IDs, which are already stored in the ISIM, shall not be affected. The ISIM updates EFGBANL as follows:
-
If a record with the given NAF_ID already exists, the ISIM updates the B-TID field of this record with the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF derivation procedure. 

-
If a record with the given NAF_ID does not exist, the ISIM uses an empty record to store the NAF_ID and the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure.
NOTE:
According to TS 33.220 [25], the ISIM can contain several Ks_int_NAF together with the associated B-TID and NAF_ID, but there is at most one pair of Ks_int_NAF and associated B-TID stored per NAF_ID.
-
In case no empty record is available the ISIM shall overwrite an existing record to store the NAF_ID and the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure. To determine the record to overwrite, the ISIM shall construct a list of record numbers by storing in the list first position the record number of the last used (i.e. involved in an Authentication command) or derived Ks_int_NAF and by shifting down the remaining list elements. The last record number in this list corresponds to the record to overwrite when the ISIM runs out of free records. If an existing record corresponding to a Ks_int_NAF key in use is overwritten, the application Ks_int_NAF shall not be affected.

Then, the ISIM returns Ks_ext_NAF.
Input:

‑
NAF_ID

Output:

-
Ks_ext_NAF

If both service n°2 and service n°yy are "available" (GBA_Push) then the USIM performs the following procedure.  

The USIM checks the value of the NAF_ID.

· If the NAF_ID equals to 'GPI_integrity' or 'GPI_confidentiality' or 'GPI_IV' then the USIM derives only the Ks_ext_NAF as defined in TS 33.220 [42] using the key material from the previous GBA_U bootstrapping procedure. 
If no key material is available this is considered as a GBA Bootstrapping failure and the USIM abandons the function. The status word ‘6985’ (Conditions of use not satisfied) is returned
Otherwise, the derived Ks_ext_NAF corresponds to GPI protection key as defined in TS 33.223 [xx]. The USIM does not derive and does not store the associated Ks_int_NAF key.

· If the NAF_ID is different from 'GPI_integrity' and 'GPI_confidentiality' and 'GPI_IV', the USIM performs the NAF Derivation procedure as defined in TS 33.220 [42] using the key material from the previous GBA_U bootstrapping procedure. 
If no key material is available this is considered as a GBA Bootstrapping failure and the USIM abandons the function. The status word ‘6985’ (Conditions of use not satisfied) is returned
Otherwise, the USIM stores Ks_int_NAF and associated B-TID together with NAF_ID. The Ks_int_NAF keys related to other NAF_Ids, which are already stored in the USIM, shall not be affected. The USIM updates EFGBANL as described in previous section where the service n°yy is not available. 

In case that the ME sent the NAF Derivation procedure in the context of GBA Push to process the GPI as defined in TS 33.223 [xx], then the ME shall further update the different fields of the file EFGBSAL corresponding to the NAF SA (Security Association) of this GPI as defined in TS 33.223 [xx].  

Then, the USIM returns Ks_ext_NAF.
Input:

‑
NAF_ID, IMPI

Output:

-
Ks_ext_NAF

END of 7th CHANGE

-----------------------------------------------------------------------------------------------------------------------------------

START of 8th CHANGE

Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS) or by a USAT Application is advisable. Updating of certain EFs "over the air" could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered. 
	File identification
	Description
	Change advised

	'6F02'
	IMS private user identity
	Caution (note 1)

	'6F03'
	Home Network Domain Name
	Caution (note 1)

	'6F04'
	IMS public user identity
	Caution (note 1)

	'6FAD'
	Administrative Data
	Caution

	'6F06'
	Access Rule Reference
	Caution

	'6F07'
	ISIM Service Table
	Caution

	'6F09'
	P-CSCF address
	Caution (note 1)

	'6FD5'
	GBA Bootstrapping parameters
	Caution

	'6FD7'
	GBA NAF List
	Caution

	'6FDD'
	NAF Key Centre Address
	Caution

	'6F3C'
	Short messages
	Yes

	'6F42'
	SMS parameters
	Yes

	'6F43'
	SMS status
	Yes

	'6F47'
	Short message status reports
	Yes

	'6FE5'
	Public Service Identity of the SM-SC
	Yes

	'6FE7'
	UICC IARI
	Caution (note 2)

	‘6FXX’
	GBA Push NAF SA List
	Caution

	NOTE 1:
If EFIMPI, EFIMPU, EFDOMAIN or P-CSCF are changed, the UICC should issue a REFRESH command. 

NOTE 2: 
If EFUICCIARI is changed, the UICC shall issue a REFRESH command as defined in TS 31.111.  The ME shall read the updated list of IARIs associated with active applications installed on the UICC.


END of 8th CHANGE

-----------------------------------------------------------------------------------------------------------------------------------

START of 9th CHANGE

Annex B (informative):
Tags defined in 31.103

	Tag
	Name of Data Element
	Usage

	'80'
	NAF_ID
	EFGBANL

	'80'
	NAI TLV data object
	EFIMPI

	'80'
	P-CSCF TLV data object
	EFP-CSCF

	'80'
	URI TLV data object
	EFIMPU, EFDOMAIN

	'80'
	UE_Id
	GBA Push NAF SA List (EFGBSAL)

	'81'
	B-TID
	EFGBANL

	'81'
	RAND tag
	GBA Push NAF SA List (EFGBSAL)

	'82'
	AUTN* tag
	GBA Push NAF SA List (EFGBSAL)

	'83'
	App_Lbl tag
	GBA Push NAF SA List (EFGBSAL)

	'84'
	NAF_Id tag
	GBA Push NAF SA List (EFGBSAL)

	'85'
	UL_SA_Id tag
	GBA Push NAF SA List (EFGBSAL)

	'86'
	DL_SA_Id tag
	GBA Push NAF SA List (EFGBSAL)

	'87'
	Key_LT tag
	GBA Push NAF SA List (EFGBSAL)

	'DB'
	Successful IMS authentication
	Response to AUTHENTICATE"IMS AKA security context"

	'DB'
	HTTP Digest Context response
	Response to AUTHENTICATE "HTTP Digest security context"

	'DB'
	Successful GBA operation
	Response to AUTHENTICATE "GBA security context"

	'DC'
	Synchronisation failure
	Response to AUTHENTICATE "IMS AKA security context" or "GBA security context (Bootstrapping Mode)"

	'DD'
	GBA Security Context Bootstrapping Mode
	AUTHENTICATE "GBA security context"

	'DE'
	GBA Security Context NAF Derivation Mode
	AUTHENTICATE "GBA security context"


NOTE:
the value 'FF' is an invalid tag value. For ASN.1 tag assignment rules see ISO/IEC 8825-1 [20]
END of 9th CHANGE

-----------------------------------------------------------------------------------------------------------------------------------

START of 10th CHANGE

Annex C (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	
	
	

	'6F02'
	IMS private user identity
	'8000FF…FF'

	'6F03'
	Home Network Domain Name
	'8000FF…FF'

	'6F04'
	IMS public user identity
	'8000FF…FF'

	'6FAD'
	Administrative Data
	Operator dependent

	'6F06'
	Access Rule Reference
	Card issuer/operator dependent

	'6FD5'
	GBA Bootstrapping parameters
	 'FF…FF'

	'6F07'
	ISIM Service Table
	Operator dependent

	'6F09'
	P-CSCF address
	Operator dependent

	'6FD7'
	GBA NAF List
	'FF…FF'

	'6FDD'
	NAF Key Centre Address
	'FF…FF'

	'6FE7'
	UICC IARI
	Operator dependent

	‘6FXX’
	GBA Push NAF SA List
	'FF…FF'


END of 10th CHANGE

