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---------------------------------- Start Change  ----------------------------------------

4.2.X
EFIWL (IMEI(SV) White Lists)

The file EFIWL stores ranges of values of IMEI(SV) to which the USIM is authorized to be paired as defined in this specification.
This file shall be present if USAT Application Pairing is supported as defined in this specification.

This file shall contain at least one IMEI(SV) range of values to which the USIM is authorized to be paired.

	Identifier: '6FYY'
	Structure: linear fixed
	Optional

	Record length: 18 bytes
	Update activity: low

	Access Conditions:


READ
ADM


UPDATE
ADM


ACTIVATE
ADM


DEACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	IMEI or IMEISV range TLV object
	M
	18 bytes


-
IMEI(SV) range of values TLV object.

The content and coding is defined below, where IMEI and IMEISV are defined in 3GPP TS 23.003[25]:

Coding of the IMEI Range TLV objects

	Length
	Description
	Status

	1 byte
	Tag of range of IMEI values: ‘80’
	M

	1 byte
	Length of range of values 
	M

	16 bytes
	IMEI range of values that the USIM is authorized to be paired to (Detail 1)
	C


Coding of the IMEISV Range TLV objects

	Length
	Description
	Status

	1 byte
	Tag of range of IMEISV values: ‘81’
	M

	1 byte
	Length of range of values 
	M

	16 bytes
	IMEISV range of values that the USIM is authorized to be paired to (Detail 1)
	C






Detail 1:

· Following the Length of the TLV, the range is defined as follow: [lower value][higher value].
· The authorized values of IMEI or IMEISV in an authorized range of values include the lower and higher values of the specified range.
· To define an authorized individual IMEI or IMEISV, the lower value and the higher value of a range shall both be equal to the value of the authorized IMEI or IMEISV.
· For an IMEI, the Check Digit is not considered in the evaluation
· For an IMEISV, the TAC|SNR part and the SVN part may be evaluated separately 
Coding:

· IMEI and IMEISV coding is defined in 3GPP TS 23.003 [25]
· Unused nibble (IMEI) is set to 'F'
Unused bytes shall be set to 'FF'.
UICC OTA mechanism is used to update the file EF IWL stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by adding or removing authorized IMEI(SV) ranges in the file EF IWL.
---------------------------------- Next Change ---------------------------------------
4.7
Files of USIM
This clause contains two figures depicting the file structure of the UICC and the ADFUSIM. ADFUSIM shall be selected using the AID and information in EFDIR.
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NOTE 1:
Files under DFTELECOM with shaded background are defined in TS 51.011 [18].

NOTE 2:
The value '6F65' under ADFUSIM was used in earlier versions of this specification, and should not be re-assigned in future versions.

NOTE 3:
Files under DFMMSS are defined in C.S0074-A [53].

Figure 4.1: File identifiers and directory structures of UICC
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Figure 4.2: File identifiers and directory structures of USIM

---------------------------------- Next Change -----------------------------------------

Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain Efs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain Efs are marked "No"; under no circumstances should "over the air" changes of these Efs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	'2F05'
	Preferred languages 
	Yes

	'2F06'
	Access rule reference
	Caution

	'2FE2'
	ICC identification
	No

	'4F01'
	Launch SCWS
	Yes

	'4F20'
	Image data
	Yes

	‘4F20’
	GSM Ciphering key Kc
	No

	'4FXX'
	Image Instance data Files 
	Yes

	'4F21'
	ICE graphics 
	Yes

	'4FXX'
	Icon
	Yes

	'4FXX'
	Unique identifier
	Yes

	'4F22'
	Phone book synchronisation counter
	Yes

	'4F23'
	Change counter
	Yes

	'4F24'
	Previous unique identifier
	Yes

	'4F30'
	Phone book reference file
	Yes

	'4FXX'
	Capability configuration parameters 1
	Yes 

	'4F30'
	SoLSA Access Indicator
	Caution

	'4F31'
	SoLSA LSA List
	Caution

	'4FXX'
	LSA Descriptor files
	Caution

	‘4F52’
	GPRS Ciphring key KcGPRS
	No

	'4F63'
	CPBCCH Information
	No

	'4F64’
	Investigation Scan
	Caution

	'4FXX'
	Additional number alpha string
	Yes

	'4FXX'
	Additional number
	Yes

	'4FXX'
	Second name entry
	Yes

	'4FXX'
	Grouping information alpha string
	Yes

	'4FXX'
	Phone book control
	Yes

	'4FXX'
	E-mail addresses
	Yes

	'4FXX'
	Index administration phone book
	Yes

	'4FXX'
	Extension 1
	Yes 

	'4FXX'
	Abbreviated dialling numbers
	Yes 

	'4FXX'
	Grouping file
	Yes

	'4F41'
	Pseudonym
	Caution

	'4F42'
	User controlled PLMN selector for I-WLAN
	No

	'4F43'
	Operator controlled PLMN selector for I-WLAN
	Caution

	'4F44'
	User controlled WSID List
	No

	'4F45'
	Operator controlled WSID List
	Caution

	'4F46'
	WLAN Reauthentication Identity
	No

	4F47'
	Home I-WLAN Specific Identifier List
	Yes

	'4F47'
	Multimedia Messages List
	Yes

	'4F48'
	I-WLAN Equivalent HPLMN Presentation Indication
	Yes

	'4F48'
	Multimedia Messages Data File
	Yes

	'4F49'
	I-WLAN HPLMN Priority Indication
	Yes

	'4F4A'
	I-WLAN Last Registered PLMN
	Caution

	'4F4B'
	HPLMN Direct Access Indicator
	Yes

	'4F81'
	Allowed CSG lists
	Yes

	'4F82'
	CSG Type
	Yes

	'4F83'
	HNB name
	Yes

	'4F84'
	Operator CSG lists
	Yes

	'4F85'
	Operator CSG Type
	Yes

	'4F86'
	Operator HNB name
	Yes

	'6F05'
	Language indication 
	Yes

	‘6F06’
	Access rule reference (under ADFUSIM and DFTELECOM)
	Caution

	'6F07'
	IMSI
	Caution (Note 1)

	'6F08'
	Ciphering and integrity keys
	No 

	'6F09'
	Ciphering and integrity keys for packet switched domain
	No 

	'6F2C'
	De-personalization Control Keys
	Caution

	'6F31'
	Higher Priority PLMN search period
	Caution

	'6F32'
	Co-operative network list
	Caution

	'6F37'
	ACM maximum value
	Yes

	'6F38'
	USIM service table
	Caution

	'6F39'
	Accumulated call meter
	Yes

	'6F3B'
	Fixed dialling numbers
	Yes (Note 2)

	'6F3C'
	Short messages
	Yes

	'6F3E'
	Group identifier level 1
	Yes

	'6F3F'
	Group identifier level 2
	Yes

	'6F40'
	MSISDN storage
	Yes

	'6F41'
	PUCT
	Yes

	'6F42'
	SMS parameters
	Yes

	'6F43'
	SMS status
	Yes

	'6F45'
	CBMI
	Caution

	'6F46'
	Service provider name
	Yes

	'6F47'
	Short message status reports
	Yes

	'6F48'
	CBMID
	Yes

	'6F49'
	Service Dialling Numbers
	Yes (Note 2)

	'6F4B'
	Extension 2
	Yes

	'6F4C'
	Extension 3
	Yes

	'6F4D'
	Barred dialling numbers
	Yes

	'6F4E'
	Extension 5
	Yes

	'6F4F'
	Capability configuration parameters 2
	Yes 

	'6F50'
	CBMIR
	Yes

	'6F54'
	SetUp Menu Elements
	Yes

	‘6F55’
	Extension 4
	Yes

	'6F56'
	Enabled services table
	Caution

	'6F57'
	Access point name control list
	Yes

	'6F58'
	Comparison method information
	Yes

	'6F5B'
	Initialisation value for Hyperframe number
	Caution

	'6F5C'
	Maximum value of START
	Yes

	'6F60'
	User controlled PLMN selector with Access Technology
	No

	'6F61'
	Operator controlled PLMN selector with Access Technology
	Caution

	'6F62'
	HPLMN selector with Access Technology
	Caution

	'6F73'
	Packet switched location information
	Caution (Note 1)

	'6F78'
	Access control class
	Caution

	'6F7B'
	Forbidden PLMNs
	Caution

	'6F7E'
	Location information
	No (Note 1)

	'6F80'
	Incoming call information
	Yes

	'6F81'
	Outgoing call information
	Yes

	'6F82'
	Incoming call timer
	Yes

	'6F83'
	Outgoing call timer
	Yes

	'6FAD'
	Administrative data
	Caution

	'6FB1'
	Voice Group Call Service
	Yes

	'6FB2'
	Voice Group Call Service Status
	Yes

	'6FB3'
	Voice Broadcast Service
	Yes

	'6FB4'
	Voice Broadcast Service Status
	Yes

	'6FB5'
	Enhanced Multi Level Pre-emption and Priority
	Yes

	'6FB6'
	Automatic Answer for eMLPP Service
	Yes

	'6FB7'
	Emergency Call Codes
	Caution

	'6FC3'
	Key for hidden phone book entries
	No

	'6FC4'
	Network Parameters
	No

	'6FC5'
	PLMN Network Name
	Yes

	'6FC6'
	Operator Network List
	Yes

	'6FC7'
	Mailbox Dialling Numbers
	Yes

	'6FC8'
	Extension 6
	Yes

	'6FC9'
	Mailbox Identifier
	Caution

	'6FCA'
	Message Waiting Indication Status
	Caution

	'6FCB'
	Call Forwarding Indication Status
	Caution

	'6FCC'
	Extension 7
	Yes

	'6FCD'
	Service Provider Display Information
	Yes

	'6FCE'
	MMS Notification 
	Yes

	'6FCF'
	Extension 8
	Yes

	'6FD0'
	MMS Issuer Connectivity Parameters 
	Yes

	'6FD1'
	MMS User Preferences
	Yes

	'6FD2'
	MMS User Connectivity Parameters
	Yes

	'6FD3'
	Network's indication of alerting (NIA)
	Caution

	'6FD4'
	Voice Group Call Service Ciphering Algorithm
	Yes

	'6FD5'
	Voice Broadcast Service Ciphering Algorithm
	Yes

	'6FD6'
	GBA Bootstrapping parameters
	Caution

	'6FD7'
	MBMS Service Keys List
	Caution

	'6FD8'
	MBMS User Key
	Caution

	'6FD9'
	EHPLMN
	Caution

	'6FDA'
	GBA NAF List
	Caution

	'6FDB'
	EHPLMN Presentation Indication
	Caution

	'6FDC'
	Last RPLMN Selection Indication
	Caution

	'6FDD'
	NAF Key Centre Address
	Caution

	'6FDE'
	Service Provider Name Icon
	Yes

	'6FDF'
	PLMN Network Name Icon
	Yes

	'6FE0'
	In Case of Emergency – Dialling Number
	Yes

	'6FE1'
	In Case of Emergency – Free Format
	Yes

	'6FE2'
	Network Connectivity Parameters for UICC IP connections
	Yes

	'6FE3'
	EPS location information
	Caution (Note 1)

	'6FE4'
	EPS NAS Security Context
	Caution

	'6FE5'
	Public Service Identity of the SM-SC
	Yes

	'6FE6'
	USAT Facility Control
	Caution

	'6FE7'
	UICC IARI
	Caution (Note 3)

	'6FE8'
	Non Access Stratum Configuration 
	Yes

	'6FE9'
	UICC certificate
	Yes

	'6FEA'
	Relay Node ID
	Yes

	'6FEB'
	Max value of Secure Channel counter
	Caution

	'6FEC'
	Public Warning System
	Yes

	‘xxxx’
	IMEI(SV) White List
	Yes

	NOTE1:
If EFIMSI is changed, the UICC should issue REFRESH as defined in TS 31.111 and update EFLOCI, EFPSLOCI and EFEPSLOCI accordingly.

NOTE2:
This file may contain eCALL related test and reconfiguration numbers.

NOTE3: 
If EFUICCIARI is changed, the UICC shall issue a REFRESH command as defined in TS 31.111.  The ME shall read the updated list of IARIs associated with active applications installed on the UICC.


---------------------------------- Next Change -----------------------------------------

Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	'2F00'
	Application directory
	Card issuer/operator dependent

	'2F05'
	Preferred languages
	'FF…FF'

	'2F06'
	Access rule reference
	Card issuer/operator dependent

	'2FE2'
	ICC identification
	operator dependent 

	'4F01'
	Launch SCWS
	Operator dependent

	'4F20'
	Image data 
	'00FF...FF'

	‘4F20’
	GSM Ciphering key Kc
	'FF...FF07'

	'4FXX'
	Image instance data files
	'FF…FF'

	'4F21'
	ICE graphics
	'FF…FF'

	4FXX'
	Icon
	Operator dependent

	'4FXX'
	Unique identifier
	'0000'

	'4F22'
	Phone book synchronisation counter
	'00000000'

	'4F23'
	Change counter
	'0000'

	'4F24'
	Previous unique identifier
	'0000'

	'4F30'
	Phone book reference file
	Operator dependent

	'4F30'
	SoLSA Access Indicator
	'00FF...FF'

	'4F31'
	SoLSA LSA List
	'FF...FF'

	'4FXX'
	LSA Descriptor files
	'FF…FF'

	'4FXX'
	Capability configuration parameters 1
	'FF…FF'

	‘4F52’
	GPRS Ciphring key KcGPRS
	'FF...FF07'

	'4F63'
	CPBCCH Information
	'FF..FF'

	'4F64'
	Investigation PLMN scan
	'00'

	'4FXX'
	E-mail addresses 
	'FF…FF'

	'4FXX'
	Additional number alpha string
	'FF…FF'

	'4FXX'
	Second name entry
	'FF…FF'

	'4FXX'
	Abbreviated dialling numbers
	'FF...FF'

	'4FXX'
	Grouping file
	'00…00'

	'4FXX'
	Grouping information alpha string
	'FF…FF'

	'4FXX'
	Phone book control
	'0000'

	'4FXX'
	Index administration phone book
	'FF…FF'

	'4FXX'
	Additional number
	'FF…FF'

	'4FXX'
	Extension 1
	'00FF...FF'

	'4F41'
	Pseudonym
	'00FF…FF'

	'4F42'
	User Controlled PLMN selector for I-WLAN
	'FF…FF'

	'4F43'
	Operator Controlled PLMN selector for I-WLAN
	Operator dependent

	'4F44'
	User Controlled WSID list
	'0000FF…FF'

	'4F45'
	Operator controlled WSID list
	Operator dependent

	'4F46'
	WLAN Reauthentication Identity
	'FF…FF'

	'4F47'
	Home I-WLAN Specific Identifier List
	Operator dependent

	'4F47'
	Multimedia Messages List
	'FF…FF'

	'4F48'
	I-WLAN Equivalent HPLMN Presentation Indication
	Operator dependent

	'4F48'
	Multimedia Messages Data File
	'FF…FF'

	'4F49'
	I-WLAN HPLMN Indication
	Operator dependent

	'4F4A'
	I-WLAN Last Registered PLMN
	'FFFFFF'

	'4F4B'
	HPLMN Direct Access Indicator
	Operator dependent

	'4F81'
	Allowed CSG lists
	Operator dependent

	'4F82'
	CSG Type
	Operator dependent

	'4F83'
	HNB name
	Operator dependent

	'4F84'
	Operator CSG lists
	Operator dependent

	'4F85'
	Operator CSG Type
	Operator dependent

	'4F86'
	Operator HNB name
	Operator dependent

	'6F05'
	Language indication
	'FF…FF'

	'6F06'
	Access rule reference (under ADFUSIM and DFTELECOM)
	Card issuer/operator dependent

	'6F07'
	IMSI
	Operator dependent 

	'6F08'
	Ciphering and integrity keys
	'07FF…FF'

	'6F09'
	Ciphering and integrity keys for packet switched domain
	'07FF…FF'

	'6F2C'
	De-personalization control keys
	'FF…FF'

	'6F31'
	Higher Priority PLMN search period
	'FF'

	'6F32'
	Co-operative network list
	'FF…FF'

	'6F37'
	ACM maximum value
	'000000' (see note 1)

	'6F38'
	USIM service table
	Operator dependent 

	'6F39'
	Accumulated call meter
	'000000'

	'6F3B'
	Fixed dialling numbers
	'FF...FF'

	'6F3C'
	Short messages
	'00FF...FF'

	'6F3E'
	Group identifier level 1
	Operator dependent

	'6F3F'
	Group identifier level 2
	Operator dependent

	'6F40'
	MSISDN storage
	'FF...FF'

	'6F41'
	PUCT
	'FFFFFF0000'

	'6F42'
	SMS parameters
	'FF...FF'

	'6F43'
	SMS status
	'FF...FF'

	'6F45'
	CBMI
	'FF...FF'

	'6F46'
	Service provider name
	Operator dependent 

	'6F47'
	Short message status reports
	'00FF…FF'

	'6F48'
	CBMID
	'FF...FF'

	'6F49'
	Service Dialling Numbers
	'FF...FF'

	'6F4B'
	Extension 2
	'00FF...FF'

	'6F4C'
	Extension 3
	'00FF...FF'

	'6F4D'
	Barred Dialling Numbers
	'FF...FF'

	'6F4E'
	Extension 5
	'00FF...FF'

	'6F4F'
	Capability configuration parameters 2
	'FF...FF'

	'6F50'
	CBMIR
	'FF...FF'

	'6F54'
	SetUp Menu Elements
	Operator dependent 

	'6F55'
	Extension 4
	'00FF...FF'

	'6F56'
	Enabled services table
	Operator dependent

	'6F57'
	Access point name control list
	'00FF…FF'

	'6F58'
	Comparison method information
	'FF…FF'

	'6F5B'
	Initialisation value for Hyperframe number
	'F0 00 00 F0 00 00'

	'6F5C'
	Maximum value of START
	Operator dependent

	'6F60'
	User controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F61'
	Operator controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F62'
	HPLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F73'
	Packet switched location information
	'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F78'
	Access control class
	Operator dependent 

	'6F7B'
	Forbidden PLMNs
	'FF...FF'

	'6F7E
	Location information
	'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F80'
	Incoming call information
	'FF…FF 000000 00 01FFFF'

	'6F81'
	Outgoing call information
	'FF…FF 000000 01FFFF'

	'6F82'
	Incoming call timer
	'000000'

	'6F83'
	Outgoing call timer
	'000000'

	'6FAD'
	Administrative data
	Operator dependent 

	'6FB1'
	Voice Group Call Service
	Operator dependent 

	'6FB2'
	Voice Group Call Service Status
	Operator dependent 

	'6FB3'
	Voice Broadcast Service
	Operator dependent 

	'6FB4'
	Voice Broadcast Service Status
	Operator dependent 

	'6FB5'
	EMLPP
	Operator dependent

	'6FB6'
	AaeM
	'00'

	'6FB7'
	Emergency call codes
	Operator dependent

	'6FC3'
	Key for hidden phone book entries
	'FF…FF'

	'6FC4'
	Network Parameters
	'FF…FF'

	'6FC5'
	PLMN Network Name
	Operator dependent

	'6FC6'
	Operator Network List
	Operator dependent

	'6FC7'
	Mailbox Dialling Numbers
	Operator dependent

	'6FC8'
	Extension 6
	'00 FF...FF'

	'6FC9'
	Mailbox Identifier
	Operator dependent

	'6FCA'
	Message Waiting Indication Status
	'00 00 00 00 00'

	'6FCB'
	Call Forwarding Indication Status
	'xx 00 FF...FF'

	'6FCC'
	Extension 7
	'00 FF...FF'

	'6FCD'
	Service Provider Display Information
	

	'6FCE'
	MMS Notification
	'00 00 00 FF…FF'

	'6FCF'
	Extension 8
	'00FF...FF'

	'6FD0'
	MMS Issuer Connectivity Parameters
	'FF…FF'

	'6FD1'
	MMS User Preferences
	'FF…FF'

	'6FD2'
	MMS User Connectivity Parameters
	'FF…FF'

	'6FD3'
	Network's Indication of Alerting (NIA)
	'FF...FF'

	'6FD4'
	Voice Group Call Service Ciphering Algorithm
	'00…00'

	'6FD5'
	Voice Broadcast Service Ciphering Algorithm
	'00…00'

	'6FD6'
	GBA Bootstrapping parameters
	'FF…FF'

	'6FD7'
	MBMS Service Keys List
	'FF…FF'

	'6FD8'
	MBMS User Key
	'FF…FF'

	'6FD9'
	EHPLMN
	'FF…FF' or xxxxxx (see Note 2)

	'6FDA'
	GBA NAF List
	'FF…FF'

	'6FDB'
	EHPLMN Presentation Indication
	'00'

	'6FDC'
	Last RPLMN Selection Indication
	'00'

	'6FDD'
	NAF Key Centre Address
	'FF…FF'

	'6FDE'
	Service Provider Name Icon
	'00 FF…FF'

	'6FDF'
	PLMN Network Name Icon
	'00 FF…FF'

	'6FE0'
	In Case of Emergency – Dialling Number
	Operator dependent

	'6FE1'
	In Case of Emergency – Free Format
	Operator dependent

	'6FE2'
	Network Connectivity Parameters for UICC IP connections
	Operator dependent

	'6FE3'
	EPS location information
	'FFFFFFFFFFFFFFFFFFFFFFFF xxxxxx0000  01' (see note 2)

	'6FE4'
	EPS NAS Security Context
	'FF…FF'

	'6FE5'
	Public Service Identity of the SM-SC
	Operator dependent

	'6FE6'
	USAT Facility Control
	'80 1E 60 C0 1E 90 00 80 04 00 00 00
 00 00 00 00 00 F0 00 00 00 00 40 00
 00 00 00 00 00 80'

	'6FE7'
	UICC IARI
	Operator dependent

	'6FE8'
	Non Access Stratum Configuration 
	Operator dependent

	'6FE9'
	UICC certificate
	Card Issuer / Operator dependent

	'6FEA'
	Relay Node ID
	Operator dependent

	'6FEB'
	Max value of Secure Channel counter
	FF..FF

	'6FEC'
	Public Warning System
	Operator dependent

	‘xxxx’
	IMEI(SV) White List
	Operator dependent (at least 1 range of IMEI(SV) values)


NOTE 1:
The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2:
xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].

---------------------------------- End of Change ---------------------------------------
