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Abstract of the contribution: Following the discussions in CT6#72 in Phoenix, this document discusses the proposed implementation of SA3 TS 33.187 USAT Application Pairing mechanism for MTC devices.
1 Objective
SA3 has worked on MTC device security aspects in TS 33.187. It is proposed to discuss the proposed implementation of TS 33.187 requirements relative to the USAT Application Pairing mechanism.
2 Discussion
According to SA3 USAT Application pairing procedure, there is a need to specify EF files to store 

· A white-list of IMEI and IMEISV, that is only updated by the mobile operator,
· The status of pairing attempts, that is readable by any UE,

· The IMEI or IMEISV of the device that attempted to pair with the USIM. The stored IMEI or IMEISV is protected by ADM and only readable by the operator.

It is to be noted that

· The three sets of information are accessed by different entities: any UEs, the legitimate MTC devices, the operator, a maintenance person etc...

· The three sets of information have different access controls: ADM protected for reading or updating the information, freely readable but not updatable etc...

· The frequency of pairing attempts between an ME and USIM may be quite high, thus the frequency of the updates of the status information need be considered as high.

· The same device may attempts to pair with the USIM multiple times: once after every reset or power up of the UICC.
Thus, it is proposed to define the following three files under the USIM ADF to store the three sets of information:

· EFIWL, the EF IMEI(SV) White List  file contains white lists of individual authorized IMEI and IMEISV or lists of authorized ranges of IMEI or IMEISV or both. This file need be updatable by the operator only thus should be protected by ADM.
· EFIPS, the EF IMEI(SV) Pairing Status file contains statuses of pairing attempts. For each pairing attempt status is associated to an IMEI or IMEISV that is stored in the EFIPD file. This file is freely readable but cannot be updated by the ME, thus should be READ ALWAYS and UPDATE protected under ADM. Moreover, the file is proposed to be Cyclic to allow for high update frequency of the information.
· EFIPD, the EF EMEI(SV) Pairing Devices file contains the IMEI or IMEISV of the devices that attempted pairing with this USIM. This file is readable only by the operator and is only updated by the USAT application, thus should be READ and UPDATE protected under ADM.
3 Conclusion

It is proposed to:

· Define in CT6 the EFIWL, EFIPS and EFIPD files to support the USAT Application pairing mechanism as defined by SA3
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