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Discussion:

Intel would like to raise CT1's attention to a feature called "Call control by USIM" which is specified in TS 31.111 (under control by CT6) and which could have some unwanted interactions with the protocol enhancements specified by CT1 for the work items MTC and IMS emergency call via GPRS.

According to TS 31.111, subclause 4.5, when the service "Call control by USIM" is activated on the USIM, 

"… all … PDP context parameters or IMS communications parameters are first passed to a USIM application before the ME … establishes the PDP context or initiate IMS communications. The ME shall also pass to the USIM application at the same time its current serving cell. The USIM application has the ability to allow, bar or modify the … PDP context activation or IMS communication set up by another context activation."
(see also full quotation in annex A below). 
I.e. this service allows the USIM application to modify the contents of any session management parameter, including the contents of the Device properties IE. And according to TS 31.111, subclause 7.3.1.7, the UE is not allowed to ignore such a modification:

"if the UICC provides response data, then the response data from the UICC shall indicate to the ME whether to send the Activate PDP Context message as proposed, not send the Activate PDP Context message or send the Activate PDP Context message using the data supplied by the UICC. It is mandatory for the ME to perform the PDP Context Activation in accordance with the data from the UICC, if it is within the ME's capabilities to do so."
But changing the value of the NAS signalling priority indicator from "low" to "normal" or vice versa would not only affect the handling of the request by the network. With the introduction of "dual priority" in Rel-11, it would also have an effect on the UE behaviour, e.g. on the setting of the Device properties IE in subsequent mobility management messages, and an effect on whether the UE is allowed to send the request to the network at all or not (e.g. if the back-off timer T3396 is running for a certain APN due to rejection of request issued with NAS signalling low priority). 

So the first question is:

Q1: Is it intended that the ME checks the information passed back by the USIM application and then e.g. sets the RRC establishment cause accordingly – or should 3GPP rather specify that the contents of the Device properties IE shall not be changed by the USIM application?
(Note: ME implementations would also need to take into account that in Iu mode and S1 mode, when the NAS signalling priority is changed, this would also need to be taken into account for the setting of the Device properties IE in the Service Request/Extended Service Request message which is used to establish the signalling connection; otherwise it would be difficult to achieve a consistent behaviour. On the other hand, the USIM application would need to take into account the exceptions listed in e.g. in TS 24.008, subclause 1.8. E.g. if the UE is configured to use AC11 – 15 in selected PLMN, the USIM application should not set the NAS signalling priority to "low". 
Another question is whether in a situation when the UE is requested by the upper layers to establish a PDN connection with the low priority indicator set to "MS is not configured for NAS signalling low priority", the USIM application should really interfere with that request and possibly change it to "low priority", considering that the USIM application probably has no clue about the reason why the application is asking for this higher priority.)

Q2: If the USIM application is allowed to modify the Device properties IE, which entity is responsible for ensuring that subsequent requests to modify a PDP context/ EPS bearer context or requests to activate a Secondary PDP context / additional EPS bearer resources are using the same NAS signalling priority?
One problem here is also that apparently CT6 is not aware of the multitude of session management messages existing in TS 24.008 and TS 24.301. TS 31.111 is currently referring only to the request message activating the default context of a PDN connection. On the other hand, it is explicitly mentioned that the USIM application can change the QoS, so we would expect that such a USIM application would also want to check also the QoS in any subsequent Modification Request and the QoS of any secondary PDP context. – Note that this would require that the USIM application is maintaining a copy of the current PDP context configuration. This is, because it would e.g. need to derive from the TI of the Modification Request which APN was included in the original activation request or it would need to derive from the Linked TI IE in the Activate Secondary PDP Context Request message to which PDN connection the new request is related and handle any requests accordingly.
The answers to Q1 and Q2 will also depend on the answer to the following question:

Q3: Did CT6 intentionally limit the scope of the "Call control by USIM" service to the activation of the default PDP context or not?
We also note that for EPS, TS 31.111, subclause 7.3.1.8, only requires that the PDN Connectivity Request message is passed to the USIM application. 
Q4: Did CT6 overlook that essential information like the APN and the Protocol configuration options could also be provided in the subsequent ESM Information Response message?
----------------
If we have a closer look at the Activate PDP Context Request / PDN Connectivity Request message, the Request type IE looks like another session management parameter that could potentially be modified by the USIM application and that would have strong impact on the UE behaviour.

According to TS 31.111, subclause 7.3.1.8,

When the ME performs an emergency EPS PDN connection activation, the ME shall not send the ENVELOPE (CALL CONTROL) command to the UICC.

I.e. for the establishment of an emergency PDN connection, the USIM application is not kept "in the loop". So at least it is not possible that the USIM application modifies the PDN Connectivity Request into a request for a non-emergency connection. We note, however, for GPRS a related requirement is missing in 7.3.1.7. 
But apart from that, it would still be possible both for GPRS and EPS that the USIM application modifies the Activate PDP Context Request / PDN Connectivity Request with request type = "initial attach" into a request for an emergency connection. In our view the USIM application should not do this.
It also does not seem to make sense to change the request type from "initial attach" or "emergency" to "handover" or vice versa.
Q5: Should 3GPP specify that the contents of the Request type IE shall not be changed by the USIM application?

Proposal:

Although any changes to TS 31.111 are under the responsibility of CT6, CT6 is probably not aware of the unwanted, severe side-effects the "Call control by USIM" service can have on the operation of the NAS protocol stack. Therefore, we propose that CT1 should discuss the above issues and initiate a discussion with CT6 as deemed necessary.

Appendix A: Quotation from 3GPP RS 31.111, v 11.6.0:
('red colour' added by the submitting company)
4.5
Call control by USIM

When this service is activated by the USIM, all dialled digit strings, supplementary service control strings and USSD strings, PDP context parameters or IMS communications parameters are first passed to a USIM application before the ME sets up the call, the supplementary service operation or the USSD operation, establishes the PDP context or initiate IMS communications. The ME shall also pass to the USIM application at the same time its current serving cell. The USIM application has the ability to allow, bar or modify the call, the supplementary service operation or, the USSD operation, PDP context activation or IMS communication set up by another context activation. The USIM application also has the ability to replace a call request, a supplementary service operation or a USSD operation by another call request or supplementary service operation or USSD operation.

EXAMPLE:
A call request can be replaced by a supplementary service operation or a USSD operation, and vice-versa.

…

7.3
Call Control and MO SMS control by USIM

7.3.1
Call Control by USIM

7.3.1.1
Procedure for mobile originated calls

If the service "call control" is available in the USIM Service Table (see TS 31.102 [14]), then the ME shall follow the procedure  described in ETSI TS 102 223 [32] clause 7.3.1.1 with the additional rules listed here:

-
when the user is dialling "112" or an emergency call code stored in EFECC, the ME shall set up an emergency call instead of passing the call set-up details to the UICC;

-
if the UICC provides response data, then in addition to the response data listed by ETSI TS 102 223 [32] clause 7.3.1.6, the response data from the UICC may indicate to the ME to send instead a supplementary service or USSD operation using the data supplied by the UICC. It is then mandatory for the ME to perform the supplementary service or USSD operation in accordance with the data from the UICC, if it is within the ME's capabilities to do so. If the UICC requires a supplementary service or USSD operation that is beyond the ME's capabilities, then the ME shall not perform the supplementary service or USSD operation at all.

-
If, as a result of the procedure, the UICC supplies a number stored in EFECC, this shall not result in an emergency call.

In the case where the initial call set-up request results from a proactive command SET UP CALL:

-
if the call control result is "not allowed", the ME shall inform the UICC using TERMINAL RESPONSE "interaction with call control by UICC or MO short message control by USIM, permanent problem; action not allowed";

-
if the call set-up request is changed by call control in a supplementary service or USSD operation, and if the supplementary service or USSD operation is within the ME's capabilities, then the ME shall send this request to the network. The ME shall then send back a TERMINAL RESPONSE to the SET UP CALL command at the same time it would have done for the proactive command equivalent to the action requested by call control (i.e. SEND SS or SEND USSD). However, in that case, the TERMINAL RESPONSE shall contain the response data given in the response to ENVELOPE (CALL CONTROL) and a second Result TLV identical to the one given in response to the proactive command equivalent to the action requested by call control (i.e. SEND SS or SEND USSD). The mapping between the general result in the first Result TLV and the general result in the second Result TLV is given below:

the general result "command performed, but modified by call control by USIM" shall be given in the first Result TLV if the general result of the second Result TLV is '0X' or '1X';

the general result "interaction with call control by USIM, temporary problem" shall be given in the first Result TLV if the general result of the second Result TLV is '2X';

the general result "interaction with call control by USIM or MO short message control by USIM, permanent problem" shall be given in the first Result TLV if the general result of the second Result TLV is '3X';

-
if the call set-up request is changed by call control into a supplementary service or USSD operation, and if the supplementary service or USSD operation is beyond the ME's capabilities, then the ME shall send back a TERMINAL RESPONSE to the SET UP CALL command, without performing the supplementary service or USSD operation at all. In that case, the TERMINAL RESPONSE shall contain the response data given in the response to ENVELOPE (CALL CONTROL) and a second Result TLV identical to the one given in response to the proactive command equivalent to the action requested by call control (i.e. SEND SS or SEND USSD). The mapping between the general result in the first Result TLV and the general result in the second Result TLV is given below:

the general result "interaction with call control by USIM or MO short message control by USIM, permanent problem" shall be given in the first Result TLV, and the general result "command beyond ME's capabilities" shall be given in the second Result TLV.

The ME shall then follow the call set-up procedure defined in TS 24.008 [9] or the supplementary service or USSD operation procedure defined in TS 24.080 [11].

…

7.3.1.7
Procedure for PDP Context Activation

If the service "call control on GPRS by USIM" is available in the USIM Service Table (see TS 31.102 [14]), then for all PDP Context activation (including those resulting from a OPEN CHANNEL proactive UICC command where GPRS is selected), the ME shall first pass the corresponding Activate PDP Context message (see TS 24.008 [9]) to the UICC, using the ENVELOPE (CALL CONTROL) command defined below. The ME shall also pass to the UICC in the ENVELOPE (CALL CONTROL) command the current serving cell.

The UICC shall respond in the same way as for mobile originated calls. The ME shall interpret the response as follows:

-
if the UICC responds with '90 00', the ME shall send the Activate PDP Context message with the information as sent to the UICC;

-
if the UICC responds with '93 00', the ME shall not the Activate PDP Context message and may retry the command;

-
if the UICC provides response data, then the response data from the UICC shall indicate to the ME whether to send the Activate PDP Context message as proposed, not send the Activate PDP Context message or send the Activate PDP Context message using the data supplied by the UICC. It is mandatory for the ME to perform the PDP Context Activation in accordance with the data from the UICC, if it is within the ME's capabilities to do so. If the UICC requires PDP Context Activation that is beyond the ME's capabilities, then the ME shall not perform PDP Context Activation at all.

In the case where the initial PDP Context Activation request results from a proactive command OPEN CHANNEL where GPRS is selected:

-
if the call control result is "not allowed", the ME shall inform the UICC using TERMINAL RESPONSE ("interaction with call control by UICC or MO short message control by UICC, action not allowed");

-
if the PDP Context Activation data is changed by call control, then the ME shall activate the PDP context using the data given by the UICC, if it is within the ME's capabilities to do so. If the UICC requires a PDP Context Activation that is beyond the ME's capabilities (e.g. the UICC requests a QoS that the ME cannot handle ), then the ME shall not activate the PDP context at all.

7.3.1.8
Procedure for EPS PDN connection Activation

If the service "call control on EPS PDN connection by USIM" is available in the USIM Service Table (see TS 31.102 [14]), then for all EPS PDN connection activation (including those resulting from a OPEN CHANNEL proactive UICC command where E-UTRAN is selected), the ME shall first pass the corresponding PDN Connectivity Request message (see TS 24.301 [46]) to the UICC, using the ENVELOPE (CALL CONTROL) command defined above. The ME shall also pass to the UICC in the ENVELOPE (CALL CONTROL) command the current serving cell. 

When the ME performs an emergency EPS PDN connection activation, the ME shall not send the ENVELOPE (CALL CONTROL) command to the UICC.

The UICC shall respond in the same way as for mobile originated calls. The ME shall interpret the response as follows:

-
if the UICC responds with '90 00', the ME shall send the PDN Connectivity Request message with the information as sent to the UICC;

-
if the UICC responds with '93 00', the ME shall not send the PDN Connectivity Request message and may retry the command;

-
if the UICC provides response data, then the response data from the UICC shall indicate to the ME whether to send the PDN Connectivity Request message as proposed, not send the PDN Connectivity Request message or send the PDN Connectivity Request message using the data supplied by the UICC. It is mandatory for the ME to perform the EPS PDN Connection Activation in accordance with the data from the UICC, if it is within the ME's capabilities to do so. If the UICC requires EPS PDN Connection Activation that is beyond the ME's capabilities, then the ME shall not perform EPS PDN Connection Activation at all.

In the case where the initial PDN Connectivity Request results from a proactive command OPEN CHANNEL where E-UTRAN is selected:

-
if the call control result is "not allowed", the ME shall inform the UICC using TERMINAL RESPONSE ("interaction with call control by UICC or MO short message control by UICC, action not allowed");

-
if the EPS PDN Connection Activation data is changed by call control, then the ME shall activate the EPS PDN Connection using the data given by the UICC, if it is within the ME's capabilities to do so. If the UICC requires a EPS PDN Connection Activation that is beyond the ME's capabilities (e.g. the UICC requests a QoS that the ME cannot handle), then the ME shall not activate the EPS PDN Connection at all.

7.3.1.9
Procedure for IMS communications establishment

If the service "communication control for IMS by USIM" is available in the USIM Service Table (see TS 31.102 [14]), then for all IMS communication establishment, the ME shall first pass the corresponding IMS Request-URI contained in SIP INVITE message  (see TS24.229 [52]) to the UICC, using the ENVELOPE (CALL CONTROL) command defined above. The ME shall also pass to the UICC in the ENVELOPE (CALL CONTROL) command the current serving cell.

When the ME detects that an IMS emergency call is being initiated, the ME shall set up an emergency call without sending the ENVELOPE (CALL CONTROL) command to the UICC.

The UICC shall respond in the same way as for mobile originated communications. The ME shall interpret the response as follows:

if the UICC responds with '90 00', the ME shall send the SIP INVITE message with the information as sent to the UICC;

-
if the UICC responds with '93 00', the ME shall not send SIP INVITE message and may retry the command;

-
if the UICC provides response data, then the response data from the UICC shall indicate to the ME whether to send the SIP INVITE message as proposed, not send the SIP INVITE message  or send the SIP INVITE message using the data supplied by the UICC. It is mandatory for the ME to perform the SIP INVITE request in accordance with the data from the UICC, if it is within the ME's capabilities to do so. If the UICC requires SIP INVITE request that is beyond the ME's capabilities, then the ME shall not send SIP INVITE request at all.

