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TS 31.111 describes the procedures of the call control by USIM that shall be executed by the ME before establishing a PS connection, when the card supports it. More specifically:
· Clause 7.3.1.7: Procedure for PDP Context Activation
· Clause 7.3.1.8: Procedure for EPS PDN connection Activation
These procedures were defined, as per requirements in TS 22.038, clause 8.2. The text in that clause is generic and indicates broadly that it shall be possible for the UICC “to allow, bar or modify a communication request initiated by the user”.

PDP Context Activation

According to TS 31.111, clause 7.3.1.6 and clause 8.72, in case of PDP context activation, the ENVELOPE command for the call control by USIM procedure contains the Activate PDP context request parameters, coded as the ACTIVATE PDP CONTEXT REQUEST message, as defined in TS 24.008.

Table 9.5.1/3GPP TS 24.008: Activate PDP context request message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Transaction identifier


	Transaction identifier

10.3.2
	M
	V
	1/2– 3/2

	
	Activate PDP context request message identity
	Message type

10.4
	M
	V
	1

	
	Requested NSAPI
	Network service access point identifier 10.5.6.2
	M
	V
	1

	
	Requested LLC SAPI
	LLC service access point identifier 10.5.6.9
	M
	V
	1

	
	Requested QoS
	Quality of service

10.5.6.5
	M
	LV
	13-21

	
	Requested PDP address
	Packet data protocol address

10.5.6.4
	M
	LV
	3 - 23

	28
	Access point name
	Access point name

10.5.6.1
	O
	TLV
	3 - 102

	27
	Protocol configuration options
	Protocol configuration options 10.5.6.3
	O
	TLV
	3 - 253

	A-
	Request type
	Request type

10.5.6.17
	O
	TV
	1

	C-
	Device properties
	Device properties

10.5.7.8
	O
	TV
	1


EPS PDN connection Activation

According to TS 31.111, clause 7.3.1.6, in case of EPS PDN connection Activation, the ENVELOPE command for the call control by USIM procedure contains the PDN Connectivity Request parameters, coded as the PDN CONNECTIVITY REQUEST, as defined in TS 24.301.

Table 8.3.20.1: PDN CONNECTIVITY REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

9.3.2
	M
	V
	1/2

	
	Procedure transaction identity
	Procedure transaction identity

9.4
	M
	V
	1

	
	PDN connectivity request message identity
	Message type

9.8
	M
	V
	1

	
	Request type
	Request type

9.9.4.14
	M
	V
	1/2

	
	PDN type
	PDN type

9.9.4.10
	M
	V
	1/2

	D-
	ESM information transfer flag
	ESM information transfer flag
9.9.4.5
	O
	TV
	1

	28
	Access point name
	Access point name

9.9.4.1
	O
	TLV
	3-102

	27
	Protocol configuration options
	Protocol configuration options

9.9.4.11
	O
	TLV
	3-253

	C-
	Device properties
	Device properties
9.9.2.0A
	O
	TV
	1


Intentions of the call control by USIM

The intention of the call control by USIM procedure is clearly to prevent the establishment of a PS connection or to modify the parameters of the PS connections under some circumstances controlled by the operator in the UICC (for example, the APN name when the UE is in a specific area).

The ability to prevent a PS connection is very well specified, while the intention of what is that the UICC can or should be able to modify is not so evident in the specifications. Commercial deployments of UICC cards with ability to modify the parameters of a PS connection are very limited at most (we are not directly aware of any and there is not any test case for these in TS 31.124), but it seems reasonable to assume that the main two reasons for a modification done by the UICC are the Access Point Name (APN) and the requested QoS.

Problem

Anyway, while this can be achieved in case of PDP context activation, this is no longer valid in case of PDN CONNECTIVITY REQUEST, where the Access Point Name can be transferred in the following ESM INFORMATION RESPONSE message (which is not given to the UICC) and the QoS is not part of the PDN CONNECTIVITY REQUEST at all.
The consequence is that the call control by USIM procedure defined for the PDN connectivity requests cannot practically be used to achieve the same goals as the one used in case of PDP context activation, even if it meets the same requirements specified in TS 22.038. As an example, an operator that relied on the possibility to modify any of those parameters using the call control by USIM needs to find a different approach in case of PDN connectivity request. From this point of view, it seems that call control by USIM procedure for EPS PDN connection gives much less control to the UICC card.
Moreover, the call control by USIM requires the terminal to pass the entire message Activate PDP context request or PDN CONNECTIVITY REQUEST to the UICCcard, instead of limiting the parameters to what the UICC really should be able to modify (for example, the Access Point Name). The consequence of this is that technically the UICC could modify any bit in the message, returning a modified message that the ME cannot properly support.

Conclusion
Given the two issues described above, it seems necessary to better understand what is the intention of the call control by USIM in case of PS connection, based on valid use cases and proceed to:

· limit the extent to which the UICC can modify the parameters in the message passed from the ME during the call control by USIM procedure when it returns “allowed with modifications” to restrict to only those that should really be under the control of the UICC card

· revisit and in case expand the procedure for EPS PDN connection Activation to make sure that all required fields that the UICC might need to modify are provided to the UICC card before the activation, as per required use cases.
This should help providing a solution where UICC can effectively control parameters of the PS connection that might need to be modified in some specific scenarios or circumstances under the control of the operator, without impacting the ME and the other fields under its control.
Request:

3GPP CT6 needs to discuss the limitations of the existing call control by USIM feature, as described above and decide if it would be appropriate to clearly indicate which fields the UICC is allowed to modify during the call control by USIM procedure.

3GPP CT6 needs to make appropriate changes in TS 31.111, based on the outcome of the discussion points indicated above.

