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It was recently observed that an increasing number of UICC cards available on the market and in test environments host several other applications, in addition to those specified by 3GPP and 3GPP2 for telecomunications, in order to support new use-cases, such as mobile payments, banking or transportation.

The presence of additional applications is definitely well supported by the UICC platform: the terminal opens multiple logical channels and uses each application on a separate channel, making sure that the co-existence of these new applications does not interfere with the behavior of USIM or ISIM.

However, it should be noted that that the interface defined in ISO 7816-4 only allows the execution of one request/response pair at any time, regardless of the logical channel. The consequence of this limitation is that the terminal cannot send a request for an application if it is still waiting for the response for a previous request, even if on a separate logical channel.

It is observed that some of these non-telecomunication applications require the execution of cryptographic algorithms that can potentially take a long time, sometimes in the order of tens of seconds. This possibility is supported by the standard, using NULL procedure bytes. The card can send NULL procedure bytes in order to request additional work waiting time and avoid that the transaction timer expires on the terminal.

According to ETSI 102 221 section 14.6.7 (adopted by 3GPP):

The transport protocol provides a mechanism for the UICC to obtain additional processing time (i.e. NULL procedure byte for T = 0 and Work Waiting time extension (WTX) for T = 1) before supplying the response part of a command-response pair, during which time the terminal is unable to send further commands to the UICC.
A similar requirement for additional processing time is present also for the CAT task. Anyway, ETSI specifications define a new mechanism for toolkit instead of using NULL procedure bytes. Still according to ETSI 102 221 section 14.6.7:
If a CAT activity in the UICC runs for too long, this may prevent the terminal from sending e.g. USIM commands which are time-critical, e.g. INTERNAL AUTHENTICATE. A MORE TIME command is defined in TS 102 223 [4], which ensures that the USAT task in the UICC gets additional processing time, while at the same time freeing the UICC/terminal interface. The MORE TIME command should be used in preference to the transport protocol specific mechanisms for obtaining additional processing time.
It is critical and essential for the correct functionality of the terminal and of the telecomunication applications residing on the UICC that the interface between the terminal and the UICC is never blocked for a long time that exceeds a few seconds. Consequences of blocking this interface include, but are not necessarily limited to:

· User cannot originate any voice call or send any text messages due to the fact that the required call control ENVELOPE command cannot be sent to the UICC

· Network authentication cannot be executed and this has some very strict timing requirements

· User cannot access the content on the UICC (phonebook, SMS, ...)

· User cannot navigate the toolkit menu (even if menu is present in the UI of the UE)

All these effects would give the end user the impression that the terminal is not working correctly, as he is not aware of the interaction with the UICC. These effects might potentially even lead to instabilities of the terminal, as software is often designed to receive a response from the UICC within a limited amount of time.

Request:

3GPP CT6 needs to discuss the acceptable delays in the interface between the UE and the UICC and initiate a liaison with other impacted standard bodies  to request to keep 3GPP requirements into consideration and come up with appropriate technical solutions when other non-telecomunication applications are deployed on the same UICC.
