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1
Scope

The present document specifies the structure of the Secured Packets in implementations using Short Message Service Point to Point (SMS-PP), Short Message Service Cell Broadcast (SMS-CB), Unstructured Supplementary Service Data (USSD) and and Hyper Text Transfer Protocol (HTTP) based on ETSI TS 102 225 [9].

The structure of the Secured Packets shall comply with the one defined in ETSI TS 102 225 [9]. The present document only contains additional requirements or explicit limitations for SIM/USIM applications.

[...]
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.


For a specific reference, subsequent revisions do not apply.


For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
ETSI TS 102 224 V8.0.0: "Smart Cards; Security mechanisms for UICC based Applications – Functional requirements".

[3]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[4]
3GPP TS 24.011: "Point‑to‑Point (PP) Short Message Service (SMS) support on mobile radio interface".

[5]
ETSI TS 101 220 "Smart Cards; ETSI numbering system for telecommunication application providers".

[6]
3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".

[7]
3GPP TS 24.012: "Short Message Service Cell Broadcast (SMSCB) support on the mobile radio interface".

[8]
3GPP TS 23.038: "Alphabets and language-specific information".

[9]
ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications".
[10]
3GPP TS 24.090: "Unstructured Supplementary Service Data (USSD) – Stage 3".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in ETSI TS 102 225 [9] and the following apply:
[...]
3.2
Abbreviations

For the purpose of the present document, the abbreviations given in ETSI TS 102 225 [9] and the following apply:
[...]
4
Implementation for SMS-PP

[...]
4.2
Structure of the Command Packet contained in a Single Short Message Point to Point

[...]
The following Table 1 indicates the Command Packet contained in a single SMS-PP. It is a particular implementation for single SMS-PP of the generic Command Packet structure described in ETSI TS 102 225 [9].

Table 1: Structure of the Command Packet contained in the SM (8 bit data)

	Command Packet Elements
	Length
	Description

	Command Packet Length
	2 octets (see NOTE)
	Length of the Command Packet (CPL), coded over 2 octets, and shall not be coded as the length of BER-TLV data objects described in ETSI TS 101 220 [5].

	Command Header Identifier
	Null field
	(CHI) Null field.

	Command Header Length
	1 octet
	Length of the Command Header (CHL), coded over one octet, and shall not be coded as the length of BER-TLV data objects described in ETSI TS 101 220 [5].

	SPI to RC/CC/DS in the Command Header
	Variable
	The remainder of the Command Header as described in ETSI TS 102 225 [9].

	Secured Data
	Variable
	Application Message, including possible padding octets as described in ETSI TS 102 225 [9].


NOTE:
Whilst not absolutely necessary in this particular instance, this field is necessary for the case where concatenated Short Message is employed (see subclause 4.3).

It is recognised that most checksum algorithms require input data in modulo 8 length. In order to achieve a modulo 8 length of the data before the RC/CC/DS field in the Command Header the Length of the Command Packet and the Length of the Command Header shall be included in the calculation of RC/CC/DS if used. These fields shall not be ciphered.

The SPI shall be coded as specified in ETSI TS 102 225 [9]. The b6 of the second octet is used for SMS only and shall be coded as followed:

Second Octet:

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Coded as defined in ETSI TS 102 225 [9]

	
	
	
	
	
	
	
	
	
	
	Coded as defined in ETSI TS 102 225 [9]

	
	
	
	
	
	
	
	
	
	
	Coded as defined in ETSI TS 102 225 [9]

	
	
	
	
	
	
	
	
	
	
	For SMS only

0: PoR response shall be sent using 
    SMS-DELIVER-REPORT

1: PoR response shall be sent using SMS-SUBMIT

	
	
	
	
	
	
	
	
	
	
	Coded as defined in ETSI TS 102 225 [9]


4.3
A Command Packet contained in Concatenated Short Messages Point to Point

[...]
The SPI shall be coded as specified in TS 102 225 [9]. The b6 of the second octet is used only for SMS and shall be coded as described for a single short message.
[...]
4.4
Structure of the Response Packet

[...]
The following Table 3 indicates the Response Packet contained in a single SMS-PP. It is a particular implementation for single SMS-PP of the generic Response Packet structure described in ETSI TS 102 225 [9].

Table 3: Structure of the Response Packet contained in the SM (8 bit data)

	Generalised Response Packet Elements
(Refer to table 3)
	Length
	Description

	Response Packet Length
	2 octets
	Length of the Response Packet (RPL), coded over 2 octets, and shall not be coded as the length of BER-TLV data objects described in ETSI TS 101 220 [5]. (see note)

	Response Header Identifier
	
	(RHI) Null field.

	Response Header Length
	1 octet
	Length of the Response Header (RHL), coded over one octet, and shall not be coded as the length of BER-TLV data objects described in ETSI TS 101 220 [5].

	TAR to RC/CC/DS elements in the Response Header
	Variable
	The remainder of the Response Header as described in ETSI TS 102 225 [9].

Response Status Codes are defined in clause 7.

	Secured Data
	Variable
	Additional Response Data (optional), including padding octets as described in ETSI TS 102 225 [9].


NOTE:
This field is not absolutely necessary but is placed here to maintain compatibility with the structure of the Command Packet when included in a SMS-SUBMIT or SMS-DELIVER.

[...]
4.5
A Response Packet contained in Concatenated Short Messages Point to Point

[...]
Table 5: Structure of the Response Packet contained in the SM (8 bits data) 

	SMS-REPORT specific Elements
(Refer to table 3)
	Length
	Comments

	RPL
	2 octets
	Length of the Response Packet (RPL), coded over 2 octets, and shall not be coded as the length of BER-TLV data objects described in ETSI TS 101 220 [5].

	RHI
	
	(RHI) Null field.

	RHL
	1 octet
	Length of the Response Header (RHL), coded over one octet, and shall not be coded as the length of BER-TLV data objects described in ETSI TS 101 220 [5].

	TAR to RC/CC/DS elements in the Response Header
	Variable
	The remainder of the Response Header as described in ETSI TS 102 225 [9].

	Secured Data
	Variable
	Additional Response Data (optional), including padding octets as described in ETSI TS 102 225 [9].


If the data is ciphered, then it is ciphered as specified in ETSI TS 102 225 [9], before being broken down into individual concatenated elements. The concatenation Control Header of the UDH in each SM shall not be ciphered.

In order to achieve a modulo 8 length of the data before the RC/CC/DS field in the Response Header, the RPL, the RHL and three octets set to '02' '71' '00', which precede the RPL, shall be included in the calculation of RC/CC/DS if used. These fields shall not be ciphered. 

5
Implementation for SMS-CB

[...]
5.2
A Command Packet contained in a SMS-CB message

[...]
NOTE:
Generally, the CPI is coded on 1 octet, as specified in table 1 of ETSI TS 102 225 [9]. However, the CPI for the SMS-CB message is coded on 2 octets as the values reserved in TS 23.041 [6] to identify the Command Packet are MID values which are coded on 2 octets.

Figure 2009 SN, DCS, PP shall be coded as defined in TS 23.041 [6] for GSM Cell Broadcast.

[...]
6
Implementation for USSD

The USSD application mode enables the transparent transport of data between an application residing in the network and a UICC based application. In such a case, to secure the payload of USSD operations, security mechanisms defined in TS 102 225 [9] shall be applied to the USSD messages. Generic secured Command Packet and secured Response Packet as defined in TS 102 225 [9] are contained, as defined hereafter, in the UM part of the USSD String. The USSD String shall be formatted according to annex X, where the PFI byte indicates that Application Data are formatted according to the present document.

[...]
6.1
Structure of the Command Packet contained in a Single USSD Message

The UM field of an USSD String contains the Command Packet.

The Command Packet shall be coded as the generic Command Packet described in TS 102 225 [9].

In the Command Packet, the Command Packet Identifier (CPI) value is '03' and the Command Header Identifier (CHI) is a Null field.
CPI, CPL and CHL shall be included in the calculation of the RC/CC/DS.

The SPI shall be coded as specified in TS 102 225 [9]. 

6.2
Structure of the Command Packet contained in concatenated USSD Messages

[...]
The SPI shall be coded as specified in TS 102 225 [9]. 

[...]
6.3
Structure of the Response Packet

[...]
The USSD operations are defined in TS 24.090 [10].

The UM field of an USSD String contains the Response Packet.

The Response Packet shall be coded as the generic Response Packet described in TS 102 225 [9].

[...]
7
Specific Response Status Codes

	Status Code (hexadecimal)
	Meaning

	'00' to '0A'
	See TS 102 225 [9]

	'0B'
	Actual response data to be sent using SMS-SUBMIT. See section 4.4.

	'0C' 
	Actual response data to be sent using a ProcessUnstructuredSS‑Request invoke component (i.e. using Send USSD proactive command). See section 6.3

	'0D' – 'FF'
	See TS 102 225 [9]


Specific Response Status Codes

8
Implementation for HTTP

The security for data exchange over TCP is provided by TLS. The HTTP protocol is used on top of TLS to provide encapsulation of the data and information about the receiving entity.

See ETSI TS 102 225 [9]
[...]
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