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4.2.80
EFMSK (MBMS Service Keys List)

If service n°69 is "available", this file shall be present.

A record of this EF contains the list of MBMS Service Keys (MSK) and associated parameters, which are related to an MBMS Key Domain. There are up to two MSKs per Key Domain ID/Key Group ID pair, where the Key Group ID is the Key Group part of the MSK ID as defined in TS 33.246 [43]. Two 4 byte MSK IDs stored within a record have the same value for the 2 byte Key Group part. 

	Identifier: '6FD7'
	Structure: linear fixed
	Optional

	Record length: 8n+4 bytes, (n ≥ 2)
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to 3
	Key Domain ID
	M
	3 bytes

	4
	Number of stored MSK IDs
	M
	1 byte

	5 to 8
	1st MSK ID
	M
	4 bytes

	9 to 12
	Void
	M
	4 bytes

	13 to 16
	2nd MSK ID
	M
	4 bytes

	17 to 20
	Void
	M
	4 bytes

	:
	:
	:
	:

	8(n-1)+5 to 8n
	nth MSK ID
	O

(See Note)
	4 bytes

	8n+1 to 8n+4
	Void
	C

(See Note)
	4 bytes

	Note: In the current version of the specification, these bytes are RFU.


Key Domain ID:

Content:
Identifier of the Domain of the BM-SC providing MBMS Service.

Coding:
As defined in TS 33.246 [43]

Number of stored MSK IDs:
Content: Number of stored MSK IDs within the record, as defined in TS 33.246 [43]. This number shall not exceed the maximum limit of MSK IDs fixed in TS 33.246 [43] (e.g if the maximum number of MSK IDs is 2, then this byte may only take the following values: '00', '01', '02').
Coding: binary.
MSK ID:
Content:
Identifier of MBMS Service Key (MSK) within a particular Key Domain.
Coding:
As defined in TS 33.246 [43]




Any unused bytes shall be set to 'FF'.

4.2.81
EFMUK (MBMS User Key)

If service n°69 is "available", this file shall be present.

This EF contains the identifier of the MBMS User Key (MUK) that is used to protect the transfer of MBMS Service Keys (MSK). The file also contains the Time Stamp Counter associated with the MUK, which is used for Replay Protection in MSK transport messages. This EF shall not contain MUK IDs with the same IDi part.

	 Identifier: '6FD8'
	Structure:  linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Bytes

	1 to Z
	MBMS User Key TLV objects
	M
	1 to Z


MBMS User Key tags

	Description
	Tag Value

	MUK ID  Tag
	'A0'

	Time Stamp Counter Tag
	'81'


MBMS User Key information

	Description
	Value
	M/O
	Length (bytes)

	MUK ID Tag
	'A0'
	M
	1

	Length
	X
	M
	Note

	MUK IDr Tag
	'80'
	M
	1

	Lenght
	A
	M
	Note

	MUK IDr value
	--
	M
	A

	MUK IDi Tag
	'82'
	M
	1

	Lenght
	W
	M
	Note

	MUK IDi Value
	-
	M
	W

	Time Stamp Counter Tag
	'81'
	M
	1

	Length
	Y
	M
	Note

	Time Stamp Counter value
	--
	M
	Y

	Note:
The length is coded according to ISO/IEC 8825 [35]


-  MUK ID Tag 'A0'. This constructed data object consists of the IDr, and the IDi

- IDr Tag '80'

Content: 

IDr part of MBMS User Key (MUK).

Coding: 

As defined in TS 33.246 [43]

- IDi Tag '82'

Content:

IDi part of MBMS User Key (MUK). 

Coding: 

As defined in TS 33.246 [43]
- Time Stamp Counter Tag '81'

Content: 

Counter for MIKEY replay protection in MSK delivery. The counter is associated with the particular MUK. The length value is defined in TS 33.246 [43].

Coding: 

As defined in TS 33.246 [43]
Unused bytes shall be set to 'FF'.
4.2.XX
EFMPARAM (MBMS MTK processing parameters)

If service n°69 is "available", this file shall be present.

This EF contains the parameters used for MTK processing.
	 Identifier: 'XXXX'
	Structure: transparent
	Optional

	File size: 2 bytes
	Update activity: low

	Access Conditions:


READ
ADM

UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	W
	M
	1

	2
	N
	M
	1


‑
W
Contents:

Maximum window size in which a specific MTK is allowed to be decrypted.

Coding:

As defined in TS 33.246 [43]
‑
N
Contents:

Maximum number of time a specific MTK is allowed to be decrypted in the interval specified by the window.

Coding:

As defined in TS 33.246 [43]
[…]

4.7
Files of USIM
This clause contains two figures depicting the file structure of the UICC and the ADFUSIM. ADFUSIM shall be selected using the AID and information in EFDIR.
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NOTE 1:
Files under DFTELECOM with shaded background are defined in TS 51.011 [18].

NOTE 2:
The value '6F65' under ADFUSIM was used in earlier versions of this specification, and should not be re-assigned in future versions.

NOTE 3:
Files under DFMMSS are defined in C.S0074-A [53].

Figure 4.1: File identifiers and directory structures of UICC
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Figure 4.2: File identifiers and directory structures of USIM

[…]

5.2.22
MSK MIKEY Message Reception
The ME performs the reading of EFMUK and retrieves the Time Stamp Counter Value associated with the involved MUK. Then it proceeds with Timestamp Payload checking as described in TS 33.246 [43].
5.2.23
MTK MIKEY Message Reception
The ME performs the reading of EFMSK and retrieves in its storage the Time Stamp Counter Value associated with the involved MSK. Then it proceeds with Timestamp Payload checking as described in TS 33.246 [43].

[…]

7.1.1.6
MBMS security context (MSK Update Mode)

USIM operations in MBMS security context are supported if service n°69 is "available".
The USIM receives the MIKEY packet containing an MSK update message.  First, the USIM uses the MUK ID to identify the Ks_int_NAF corresponding with a previous bootstrapping procedure. 

The USIM shall check if a new NAF derivation procedure involving the received IDi in the MIKEY message has been performed or if it is the first time that this IDi is used. If this check cannot be performed because the corresponding Ks_int_NAF key was overwritten, the USIM abandons the function and returns the status word '6985' (Conditions of use not satisfied). In case of a new NAF derivation procedure or a new IDi, the USIM shall store the last bootstrapped Ks_int_NAF as the last generated MUK and update EFMUK as follows:
-
If a record with the received IDi (included in the MUK ID: see TS 33.246 [43]) value is already present, then the MUK ID is stored in the corresponding field of this record, and the associated Time Stamp Counter (TS) field is reset. Additionally, the USIM internally stores the last successfully used MUK (i.e. MUK that was used during the last successful MSK update procedure), along with its MUK ID for further use (e.g. to detect Key freshness failure).

-
If a record with the received IDi does not exist, the USIM uses an empty record to include the MUK ID, and reset the associated TS field.

-
In case there is no empty record available in EFMUK the USIM abandons the function and the status word '9867' (Authentication error, no available memory space in EFMUK) is returned.

NOTE:
In case no empty record in EFMUK is available the ME should run a MUK Deletion Mode procedure to free entries in EFMUK before running an MSK Update Mode procedure that involves a new MUK key.

NOTE:
In case the ME receives the status word '6985', the ME should derive the required Ks_int_NAF key. In case the corresponding bootstrapping key Ks is still available, the ME should invoke the Authenticate command in "GBA - NAF derivation Mode" before invoking again the AUTHENTICATE command in "MBMS - MSK Update Mode". In case the corresponding bootstrapping key has been updated, the ME should put the new B-TID into use.

If the received MUK ID does not correspond to the last generated MUK (i.e. last bootstrapped MUK) then the USIM proceeds as follows:

-
If the received MUK ID corresponds to the last successfully used MUK then the USIM uses this MUK to verify the integrity of the message. If the verification is unsuccessful, the USIM abandons the function and returns the status word '9862' (Authentication error, incorrect MAC). If the verification is successful, the USIM abandons the function and returns the status word '9865' (Key Freshness Failure), indicating to the ME that the received MIKEY message is protected using the last successfully used MUK that does not correspond to the last generated MUK (the new B-TID shall be put into use: see TS 33.246 [43]). In this case, the USIM shall not return a MIKEY verification message.
-
Otherwise, this is considered as a bootstrapping failure (incorrect MUK) and the USIM abandons the function. The status word ‘6A88’ (Referenced data not found) is returned.

Otherwise, if the received MUK ID corresponds to the last generated MUK, the USIM uses the MUK value for MSK validation and derivation functions as described in TS 33.246 [43]. If the validation is unsuccessful, the status word '9862' (Authentication error, incorrect MAC) is returned and the USIM abandons the function.

After a successful MSK Update procedure the USIM stores the received credentials (e.g. MSK and/or Key Validity data) and updates EFMSK as follows:

-
If a record with the received Key Domain ID and Key Group part (i.e. Key Group part of the MSK ID) already exists, USIM stores the older MSK ID (if any) and its associated TS as the 2nd MSK ID and TS. The newer MSK ID is stored as the 1st MSK ID. In case the received MSK message has the same MSK ID as a stored MSK, the TS associated to this stored MSK is stored as the 1st TS. Otherwise, the 1st TS value is reset. The number of stored MSK IDs and corresponding TS shall be set to '02' if the USIM stores two different MSK IDs. The USIM shall not store two MSK IDs with the same Key Number part in the same record.

-
If a record with the received Key Domain ID and Key Group part does not exist, the USIM uses an empty record to include those values. The received MSK ID is stored as the 1st MSK ID and the associated TS is reset. The 2nd MSK ID and the associated TS are set to 'FF FF'. The number of stored MSK IDs and corresponding TS shall be set to '01'. In case there is no empty record available in EFMSK the USIM abandons the function and the status word '9866' (Authentication error, no available memory space) is returned.

-
In the case of a BM-SC solicited pull procedure (i.e. when the Key Number part of the MSK ID is set to 0x0), EFMSK is not updated.

NOTE:
In case no empty record is available the ME should run an MSK Deletion Mode procedure to free entries in EFMSK before running an MSK Update Mode procedure that contains a new MSK key.

Then, the USIM stores the Time Stamp field (retrieved from the MIKEY message) in its corresponding field under EFMUK.

The USIM stores internally the last successfully used MUK along with its MUK ID for further use. This MUK may be used beyond its GBA validity (i.e. after the derivation of a new Ks_int_NAF resulting from a new bootstrap procedure) to verify the integrity of a MIKEY message in order to detect a synchronization failure. This may occur if the last derived Ks_int_NAF did not reach the BM-SC.

The MSK is not necessarily updated in the MIKEY message, since a MSK transport message can be sent e.g. to update the Key Validity data or as part of a BM-SC solicited pull procedure. In such a case the USIM shall use the status word '9000' to inform the ME that the MIKEY message validation using the last generated MUK has succeeded.

Finally, if the V-bit in the HDR field of the received MIKEY message is set then the USIM shall produce a MSK Verification Message as described in TS 33.246 [43]. In this case the command response is the MIKEY verification message.

Input:

‑
MIKEY message

Output:

-
MIKEY message

or

-
None

7.1.1.7
Void

7.1.1.8
MBMS security context (MTK Generation Mode)

USIM operations in MBMS security context are supported if service n°69 is "available".

The USIM receives the MIKEY message containing an MBMS MTK and a Salt key (if Salt key is available). First, the USIM retrieves the MSK with the Key Domain ID and the MSK ID given by the Extension payload of the MIKEY message (as described in TS 33.246 [43]).

If the needed MSK does not exist, this is considered as a MSK failure and the USIM abandons the function. The status word '6A88' (Referenced data not found) is returned.

If the key validity data of the MSK indicates an invalidated MSK (i.e. SEQl is greater than SEQu) then the USIM returns the status word '6985' (Conditions of use not satisfied) and abandons the function. SEQl and SEQu are defined in TS 33.246 [43].
Otherwise, the USIM performs the MBMS Generation and Validation Function (MGV-F) as described in TS 33.246 [43] using MSK. W and N values are retrieved in EFMPARAM.
If the USIM detects that the given MTK ID is invalid as defined in TS 33.246 [43], this is considered as a SEQp freshness failure and the USIM abandons the function. The status word '9865' (Key freshness failure) is returned.

If the integrity validation of the MIKEY message is unsuccessful, the USIM abandons the function and returns the status word '9862' (Authentication error, incorrect MAC).

After successful MGV_F procedure the USIM stores 
MTK ID (retrieved from the MIKEY message) as the SEQl associated with MSK only if SEQp is greater than SEQl and lower or equal to SEQu.

Then, the USIM returns MTK and Salt key (if Salt key is available).

Input:

‑
MIKEY message

Output:

-
MTK and Salt (if available).

7.1.1.9
MBMS security context (MSK Deletion Mode)

USIM operations in MBMS security context are supported if service n°69 is "available".

The USIM receives the Key Domain ID and the Key Group part of the MSK ID. The USIM shall identify in the EFMSK the record containing MSK IDs having this Key Domain ID and Key Group part. 

If no record is identified, the USIM abandons the function and returns the status word '6A88' (Referenced data not found).

If a record is found, the USIM shall delete all corresponding MSKs and set to 'FF' the bytes of this record. 

Input:

‑
Key Domain ID, MSK ID Key Group part
Output:

-
None.

7.1.1.10
MBMS security context (MUK Deletion Mode)

USIM operations in MBMS security context are supported if service n°69 is "available".

The USIM shall identify in EFMUK the record containing the received MUK ID. 

If no record is identified, the USIM abandons the function and returns the status word '6A88' (Referenced data not found).

If a record is found, the USIM shall delete the corresponding MUK and set to 'FF' the bytes of this record. If a corresponding Ks_int_NAF key is present (i.e. with the same NAF_ID), it shall be deleted and its corresponding record in EFGBANL shall be set to 'FF'. In case the corresponding Ks key is present (i.e. with the same B-TID), it shall be deleted and the content of EFGBABP shall be set to 'FF'.

Input:


MUK ID TLV

Output:

-
None
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