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	As documented in C6-120262, C6-120267 and S3-120385 the OTA USIM update mechanisms using SMS can be used by an attacker to produce a Denial of Service (DoS) and fraud attacks.  

Using the Proof of Receipt function in combination with an invalid security fields (KIc, KID and TAR) in the command header an attacker can trigger the USIM to transmit Reponse Packets as a result of receiving these invalid commands.  
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7.1.1.1
Procedure

If the service "data download via SMS Point-to-point" is allocated and activated in the USIM Service Table (see TS 31.102 [14]), then the ME shall follow the procedure below:

-
when the ME receives a Short Message with:

protocol identifier = SIM data download; and

data coding scheme = class 2 message; or

-
when the ME receives a Short Message with:

protocol identifier=ANSI-136 R-DATA (see TS 23.040 [7]); and

data coding scheme = class 2 message, and the ME chooses not to handle the message (e.g. Mes not supporting EGPRS over TIA/EIA-136 do not need to handle the message).

-
then the ME shall pass the message transparently to the UICC using the ENVELOPE (SMS-PP DOWNLOAD) command as defined below;

-
the ME shall not display the message, or alert the user of a short message waiting;

-
the ME shall wait for an acknowledgement from the UICC;
- 
When receiving a secured Command Packet (as specified in TS 31.115 [41]) requesting a Proof of Receipt (PoR), the UICC shall verify the authenticity of the sender. If the authentication of the sender fails, no further processing related to the Proof of Receipt shall take place.
-
if the UICC responds with '90 00' or '6F XX' or '62 XX' or '63 XX', the ME shall acknowledge the receipt of the short message to the network using an RP-ACKmessage. The response data from the UICC will be supplied by the ME in the TP-User-Data element of the RP-ACK message it will send back to the network (see TS 23.040 [5] and TS 24.011 [10]). The values of protocol identifier and data coding scheme in RP-ACK shall be as in the original message;

-
if the UICC responds with '93 00', the ME shall either retry the command or send back an RP-ERROR message to the network with the TP-FCS value indicating 'SIM Application Toolkit Busy' (see TS 23.040 [5]).

-



If the service "data download via SMS-PP" is not available in the USIM Service Table, and the ME receives a Short Message with the protocol identifier = SIM data download and data coding scheme = class 2 message, then the ME shall store the message in EFSMS in accordance with TS 31.102 [14].
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