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1.

Introduction

Security flaws in the (U)SIM Application Toolkit (USAT) and especially on the SMS auto reply mechanism were recently demonstrated in 2011 (see[1]) and have received significant coverage both in technical and public forums. 

This contribution present a way to analyse the different options proposed for helping in the discussion and suggests a way forward for solving the mentioned attack.

2.
Analysis
Based on the proposed solutions indicated in contribution C6-102262 the results of the three options are analysed with respect to:

· Solving the Attack

· Providing options to get PoR when Security Errors

· Providing options to get PoR when any other Error

	
	Option 1
	Option 2
	Option 3

	MNO using DELIVER-REPORT Only
	Would never get Security Error
	Would get Any Error Through DR unless VPLMN filters it
	Would get Any Error Through DR unless VPLMN filters it

	MNO using SMS-SUBMIT Only
	Would never get Security Error
	Would never get Security Error
	Would never get Any Error

	MNO using both options
	Would never get Security Error
	Would get Any Error Through DR and, if VPLMN filters it, non-security errors through SMS-SUBMIT
	Would get Any Error Through DR unless VPLMN filters it

	Attack
	Countered
	Countered
	Countered


The start analysis starts with an MNO that has its OTA server configured to use only DELIVER-REPORT. In that case with Option 1 the attack would be countered and the MNO would never receive information that a Security Error has been produced, for instance in case a Low Counter. With Option 2 and Option 3 this MNO would get any error through DELIVER-REPORT unless the VPLMN filters that, where the OTA Server would never receive any Reply. 

Second we present the case of an operator with an OTA server configured to use SMS-SUBMIT only. Option 1 and 2 would mean that it never gets a Security Error but would get any other error. With Option 3 it will have to change the configuration of its OTA Server for being able to use PoR.

In the third case it is presented the scenario of an Operator using both options. Here relies the main difference between option 2 and 3 where in this case the OTA server may use DELIVER-REPORT as a default way of getting PoR and SMS-SUBMIT as a fall-back solution in the case the DELIVER-REPORT are filtered through the VPLMN.
It is important to note that this third option may or may not be used by MNO but allows them to get additional functionality if desired. 

I
3.
Conclusion

At the light of the analysis it is concluded that option 2 would be the best approach for moving forward and solving the mentioned security flaws on Autoreply SMS as it provides the same convenience, protection and functionality as Option  3 but allows in some scenarios to get additional functionality from the PoR feature. 














































































