3GPP TSG CT WG6 Smart Card Application Aspects — CT6#64
C6-120262
22 – 25 May 2012, Kyoto, Japan


Source:
France Telecom, Orange
Title:
SMS auto reply mechanism security risks
Document for:
Discussion and decision

Agenda Item:


Work Item / Release:

1.

Introduction

Security flaws in the (U)SIM Application Toolkit (USAT) and especially on the SMS auto reply mechanism were recently demonstrated in 2011 (see[1]) and have received significant coverage both in technical and public forums. 

When an incoming SIM data download SMS is requiring a Proof of Receipt (PoR), the USIM will automatically send back an SMS even if no security is applied to the received SMS or if there are errors in the incoming SMS. This is the 3GPP standard mechanism implemented in all USIM cards.

In this document several ways to fix the issue are discussed. Since the fix implies a modification of 3GPP or ETSI standards, the best approach is proposed.

2.
Attack description
The attack demonstrated in Deep Sec 2011 [1] makes use of the Command Packet transported via SMS from the sending entity (attacker) to the receiving entity (victim). The Command Packet is defined in [2] (similarly defined in [3] also) and consists of two portions, the Command Header and the Secured Data. Within the Command Header there are four fields of interest, the Security Parameter Indicator (SPI), Ciphering Key Identifier (KIc), the Key Identifier (KID) and the Toolkit Application Reference (TAR). 
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Figure 1 - Command Packet Structure

In demonstrating the attack two key steps were taken in relation to these four fields. First, invalid entries are purposefully made to the three latter fields (i.e.: KIc, KID and TAR) resulting in the generation of a security related error at the receiving entity. Secondly, the proof of response option is enabled by appropriate setting of bit 1&2 of the second SPI byte shown in Figure 2. 
The 6th bit of the second byte is also important, it indicates the type of SMS response: SMS-SUBMIT or SMS-DELIVER REPORT, because SMS-SUBMIT (classical SMS) is generally charged to the end user although the SMS-DELIVER-REPORT is not. 
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Command Packet Identifier (CPI) 1 octet Identifies that this data block is the secured Command Packet.

Command Packet Length (CPL) variable  This shall indicate the number of octets from and including the 

Command Header Identifier to the end of the Secured Data, 

including any padding octets required for ciphering.

Command Header Identifier  (CHI) 1 octet Identifies the Command Header.

Command Header Length (CHL) variable  This shall indicate the number of octets from and including the 

SPI to the end of the RC/CC/DS.

Security Parameter Indicator (SPI) 2 octets see detailed coding in section 5.1.1 of TS 03.48.

Ciphering Key Identifier (KIc) 1 octet Key and algorithm Identifier for ciphering.

Key Identifier (KID) 1 octet Key and algorithm Identifier for RC/CC/DS.

Toolkit Application Reference  

(TAR)

3 octets Coding is application dependent.

Counter (CNTR) 5 octets Replay detection and Sequence Integrity counter.

Padding counter (PCNTR) 1 octet This indicates the number of padding octets used for ciphering at 

the end of the secured data.

Redundancy Check (RC), 

Cryptographic Checksum (CC) or 

Digital Signature (DS)

variable  Length depends on the algorithm. A typical value is 8 octets if 

used, and for a DS could be 48 or more octets; the minimum 

should be 4 octets.

Secured Data variable Contains the Secured Application Message and possibly padding 

octets used for ciphering.
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Figure 2 – Second SPI byte in 3GPP TS 31.115
3.
3GPP and ETSI concerned standards
3GPP and ETSI standards specify that the USIM shall send back to the sender a Proof of Receipt (PoR), if required in the incoming SMS. The PoR is used to notify the network of the success or the failure of the commands. These SMS are usually encrypted and integrity protected with a Checksum. 
However, the standards states that a PoR shall be sent even in the case the incoming packet is not encrypted, if indicated so (Ref. ETSI TS 102 225 section 4.1 bullets 3) and 4):
3)
if the Sending Entity does request a response and the Receiving Entity can unambiguously determine what has caused the error, the Receiving Entity shall create a Response Packet indicating the error cause. This Response Packet shall be secured according to the security indicated in the received Command Packet.

4)
if the Sending Entity does request a response and the Receiving Entity cannot determine what has caused the error, the Receiving Entity shall send a Response Packet indicating that an unidentified error has been detected. This Response Packet is sent without any security being applied.

As already said before 3GPP TS 31.115 is also concerned as it specifies parameters for the answer (PoR) in the second SPI byte (see figure 2).
4.
Different solutions to solve the issue
4.1 Solution 1: send no PoR in case of error
The solution 1 is the one proposed by RIM in document S3-120385

Description of solution 1

The security of the incoming Command Packet is indicated in the first byte of SPI (Security Parameter Indicator) byte. SPI byte 2 indicates also if a Response Packet is required or not, and what level of security (encryption / integrity) needsto be applied. 

The Incoming Packet has no security, with an indication in SPI that a Response Packet is required, also with no security.

If a Minimum Security Level (MSL) is configured on the card, the content of SMS with no security will not be transferred to the Receiving Application. However, the Response Packet will still be sent and the attack is still possible. In this case, the PoR in the Response Packet will contain the error code '0A' insufficient security level.

Additionally, the attacker can modify his attack and set the SPI with a value greater than MSL, and fill the SMS data with random value. On card side the RC/CC check will fail, but the USIM will automatically send back a PoR with error code '01' and the attack is still possible. 

Moreover, the same attack is possible when the incoming SMS contain an unknown TAR, since the USIM will send back automatically a PoR.

In order to block the attack, we need to prohibit all cases requiring a Proof of Receipt (PoR) when security check of the Command Packet fails, or the TAR is unknown. Following changes are necessary:

· If the SPI in the Command Packet does not meet Minimum Security Level, no PoR will be sent back, regardless the indication in SPI.

· If the RC/CC check fails, no PoR will be sent back, regardless the indication in SPI.

· If the TAR is unknown, no PoR will be sent back, regardless the indication in SPI.

· If ciphering error is found, no PoR will be sent back, regardless the indication in SPI. If security error is unidentified, no PoR will be sent back, regardless the indication in SPI

· If counter is low, high or blocked, no PoR will be sent back, regardless the indication in SPI.

Drawbacks of solution 1

ETSI TS 102 225 Table describe the list of Response Status codes in PoR:

	Status Code (hexadecimal)
	Meaning

	'00'
	PoR OK.

	'01'
	RC/CC/DS failed.

	'02'
	CNTR low.

	'03'
	CNTR high.

	'04'
	CNTR Blocked.

	'05'
	Ciphering error.

	'06'
	Unidentified security error. This code is for the case where the Receiving Entity cannot correctly interpret the Command Header and the Response Packet is sent unciphered with no RC/CC/DS.

	'07'
	Insufficient memory to process incoming message.

	'08'
	This status code "more time" should be used if the Receiving Entity/Application needs more time to process the Command Packet due to timing constraints. In this case a later Response Packet should be returned to the Sending Entity once processing has been completed.

	'09'
	TAR Unknown.

	'0A'
	Insufficient security level.

	'0B'
	Reserved for 3GPP (see TS 131 115 [5]).

	'0C'
	Reserved for 3GPP (see TS 131 115 [5]).

	'0D' to 'BF'
	Reserved for future use.

	'C0' to 'FE'
	Reserved for proprietary use.

	'FF'
	Reserved for future use.


Figure 3 – Error codes in ETSI TS 102 225

As a consequence, the MNO OTA server (authorized SMS-PP sender) will no more receive codes '01', ‘02’, ‘03’, ‘04’, ‘05’, '09' or '0A' . 

On the MNO OTA server side, the check is done whether Response Status code = 00 (successful) in the PoR or not. Different error cases like '0A'=Insufficient security level or '09'=TAR unknown are not processed automatically, the OTA server just put them in the report as an error case. These error cases happen not only during test or development phase. The error codes are observed in OTA commercial deployment, and provide useful information to OTA operation team for troubleshooting.
In some OTA deployments, a PoR is only sent when an error occurs. This is one of the settings configurable in byte 1 of SPI. If we modify 3GPP / ETSI standards with solution 1, such OTA server will interpret it as a successful execution!
4.2 Solution 2: send PoR with SMS-DELIVER-REPORT instead of SMS-SUBMIT when an error is encountered
Description of solution 2
The PoR can be sent back either using SMS-DELIVER-REPORT, or using SMS-SUBMIT. This is configurable in bit 6 of second SPI byte (3GPP TS 31.115 sec 4.2.)
3GPP / ETSI standards can be modified, so that, when a security error occurs in Command Packet, the PoR is sent using SMS-DELIVER-REPORT instead of SMS-SUBMIT. With this solution, the PoR will reach the OTA server and allows troubleshooting.

The SMS-DELIVER-REPORT is sent by the ME transparently to the end user. SMS-DELIVER-REPORT messages are sent on a channel that is not charged to the end user. In all cases, SMS-DELIVER-REPORT for RP-ACK (successful message delivery) or for RP-ERROR (error in message delivery), it is not charged to end user.

Drawbacks of solution 2
Using SMS-DELIVER-REPORT is allowed by standards, but it is rarely used on the field. SMS-SUBMIT is mainly used, because the SMS is handled by the USIM and it ensure an end-to-end security between USIM and OTA server.

Some SMS-C and OTA servers may not support PoR in SMS-DELIVER-REPORT. Upon reception of a SMS-DELIVER-REPORT, the SMS-C shall extract the PoR, and send it back to the OTA server. 

This feature is called "backward data" and might not be supported by all SMS-C. 
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Fig 4: PoR in SMS-DELIVER-REPORT

In the solution 2, the OTA server will receive PoRs by SMS-SUBMIT in case of a normal execution of the command, but will receive a PoR by SMS-DELIVER-REPORT in case of an error code in PoR. However some OTA servers can be configured only in one mode: whether to receive all PoRs with SMS-DELIVER-REPORT or to receive all PoRs with SMS-SUBMIT, but it is not possible to have a mix of the two modes. 

4.3 Solution 3: always send the PoR with SMS-DELIVER-REPORT instead of SMS-SUBMIT

Description of solution 3:
Solution 3 consists in sending back systematically the PoR using the SMS-DELIVER-REPORT mode, in case of successful message or in case there is an error.
Drawbacks of solution 3: 
All SMS-C and OTA servers have to implement the PoR reception in SMS-DELIVER-REPORT mode and the SMS-C have to support the “backward data” mechanism.

A deny of service is possible because the SMS-C, when receiving an error, will try to submit again the original SMS to the User Equipment (ME + USIM).

5.
Conclusion

	Solution
	Description
	Drawbacks

	1
	- No PoR is sent in case of error
- in case of attack, no SMS is sent back
	- OTA server will never receive PoR with error codes. No more troubleshooting is possible.

	2
	- PoR sent in SMS-DELIVER-REPORT instead of SMS-SUBMIT, only in case of error.

- in case of attack, SMS-DELIVER-REPORT is sent.
	- All SMS-C and OTA servers have to implement the PoR reception in SMS-DELIVER-REPORT mode and the SMS-C has to support the “backward data” mechanism.

- OTA servers may not support a mix of PoR report channels. 

	3
	- PoR always sent in SMS-DELIVER-REPORT, in case of success or failure.
	- All SMS-C and OTA servers have to implement the PoR reception in SMS-DELIVER-REPORT mode and the SMS-C has to support the “backward data” mechanism.

- Possible deny of service


Table 1: Synthesis of solutions
France Telecom – Orange opinion is thatsolution 3 is the more appropriate. In this solution, all PoRs, successful or with failure, will be sent to the OTA server using SMS-DELIVER-REPORT. 

This solution allows countering the attack with minimum impact on implementation and less side effects.

This solution only requires changing 3GPP TS 31.115 [4] standard in order to only allow the PoRs in SMS-DELIVER-REPORT mode.

6.
References

[1] 
http://prezi.com/lmmptb0qldfb/sim-toolkit-attack/ 
[2]
TS 03.48, “Security mechanisms for the SIM application toolkit”.
[3]
ETSI TS 102.225, “Secured packet structure for UICC based applications”

[4]
3GPP TS 31.115
ME+USIM





SUBMIT_SM (registered message)





OTA Server





SMSC





SMS-DELIVER





SMS-DELIVER-REPORT (PoR is in TP-UD)





DELIVER_SM (Delivery Report)





SUBMIT_SM_RESP





DELIVER_SM_RESP





DELIVER_SM (PoR)





DELIVER_SM_RESP





SMS-C need to support backward data of the delivery report. When there are data in TP-UD, the SMS-C will send it to OTA server.















































[image: image3.emf]b

8

b

7

b

6

b

5

b

4

b

3

b

2

b

1

00: No PoRreply to the Sending Entity (SE)

01: PoRrequired to be sent to the SE

10: PoRrequired only when an error has occured

11: Reserved

00: No security applied to PoRresponse to SE

01: PoRresponse with simple RC applied to it

10: PoRresponse with CC applied to it

11: PoRresponse with DS applied to it

0 : PoR response shall not be ciphered

1 : PoR response shall be ciphered

For SMS only

0 : PoRresponse shall be sent using

SMS-DELIVER-REPORT

1 : PoRresponse shall be sent using SMS-SUBMIT

Reserved (set to zero and ignored by RE)
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