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1
Scope

The present document applies to a H(e)NB supporting the HPSIM for H(e)NB Hosting Party authentication. The present document defines the HPSIM application, the UICC application residing in the Hosting Party Module for H(e)NB Hosting Party authentication and provisioning.

The present document specifies 

· identification of the Hosting Party

· security mechanism, e.g. authentication based on EAP-AKA method

· support of information for the initial provisioning (e.g. O&M system contact)

· initialisation procedure on H(e)NB-UICC interface

· O&M procedure 

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

H(e)NB Hosting Party: A H(e)NB Hosting Party has a contractual relationship with the operator, related to the provision of access to the operator’s network via one or more H(e)NBs.


HPSIM: UICC application residing on the Hosting Party Module, providing necessary mechanism for H(e)NB Hosting Party authentication and provisioning.

HNB: A HNB is a Customer-premises equipment that connects a 3GPP UE over UTRAN wireless air interface to a mobile operator’s network using a broadband IP backhaul.
HeNB: A HeNB is a Customer-premises equipment that connects a 3GPP UE over EUTRAN wireless air interface to a mobile operator’s network using a broadband IP backhaul.


	
	
	

	
	

	
	

	






	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	







	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	



	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	







	
	
	

	
	

	
	

	






	
	
	
	

	
	
	
	







	
	

	
	

	
	

	
	

	
	

	




	
	

	
	

	
	

	
	

	
	









	
	
	

	
	

	
	

	






	
	
	
	

	
	
	
	











	
	
	

	
	

	
	

	






	
	
	
	

	
	
	
	







4.3 
HPSIM file structure 
This subclause contains a figure depicting the file structure of the ADFHPSIM. 
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Figure 1: File identifiers and directory structure of HPSIM











7 
HPSIM commands

The commands specified in TS 31.101 [3] are supported by HPSIM, with the restrictions identified in this clause.

7.1

AUTHENTICATE
7.1.1
Command description

The function can be used in the following security context:

· AKA security context during the procedure for authenticating the HPSIM to the SeGW and vice versa when  AKA authentication data are available. The function shall be used whenever an AKA context shall be established, i.e. when the terminal receives a challenge from the AKA. A cipher key and an integrity key are calculated. For the execution of the command the HPSIM uses the subscriber authentication key K, which is stored in the HPSIM. The same AKA security context is used for HNB and HeNB authentication.

The function is related to a particular HPSIM and shall not be executable unless the HPSIM application has been selected and activated, and the current directory is the HPSIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 6.1).

The HPSIM first computes the anonymity key AK = f5K (RAND) and retrieves the sequence number 
SQN = (SQN  AK)  AK.

Then the HPSIM computes XMAC = f1K (SQN || RAND || AMF) and compares this with the MAC which is included in AUTN. If they are different, the HPSIM abandons the function.

Next the HPSIM verifies that the received sequence number SQN is previously unused. If it is unused and its value is lower than SQNMS, it shall still be accepted if it is among the last 32 sequence numbers generated. A possible verification method is described in TS 33.102 [4].

NOTE:
This implies that the HPSIM has to keep a list of the last used sequence numbers and the length of the list is at least 32 entries. 

If  the HPSIM detects the sequence numbers to be invalid, this is considered as a synchronisation failure and the HPSIM abandons the function. In this case the command response is AUTS, where:

-
AUTS = Conc(SQNMS ) || MACS;

-
Conc(SQNMS) = SQNMS ( f5*K(RAND) is the concealed value of the counter SQNMS in the HPSIM; and

-
MACS = f1*K(SQNMS || RAND || AMF) where:

-
RAND is the random value received in the current user authentication request;

If the sequence number is considered in the correct range, the HPSIM computes RES = f2K (RAND), the cipher key CK = f3K (RAND) and the integrity key IK = f4K (RAND) and includes these in the command response. Note that if this is more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND.

The use of AMF is HN specific and while processing the command, the content of the AMF has to be interpreted in the appropriate manner. The AMF may e.g. be used for support of multiple algorithms or keys or for changing the size of lists, see TS 33.102 [4]. The AMF contains the EPS AKA indication bit, see TS 33.401 [13]. This bit is not interpreted by HPSIM.
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