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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document. 
[1]
3GPP TS 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.320: "Security of Home Node B (HNB)/ Home evolved Node B (HeNB)".

[3]
3GPP TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics".

[4]
3GPP TS 22.220: "Service requirements for Home Node B (HNB)/ Home eNode B (HeNB)".

[5]
3GPP TS 33.102: "3G Security; Security Architecture".

[6]
ISO/IEC 7816‑4: "Integrated circuit cards, Part 4: Organization, security and commands for interchange".

[7]
3GPP TS 31.102: "Characteristics of the USIM application".

[8]
3GPP TS 25.467: "UTRAN architecture for 3G Home NodeB (HNB)".

[9]
IETF RFC 3629 (2003): "UTF-8, a transformation format of ISO 10646".

[10]
ISO/IEC 8825 (1990): "Information technology; Open Systems Interconnection; Specification of Basic Encoding Rules for Abstract Syntax Notation One (ASN.1)".

[11]
ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application providers".
[x1]
 3GPP TS 32.583: "Telecommunications management; Home Node B (HNB) Operations, Administration, Maintenance and Provisioning (OAM&P); Procedure flows for Type 1 interface HNB to HNB Management System (HMS)".
[x2]
 3GPP TS 32.593: "Telecommunications management; Home Node B (HeNB) Operations, Administration, Maintenance and Provisioning (OAM&P); Procedure flows for Type 1 interface HeNB to HeNB Management System ".
[x3]
3GPP TS 33.320: "Security of Home Node B (HNB) / Home evolved Node B (HeNB)".
[x4]
3GPP TS 36.413, "S1 Application Protocol".
* * * Next Change * * * *

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x]. 
HeMS:


Home eNodeB Management System
HeNB: 


Home evolved Node B.
HeNB-GW:

HeNB Gateway
HNB: 



Home Node B

HNB-GW
Home NodeB Gateway
HPSIM: 


Hosting Party Subscription Identity Module.

H(e)MS


refers to HMS or HeMS
H(e)NB: 


refers to HNB or HeNB
H(e)NB-GW:
refers to HNB-GW or HeNB-GW

MME:


Mobility Management Entity
* * * Next Change * * * *

4.2.3
EFHST (HPSIM Service Table)


This EF indicates which optional services are available. If a service is not indicated as available in the HPSIM, the terminal shall not select this service. The presence of this file is mandatory if optional services are provided in the HPSIM.

	Identifier: '6F38'
	Structure: transparent
	Mandatory

	SFI: '04'
	

	File size: X bytes, X >( 1
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	Serving H(e)MS provisioning

	
	Service n°2
	Serving SeGW provisioning

	
	Service n°3
	Serving H(e)NB-GW/MME provisioning

	
	Service n°4
	

	
	Service n°5
	

	
	Service n°6
	

	
	Service n°7
	

	
	Service n°8
	


The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

-
Service available means that the HPSIM has the capability to support the service and that the service is available for the Hosting Party.
Service not available means that the service shall not be used by the Hosting Party, even if the HPSIM has the capability to support the service.

First byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Service n°1

	
	
	
	
	
	
	
	
	
	
	Service n°2

	
	
	
	
	
	
	
	
	
	
	Service n°3

	
	
	
	
	
	
	
	
	
	
	Service n°4

	
	
	
	
	
	
	
	
	
	
	Service n°5

	
	
	
	
	
	
	
	
	
	
	Service n°6

	
	
	
	
	
	
	
	
	
	
	Service n°7

	
	
	
	
	
	
	
	
	
	
	Service n°8


Second byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Service n°9

	
	
	
	
	
	
	
	
	
	
	Service n°10

	
	
	
	
	
	
	
	
	
	
	Service n°11

	
	
	
	
	
	
	
	
	
	
	Service n°12

	
	
	
	
	
	
	
	
	
	
	Service n°13

	
	
	
	
	
	
	
	
	
	
	Service n°14

	
	
	
	
	
	
	
	
	
	
	Service n°15

	
	
	
	
	
	
	
	
	
	
	Service n°16


etc.

4.2.4 
EFSHMS (Serving H(e)MS)


If service n°1 is "available" in EFHST, this file shall be present. 

This EF contains one or more Serving H(e)MS addresses, which are used during the H(e)MS discovery procedure, see 3GPP TS  32.583 [x1] for HMS and 3GPP TS 32.593 [x2] for HeMS. The information may be either an IP address or a FQDN to be resolved by DNS.

The first record in the EF shall be considered to be of the highest priority.  The last record in the EF shall be considered to be the lowest priority.

	Identifier: '6F21'
	Structure: linear fixed
	Optional

	
	

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Network Entity Address TLV data object
	M
	X bytes


Network Entity Address

Contents:

- 
Address of Serving H(e)MS (see 3GPP TS 32.583 [x1] for HMS and 3GPP TS 32.593 [x2] for HeMS), in the format of a FQDN, an IPv4 address, or an IPv6 address.

Coding:

- 
The tag value of this Network Entity Address TLV data object shall be '80'. The format of the data object is as follows:

	Field
	Length (bytes)

	Tag
	1

	Length
	1 or 2

	Address Type
	1

	Network Entity Address
	Address Length

	NOTE:
The length is coded according to ISO/IEC 8825 [10]



Address Type: 
Type of the Network Entity address.

This field shall be set to the type of the Network Entity address according to the following:

	Value
	Name

	0x00
	FQDN

	0x01
	IPv4

	0x02
	IPv6

	All other values are reserved
	



Network Entity Address: 

This field shall be set to the address of Serving H(e)MS. When the Address type is set to 0x00, the corresponding Serving H(e)MS Address shall be encoded to an octet string according to UTF-8 encoding rules as specified in IETF RFC 3629 [9].

Unused bytes shall be set to 'FF'.

4.2.5 
EFSSeGW (Serving SeGW)


If service n°2 is "available" in EFHST, this file shall be present. 

This EF contains one or more Serving Security Gateway addresses, which are used during H(e)NB-GW discovery procedure, see 3GPP TS 33.320 [x3]. The information may be either an IP address or a FQDN to be resolved by DNS.

The first record in the EF shall be considered to be of the highest priority.  The last record in the EF shall be considered to be the lowest priority.

	Identifier: '6F22'
	Structure: linear fixed
	Optional

	
	

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Network Entity Address TLV data object
	M
	X bytes


Network Entity Address

Contents:

- 
Address of Serving SeGW (see 3GPP TS 33.320 [x3]), in the format of a FQDN, an IPv4 address, or an IPv6 address.

Coding:

- 
See EFSHMS
4.4.6 
EFSHNBGW (Serving H(e)NB-GW/MME)


If service n°3 is "available" in EFHST, this file shall be present. 

This EF contains one or more Serving H(e)NB-GW addresses, which are used during H(e)NB-GW discovery procedure, see 3GPP TS 25.467 [8] for HNB-GW and 3GPP TS 36.413 [x4] for HeNB-GW/MME. The information may be either an IP address or a FQDN to be resolved by DNS.

The first record in the EF shall be considered to be of the highest priority.  The last record in the EF shall be considered to be the lowest priority.

	Identifier: '6F23'
	Structure: linear fixed
	Optional

	
	

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Network Entity Address TLV data object
	M
	X bytes


Network Entity Address

Contents:

- 
Address of Serving H(e)NB-GW/MME (see 3GPP TS 25.467 [8] for HNB-GW and 3GPP TS 36.413 [x4] for HeNB-GW/MME), in the format of a FQDN, an IPv4 address, or an IPv6 address.

Coding:

- 
See EFSHMS
7.1.1
Command description


The function can be used in the following security context:

· AKA security context during the procedure for authenticating the HPSIM to its H(e)MS and vice versa when  AKA authentication data are available. The function shall be used whenever an AKA context shall be established, i.e. when the terminal receives a challenge from the AKA. A cipher key and an integrity key are calculated. For the execution of the command the HPSIM uses the subscriber authentication key K, which is stored in the HPSIM. The same AKA security context is used for HNB and HeNB authentication.

The function is related to a particular HPSIM and shall not be executable unless the HPSIM application has been selected and activated, and the current directory is the HPSIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause XX).

The HPSIM first computes the anonymity key AK = f5K (RAND) and retrieves the sequence number 
SQN = (SQN  AK)  AK.

Then the HPSIM computes XMAC = f1K (SQN || RAND || AMF) and compares this with the MAC which is included in AUTN. If they are different, the HPSIM abandons the function.

Next the HPSIM verifies that the received sequence number SQN is previously unused. If it is unused and its value is lower than SQNMS, it shall still be accepted if it is among the last 32 sequence numbers generated. A possible verification method is described in TS 33.102 [4].

NOTE:
This implies that the HPSIM has to keep a list of the last used sequence numbers and the length of the list is at least 32 entries. 

If  the HPSIM detects the sequence numbers to be invalid, this is considered as a synchronisation failure and the HPSIM abandons the function. In this case the command response is AUTS, where:

-
AUTS = Conc(SQNMS ) || MACS;

-
Conc(SQNMS) = SQNMS ( f5*K(RAND) is the concealed value of the counter SQNMS in the HPSIM; and

-
MACS = f1*K(SQNMS || RAND || AMF) where:

-
RAND is the random value received in the current user authentication request;

If the sequence number is considered in the correct range, the HPSIM computes RES = f2K (RAND), the cipher key CK = f3K (RAND) and the integrity key IK = f4K (RAND) and includes these in the command response. Note that if this is more efficient, RES, CK and IK could also be computed earlier at any time after receiving RAND.

The use of AMF is HN specific and while processing the command, the content of the AMF has to be interpreted in the appropriate manner. The AMF may e.g. be used for support of multiple algorithms or keys or for changing the size of lists, see TS 33.102 [4]. The AMF contains the EPS AKA indication bit, see 33.401 [XX]. This bit is not interpreted by HPSIM.
* * * End of Changes * * * *
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