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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

The present document defines the Hosting Party Subscription Identity Module (HPSIM) application. This application resides on the UICC, an IC card specified in TS 31.101 [3]. In particular, TS 31.101 [3] specifies the application independent properties of the UICC/terminal interface such as the physical characteristics and the logical structure.
1
Scope

The present document defines the HPSIM application, the UICC application residing in the Hosting Party Module for H(e)NB Hosting Party authentication and provisioning.

The present document specifies 

· identification of the Hosting Party

· security mechanism, e.g. authentication based on EAP-AKA method

· support of information for the initial provisioning (e.g. O&M system contact)

· initialisation procedure on H(e)NB-UICC interface

· O&M procedure 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document. 
[1]
3GPP TS 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.320: "Security of Home Node B (HNB)/ Home evolved Node B (HeNB)".

[3]
3GPP TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics".

[4]
3GPP TS 22.220: "Service requirements for Home Node B (HNB)/ Home eNode B (HeNB)".

[5]
3GPP TS 33.102: "3G Security; Security Architecture".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

H(e)NB Hosting Party: A H(e)NB Hosting Party has a contractual relationship with the operator, related to the provision of access to the operator’s network via one or more H(e)NBs.

NOTE: 
A H(e)NB Hosting Party  is likely to have the billing relationship with the operator. A H(e)NB Hosting Party will typically be the “lead” user in a household, but could be e.g. the corporate IT manager in an enterprise context.

HPSIM: UICC application residing on the Hosting Party Module, providing necessary mechanism for H(e)NB Hosting Party authentication and provisioning.

HNB: A HNB is a Customer-premises equipment that connects a 3GPP UE over UTRAN wireless air interface to a mobile operator’s network using a broadband IP backhaul.
HeNB: A HeNB is a Customer-premises equipment that connects a 3GPP UE over EUTRAN wireless air interface to a mobile operator’s network using a broadband IP backhaul.
3.2
Symbols

For the purposes of the present document, the following symbols apply: 
||
Concatenation


Exclusive or

f1
Message authentication function used to compute MAC

f1*
A message authentication code (MAC) function with the property that no valuable information can be inferred from the function values of f1* about those of f1, ... , f5 and vice versa

f2
Message authentication function used to compute RES and XRES

f3
Key generating function used to compute CK

f4
Key generating function used to compute IK

f5




Key generating function used to compute AK
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x]. 
HeNB: 


Home evolved Node B.
HNB: 



Home Node B

HPSIM: 


Hosting Party Subscription Identity Module.

H(e)NB: 


refers to HNB or HeNB
3.4
Coding Conventions

The following coding conventions apply to the present document.

All lengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8 is the most significant bit (MSB) and b1 is the least significant bit (LSB). In each representation, the leftmost bit is the MSB.

The coding of Data Objects in the present document is according to TS 31.101 [3].

'XX':
Single quotes indicate hexadecimal values. Valid elements for hexadecimal values are the numbers '0' to '9' and 'A' to 'F'.

4
Files
4.1
Contents of the EFs at the MF level

4.2
Contents of files at the HPSIM ADF (Application DF) level

4.3 
HPSIM file structure 
5 
Application Protocol

5.1 
HPSIM management procedures

5.2
HPSIM security related procedures

5.3
Subscription related procedures

6 
Security features

6.1 
User verification and file access conditions

7 
HPSIM commands

7.1

AUTHENTICATE
8 
HPSIM remote management

Annex A (informative): EF changes via Data Download or USAT application

Annex B (informative): Suggested content of the EFs at pre-personalization

Annex C (informative): List of SFI values

Annex <X> (informative):
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