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1. Overall Description:
RAN2 requested SA3 to “inform RAN2 as soon as possible (preferably by RAN2#72) about the need for AS enhancements.”
SA3 would like to respond as follows: 
SA3 made substantial progress on relay node security during their ad hoc meeting. The agreed outcome of the SA3 ad hoc meeting is reflected in the latest living temporary document (attached), which is soon to be turned into the form of a TR 33.8xx. The content of the first version of this TR will be identical to the attached document. 
This document contains a number of relay node security solutions proposed to SA3. SA3 agreed to no longer consider solutions 1, 2, 3, 6, and 10, so these are of no interest to the addressed groups any more.
Potential impact on RAN2 and RAN3:

SA3 could not yet make a decision on whether to use IPsec or enhanced AS security for providing integrity for DRBs over Un, due to the interdependence of this decision with other elements of an overall relay node security architecture. Therefore, the attached living Tdoc contains security solutions using IPsec over Un (4, 7, 9) as well as security solutions using enhanced AS security (5, 8, 11, 12). SA3 believes that a viable security solution can be selected from the living Tdoc and further developed within the Rel-10 timeframe, irrespective of the final decision on the mechanism for providing integrity for DRBs over Un. This implies that the comparison of the pros and cons of the two alternatives from a RAN2 and RAN3 point of view can, to a certain extent, proceed independently of the further detailing of and selection among the security solutions in the living Tdoc. RAN2 and RAN3 are therefore encouraged to study these pros and cons and report back to SA3 at their earliest convenience. SA3 believes that the following points may be useful in this analysis: 
· Integrity-protection for all DRBs on Un, or only those carrying S1- and X2-messages: A new potential threat was identified at the SA3 ad hoc meeting that may make it necessary, contrary to SA3’s assumptions up to now, to integrity-protect all DRBs on Un, instead of only those carrying S1- and X2-messages. SA3 has not been able yet to fully assess the relevance of this new threat. So, this information is just to serve as an early warning. SA3 will make an effort to progress the assessment of this threat as soon as possible over email and report any findings in time before the start of the October meetings of the addressed WGs. 

· Integrity protection mechanism: enhancing AS security will need new specification work in RAN2, while IPsec does not have an impact on the AS level.
· Key handling: for the solutions using enhanced AS security the key derivation and key changing procedures only require modifications at AS or IP level for the purpose of deriving a new AS user plane integrity key, while for some IPsec-based solutions (7 and 9) such changes are needed and/or an interdependence between AS level and IPsec level is created. 
· Changes to the S1 protocol: all solutions require the inclusion of additional parameters in S1 messages between MME and DeNB, at least one solution (9) also may require enhancing S1 over Un. 

Potential impact on CT1 and CT4:
· Changes to the NAS protocol: some solutions (5, 8, 12) require such modifications. 
· Changes to the subscriber profile: all solutions require an indication in the subscriber profile that the subscription is for relay nodes. 

· Changes to the S6a protocol: potential modifications are ffs. 
· Changes to key handling above AS level: some solutions (5, 8, 12) introduce changes to how keys are derived in the EPS key hierarchy.
Potential impact on CT6:

· Enhanced USIM: one solution (12) requires a modification of the USIM functionality. 

· Secure channel: several solutions (4, 7, 11, 12) require a secure channel between RN and UICC according to ETSI TS 102 484.

· Labels for UICC applications: some solutions (4, 11) use two differents USIMs, which may be distinguished by using labels according to TS 31.101. It needs to be clarified whether CT6 or SA3 should standardize the use of these labels. 

Further question to RAN2:
A contribution to the SA3 ad hoc meeting raised the question in which types of UE-handovers an RN could be involved. These possible types have, for now, been included in clause 5.7.1 of the attached living Tdoc. RAN2 is asked to comment on the validity of these handover types for Rel-10.
2. Actions 
to all addressed WGs:

to take the potential impact of the various solutions into account and provide feedback to SA3, including any Rel-10 time constraints.
to RAN2:

to kindly provide an answer on the possible types of UE-handovers. 
4. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #61, 15 – 19 November, 2010, Sorrento, Italy
TSG-SA WG3 Meeting #62, 24 – 28 January, 2011, Ljubljana, Slovenia
