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TS 22.101 clause 14 reads:

-
Ciphering Indicator for terminals with a suitable display;

-
The ciphering indicator feature allows the UE to detect that the 3GPP radio interface ciphering (user plane) is not switched on and to indicate this to the user. The ciphering indicator feature may be disabled by the home network operator setting data in the SIM/USIM. The default terminal behaviour shall be to take into account the operator setting data in the SIM/USIM. However, terminals with a user interface that can allow it, shall offer the possibility for the user to configure the terminal to ignore the operator setting data in the SIM/USIM. If this feature is not disabled by the SIM/USIM or if the terminal has been configured to ignore the operator setting data in the SIM/USIM, then whenever a user plane connection is in place, which is, or becomes un-enciphered, an indication shall be given to the user. In addition, if this feature is not disabled by the SIM/USIM or if the terminal has been configured to ignore the operator setting data in the SIM/USIM, then additional information may also be provided about the status of the ciphering. Ciphering itself is unaffected by this feature, and the user can choose how to proceed;
A UE with suitable user notification capabilities may be used in contexts where it is left unattended, typically in Machine to Machine communications. In such contexts, USAT based applications may be used in order to implement a kind of "user logic". Decisions made within the application such as sending information back into the network could be dependent on whether specific security requirements are met.

In this regard, CT6 is invited to consider whether it would make sense for the USAT framework to get a notification from the UE (e.g event) when the ciphering indicator status is changed and if the ciphering indicator feature has not been disabled in the USIM.
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