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1. Overall Description:

CT6 thank SA3 for communicating the latest version of TR 33.812 v 1.5.0. The content was discussed both in CT6 and in ad-hoc meetings and the following conclusions were reached:

UICC-based security, as described in scenario 2, is the current and proven basis for network authentication in 3GPP. There is a broad agreement that the trust level reached with this solution is satisfactory and future-proof.

The alternate solution described in scenario 1a does not appear to be based on a secure chip. The acronym TRE is used for Trusted Runtime Environment but  based on the description of a TRE in TR 33.812 it is very difficult to assess how this proposal fit to guarantee secure operation of the M2M device and proper protection of operator-related data and applications. Furthermore, implementing security features such as network authentication outside of the UICC contradicts the 3GPP requirements on the topic. 
The alternate solution described in scenario 3 focuses on updating an already deployed UICC in order to alter subscription- and management-related data. While deeming this scenario as theoretically feasible, CT6 would like to point out the following:

· More than just subscription and OTA management keys need to be changed when switching from MNO A to MNO B. The consequence is that a common USIM configuration (e.g. files, file sizes, access conditions, etc.) need to be defined, agreed and harmonised across the operators community for the behaviour of the M2M device to be predictable after a subscription change.

· A common set of authentication algorithms or one standard authentication algorithm would need to be agreed between operators. Today many operators use either the Milenage algorithm with proprietary configuration or their own proprietary algorithms for authentication. The free choice of the algorithm is one advantage of the 3G security architecture. Furthermore, mandating one algorithm or a common set of algorithms may be considered unacceptable by operators.

· The need to update the OP parameter via OTA is seen as another problem as it would require transmission of one of the most critical security parameters and thus open up an additional security risk.

· Additional applications in the UICC might not be shareable between operators. An additional remote application management would therefore need to be put in place in order to make sure separation and confidentiality of MNO data is guaranteed. This would create  overhead in the system. e.g.  additional infrastructure and operation burden

.
2. Actions:

CT6 kindly asks SA3 to take into account the above CT6 considerations in the conclusion of TR 33.812.
3. Date of Next CT6 Meeting:

CT6 Meeting #53
10th - 12nd November 2009
Beijing, China
CT6 Meeting #54
23rd - 25th February 2010
San Francisco, US
