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3.8


Applicability table

Table B.1: Applicability of tests

	Item
	Description
	Tested feature defined in Release
	Test sequence(s)
	R99 ME
	Rel-4 ME
	Rel-5 ME
	Rel-6 ME
	Rel-7 ME
	Rel-8 ME
	Support

	1
	UE identification by short IMSI
	R99
	5.1.1
	M
	M
	M
	M
	M
	M
	

	[…] 

	56
	Service Dialling Numbers handling
	R99
	9.2
	N/A
	N/A
	N/A
	C021
	C021
	C021
	

	
	NAS security context parameter handling when service "EMM Information" is available
	Rel-8
	z.1
	N/A
	N/A
	N/A
	N/A
	N/A
	C027
	

	
	NAS security context parameter handling when service "EMM Information" is not available, no IMSI change
	Rel-8
	z.2
	N/A
	N/A
	N/A
	N/A
	N/A
	C027
	

	
	NAS security context parameter handling when service "EMM Information" is not available, IMSI changed
	Rel-8
	z.3
	N/A
	N/A
	N/A
	N/A
	N/A
	C027
	

	
	
	
	
	
	
	
	
	
	
	


 […]

4.4
Definition of E-UTRAN/EPC UICC

The E-UTRAN/EPC test cases require a different configuration than the one described in subclause 4.1. For that purpose a default E-UTRAN/EPC UICC is defined. In general the values of the E-UTRAN/EPC UICC are identical to the default UICC, with the following exceptions:

4.4.1
EFUST (USIM Service Table)

Logically:
Local Phone Book available


User controlled PLMN selector available


Fixed dialling numbers available


Barred dialling numbers available


The GSM Access available


The Group Identifier level 1 and level 2 not available


Service n 33 (Packed Switched Domain) shall be set to '1'

Enabled Services Table available

EPS Mobility Management Information available

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xx1x xx11
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	
	
	
	
	
	
	
	
	
	
	

	
	B9
	B10
	B11
	
	
	
	
	

	
	xxxx xxxx
	xxxx xxxx
	xxxx 1xxx
	
	
	
	
	


The coding of EFUST shall conform with the capabilities of the USIM used.

4.4.x

EFEPSNSC (EPS NAS Security Context)
Logically:
Key Set Identifier KSIASME:


'07'
(no key available)

ASME Key (KSIASME) :


'FF' (not available)

Uplink NAS count:



'00'

Downlink NAS count:


'00'

Identifiers of selected NAS 

'FF'
integrity and encryption 
algorithm

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	…
	…
	…
	…
	Bxx

	Hex
	A0
	xx
	80
	01
	07
	81
	00
	…
	…
	…
	…
	xx


[…]

Z
NAS security context parameter handling
z.1
NAS security context parameter handling when service "EMM Information" is available
z.1.1
Definition and applicability

The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record.

z.1.2
Conformance requirement

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.

Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. 
If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.

-
TS 24.301 [6], subclause 4.2.2.1 and Annex C;
-
TS 31.102 [4], subclause 4.2.92;
-
TS 33.401 [27], subclause 6.1.1.
z.1.3
Test purpose

To verify that the ME generates the EPS security context identified by a key set identifier for E-UTRAN (eKSI) and stores all inside EFEPSNSC if this EF is available.
z.1.4
Method of test

z.1.4.1
Initial conditions

For this test an E-USS is required.

The E-USS transmits on one cell, with the following network parameters:

-
TAI (MCC/MNC/TAC):
246/081/0001.

-
Access control:
unrestricted.
The default E-UTRAN UICC is used.
z.1.4.2
Procedure

a)
The UE is switched on.

b)
After receipt of an RRCConnectionRequest from the UE the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.

c)
During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete) from the UE, the E-USS initiates the EPS authentication and AKA procedure. The E-USS uses 


eKSI:




'00'
d) Afterwards the E-USS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS sends AttachAccept to the UE with:


TAI (MCC/MNC/TAC) list:
246/081/TACs: 0001, 0003, 0004


GUTI:






"24608100010266345678"

e)
After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease, to the UE 

z.1..5
Acceptance criteria

1) After step a) the UE shall read EFUST and EFEPSNSC.
2) During step b) the UE shall indicate in the AttachRequest that no key is available
3) During step c) the UE shall send the AuthenticationResponse message.
4)  During step d) the UE shall send the (NAS) SecurityModeComplete message
5) After step e) EFEPSNSC shall contain:

EFEPSNSC (EPS NAS Security Context)

Logically:
Key Set Identifier KSIASME:


'00'

ASME Key (KSIASME) :


32 byte key, value not checked

Uplink NAS count:



any value

Downlink NAS count:


any value

Identifiers of selected NAS 

any value
integrity and encryption 
algorithm


	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	…
	…
	Bxx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	…
	…
	xx


z.2
NAS security context parameter handling when service "EMM Information" is not available, no IMSI change
z.2.1
Definition and applicability

The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].

The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.

The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record.

z.2.2
Conformance requirement

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.

Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. 
If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.


-
TS 24.301 [6], subclause 4.2.2.1 and Annex C;

-
TS 31.102 [4], subclause 4.2.92;

-
TS 33.401 [27], subclause 6.1.1.

z.2.3
Test purpose

To verify that the ME generates the EPS security context identified by a key set identifier for E-UTRAN (eKSI) and stores all inside a non-volatile memory in the ME as EMM information is not available on the USIM. During the test the IMSI on the USIM remains unchanged.
z.2.4
Method of test

z.2.4.1
Initial conditions

For this test an E-USS is required.

The E-USS transmits on one cell, with the following network parameters:

-
TAI (MCC/MNC/TAC):
246/081/0001.

-
Access control:
unrestricted.

The default UICC (without the service "EMM Information") is installed into the Terminal and the UE is powered on.

z.2.4.2
Procedure

a)
The UE is switched on.

b)
After receipt of an RRCConnectionRequest from the UE the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.

c)
During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete) from the UE, the E-USS initiates the EPS authentication and AKA procedure. The E-USS uses 


eKSI:




00

d) Afterwards the E-USS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS sends AttachAccept to the UE with:


TAI (MCC/MNC/TAC) list:
246/081/TACs: 0001, 0003, 0004


GUTI:






"24608100010266345678"

e)
After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease, to the UE 

f)  The UE is switched off and performs the Detach procedure.

g) 
The default UICC remains in use. 

h) 
The Terminal is switched on. 

i) 
After receipt of an RRCConnectionRequest from the UE the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.

j)
During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete) from the UE, E-USS transmits a (NAS) SecurityModeCommand message to activate NAS security using the last known KASME, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS sends AttachAccept to the UE with:


TAI (MCC/MNC/TAC) list:
246/081/TACs: 0001, 0003, 0004


GUTI:






"24608100010266345619"

k)
After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease to the UE 

z.2..5
Acceptance criteria

1) After step a) the UE shall read EFUST
2) During step b) the UE shall indicate in the AttachRequest that no key is available
3) During step c) the UE shall send the AuthenticationResponse message.
4) During step d) the UE shall send the (NAS) SecurityModeComplete message
5) During step j) UE shall indicate in the AttachRequest eKSI as 00
6) During step j) the UE shall send the (NAS) SecurityModeComplete message
7) During step k) the UE shall send the AttachComplete message
z.3
NAS security context parameter handling when service "EMM Information" is not available, IMSI changed
z.3.1
Definition and applicability

The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].

The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.

The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record.

z.3.2
Conformance requirement

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.

Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. 
If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.

These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.


-
TS 24.301 [6], subclause 4.2.2.1 and Annex C;

-
TS 31.102 [4], subclause 4.2.92;

-
TS 33.401 [27], subclause 6.1.1.

z.3.3
Test purpose

1.) To verify that the ME generates the EPS security context identified by a key set identifier for E-UTRAN (eKSI) and stores all inside a non-volatile memory in the ME as EMM information is not available on the USIM.
2.) To verify that UE deletes existing EMM parameters from the ME’s non-volatile memory in case a different IMSI is activated.
z.3.4
Method of test

z.3.4.1
Initial conditions

For this test an E-USS is required.

The E-USS transmits on one cell, with the following network parameters:

-
TAI (MCC/MNC/TAC):
246/081/0001.

-
Access control:
unrestricted.

The default UICC (without the service "EMM Information") is installed into the Terminal and the UE is powered on.

z.3.4.2
Procedure

a)
The UE is switched on.

b)
After receipt of an RRCConnectionRequest from the UE the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.

c)
During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete) from the UE, the E-USS initiates the EPS authentication and AKA procedure. The E-USS uses 


eKSI:




00

d) Afterwards the E-USS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS sends AttachAccept to the UE with:


TAI (MCC/MNC/TAC) list:
246/081/TACs: 0001, 0003, 0004


GUTI:






"24608100010266345678"

e)
After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease, to the UE 

f)  The UE is switched off and performs the Detach procedure.

g) 
A new UICC with the following configuration is activated:

 

The default UICC with the following exception: The IMSI is set to "246081222233333". 

h) 
The Terminal is switched on. 

i) 
After receipt of an RRCConnectionRequest from the UE the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.

j)
During registration and after receipt of an ATTACH REQUEST (included in the RRCConnectionSetupComplete) from the UE, E-USS transmits a (NAS) SecurityModeCommand message to activate NAS security using the last known KASME .
k) The UE responds with (NAS) SecurityModeReject.
k)
The E-USS sends RRCConnectionRelease to the UE 

z.3..5
Acceptance criteria

1) After step a) the UE shall read EFUST
2) During step b) the UE shall indicate in the AttachRequest that no key is available
3) During step c) the UE shall send the AuthenticationResponse message.
4) During step d) the UE shall send the (NAS) SecurityModeComplete message
5) During step j) UE shall indicate in the AttachRequest that no key is available
6) After step j) the UE shall send the (NAS) SecurityModeReject message
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