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4.2.92
EFEPSNSC (EPS NAS Security Context)

If service n°85 is "available", this file shall be present.

This EF contains the EPS NAS Security context as defined in TS 33.401 [52]. This file shall contain only one record.

	Identifier: '6FE4'
	Structure: linear fixed
	Optional

	SFI: '18'
	

	Record size: X bytes
	Update activity: high

	Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	EPS NAS Security Context TLV Object
	M
	X bytes


EPS NAS Security Context tags

	Description
	Tag Value

	EPS NAS Security Context Tag
	'A0'


EPS NAS Security Context information

	Description
	Value
	M/O
	Length (bytes)

	EPS NAS Security Context Tag
	'A0'
	M
	1

	Length (length of all subsequent data: see Note 3)
	Y
	M
	Note 1

	Key set identifier KSIASME Tag
	'80'
	M
	1

	Length
	K
	M
	Note 1

	Key set identifier KSIASME
	--
	M
	K

	ASME key (KASME) Tag
	'81'
	M
	1

	Length
	L
	M
	Note 1

	ASME key (KASME)
	--
	M
	L

	Uplink NAS count Tag
	'82'
	M
	1

	Length
	M
	M
	Note 1

	Uplink NAS count
	--
	M
	M

	Downlink NAS count Tag
	'83'
	M
	1

	Length
	N
	M
	Note 1

	Downlink NAS count 
	--
	M
	N

	KNASint Tag
	'84'
	M
	1

	Length
	O
	M
	Note 1

	KNASint
	--
	M
	O

	KNASenc Tag
	'85'
	M
	1

	Length
	P
	M
	Note 1

	KNASenc
	--
	M
	P

	Identifiers of selected NAS integrity and encryption algorithms Tag
	'86'
	M
	1

	Length
	S
	M
	Note 1

	Identifiers of selected NAS integrity and encryption algorithms
	--
	M
	S

	Next Hop parameter NH Tag (see Note 2)
	'87'
	C
	1

	Length 
	T
	C
	Note 1

	Next Hop parameter NH
	--
	C
	T

	Next Hop Chaining Counter parameter NCC Tag (see Note 2)
	'88'
	C
	1

	Length
	U
	C
	Note 1

	Next Hop Chaining Counter parameter NCC
	--
	C
	U

	Note 1:
The length is coded according to ISO/IEC 8825 [35]

Note 2: 
Next Hop parameter NH TLV and Next Hop Chaining Counter parameter NCC Tag are only included by EMM-ACTIVE mode UEs.
Note 3:
In order to mark the stored  EPS NAS security context as invalid, the Length field of 'A0' TLV shall be set to '00' and the subsequent bytes to 'FF'.


-
Key set identifier KSIASME  Tag '80'

Contents:

The ASME key set identifier as defined in TS 33.401 [52]. In this release the KSIASME is coded on 1 byte.

Coding:

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	KSIASME

	
	
	
	
	
	
	
	
	
	
	bits b4 to b8 are coded 0


-
ASME key (KASME) Tag '81'

Contents:

The ASME Key as defined in TS 33.401 [52]. In this release the ASME key is coded on 32 bytes.

Coding:

The most significant bit of KASME is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KASME is the least significant bit of the last byte of this TLV value field.

-
Uplink NAS count Tag '82'

Contents:

The uplink NAS count as defined in TS 33.401 [52]. In this release the Uplink NAS count is coded on 4 bytes.

Coding:

The most significant bit of the uplink NAS count is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the uplink NAS count is the least significant bit of the last byte of this TLV value field.

-
Downlink NAS count Tag '83'

Contents:

The downlink NAS count as defined in TS 33.401 [52]. In this release the downlink NAS count is coded on 4 bytes.

Coding:

The most significant bit of the downlink NAS count is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the downlink NAS count is the least significant bit of the last byte of this TLV value field.

-
KNASint Tag '84'

Contents:

The KNASint as defined in TS 33.401 [52]. In this release the KNASint may be coded on 16 bytes.

Coding:

The most significant bit of KNASint is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KNASint is the least significant bit of the last byte of this TLV value field.

-
KNASenc Tag '85'

Contents:

The KNASenc as defined in TS 33.401 [52]. In this release the KNASenc may be coded on 16 bytes.

Coding:

The most significant bit of KNASenc is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KNASenc is the least significant bit of the last byte of this TLV value field.

-
Identifiers of selected NAS integrity and encryption algorithms Tag '86'

Contents:

The identifiers of selected NAS integrity and encryption algorithms as defined in TS 33.401 [52] and TS 24.301 [51]. In this release the identifiers of selected NAS integrity and encryption algorithms are coded on 1 byte.

Coding:

as the content of the NAS security algorithms information element defined in TS 24.301 [51].

Byte 1 of this TLV value field: first byte of the NAS security algorithms information element

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	

	
	
	MSB
	
	
	
	
	
	
	


-
Next Hop parameter NH Tag '87'

Contents:

The next Hop parameter NH as defined in TS 33.401 [52]. In this release the Next Hop parameter NH is coded on 32 byte.

Coding:

The most significant bit of the Next Hop parameter NH is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the Next Hop parameter NH is the least significant bit of the last byte of this TLV value field.

-
Next Hop Chaining Counter parameter NCC Tag '88'

Contents:

The Next Hop Chaining Counter parameter NCC as defined in TS 33.401 [52].

Coding:

The most significant bit of the Next Hop Chaining Counter parameter NCC is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the Chaining Counter parameter NCC is the least significant bit of the last byte of this TLV value field.
Unused bytes shall be set to 'FF'.

Annex H (normative):
List of SFI Values

This annex lists SFI values assigned in the present document.

H.1
List of SFI Values at the USIM ADF Level

	File Identification
	SFI
	Description

	'6FB7'
	'01'
	Emergency call codes

	'6F05'
	'02'
	Language indication

	'6FAD'
	'03'
	Administrative data

	'6F38'
	'04'
	USIM service table

	'6F56'
	'05'
	Enabled services table

	'6F78'
	'06'
	Access control class

	'6F07'
	'07'
	IMSI

	'6F08'
	'08'
	Ciphering and integrity keys

	'6F09'
	'09'
	Ciphering and integrity keys for packet switched domain

	'6F60'
	'0A'
	User PLMN selector

	'6F7E
	'0B'
	Location information

	'6F73'
	'0C'
	Packet switched location information

	'6F7B'
	'0D'
	Forbidden PLMNs

	'6F48'
	'0E'
	CBMID

	'6F5B'
	'0F'
	Hyperframe number

	'6F5C'
	'10'
	Maximum value of hyperframe number

	'6F61'
	'11'
	Operator PLMN selector

	'6F31'
	'12'
	Higher Priority PLMN search period

	'6F62'
	'13'
	Preferred HPLMN access technology

	'6F80'
	'14'
	Incoming call information

	'6F81'
	'15'
	Outgoing call information

	'6F4F'
	'16'
	Capability configuration parameters 2

	'6F06'
	'17'
	Access Rule Reference

	'6FC5'
	'19'
	PLMN Network Name

	'6FC6'
	'1A'
	Operator Network List

	'6FCD'
	'1B'
	Service Provider Display Information

	‘6F39’
	‘1C’
	Accumulated Call Meter (see note)

	'6FD9'
	'1D'
	Equivalent HPLMN

	'6FE3'
	'1E'
	EPS location information

	'6FE4'
	'18'
	EPS NAS Security Context

	NOTE:
When used the value ‘1C’ shall be used as SFI for EFACM, for compatibility reasons the terminal shall accept other values.


All other SFI values are reserved for future use.
�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





