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*** start of 1st change ***

13 Support for migration from pre-EPS HSSs and HLRs in the core network
13.1 General

EPS AKA differs from UMTS AKA in that CK and IK never leave the HSS. Furthermore, the HSS has to perform an additional key derivation step on the authentication vectors generated by the Authentication Centre. Hence, an HSS supporting EPS contains security functionality not present in pre-EPS HSSs or HLRs. However, it seems unreasonable to require that all pre-EPS HSSs or HLRs are updated to Rel-8 at the same time and prior to putting into operation the first E-UTRAN access network. Therefore, a migration strategy is needed to allow a stepwise introduction of EPS-compliant HSSs into an operator’s network. This clause specifies a stepwise migration from pre-EPS systems to full EPS compliant systems. 

13.2 Stepwise upgrade

14 Two migration scenarios are covered:

· an operator makes a stepwise upgrade of HLRs and HSSs to include EPS functionality in its own PLMN. 

· an operator makes a stepwise upgrade of HLRs and HSSs to enable his users receiving E-UTRAN access while roaming in a foreign EPS network. 

15 The stepwise upgrade consists of two steps: 

· In the first step, all HLRs and HSSs within the operator's network shall be modified as specified in this clause. The deployment of E-UTRAN in the operator’s own PLMN or roaming in a foreign EPS network may start only after completion of the first step. 

· In the second step, some (eventually all) HLRs and HSSs within the operator's network are upgraded to EPS, and users can enjoy full EPS security. 

16 This clause specifies the first step. In the second step, the features in clauses 4 through 12 of this specification are applied. 

17 In step 1, pre-EPS HLR/HSSs shall statically set the AMF separation bit to one.
The first step assumes the use of an Interworking Function (IWF). The IWF resides in the HPLMN or in the VPLMN in the roaming case and in the HPLMN otherwise. The IWF is no longer needed after completion of the second step for all HLRs and HSSs in HPLMNs.

The IWF shall apply a policy defining whether subscribers homed on a given HPLMN are allowed E-UTRAN access in a given VPLMN with UMTS level security. 

When receiving from the HLR/HSS an UMTS authentication vector, as defined in 3GPP TS 33.102 [4] the IWF shall check its stored policy. If the policy indicates that E-UTRAN access with UMTS level security is not allowed, the IWF shall remove the UMTS authentication vector from the message received from the HLR/HSS before forwarding it to the MME. If E-UTRAN access with UMTS level security is allowed according to the policy, the IWF shall transform the UMTS authentication vector into an EPS authentication vector by deriving KASME as defined in clause 6 of this specification, and shall send the EPS authentication vector to the MME.

The network entities involved in step 1 are depicted in the following figure for the case the IWF resides in the HPLMN:
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Figure 13-1: Network entities involved in migration 

*** end of 1st change ***
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