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Source: Vodafone


As there are many Liaison statements and input documents on M2M at this meeting, Vodafone felt it would be helpful to provide a summary of the progress on the topic within 3GPP (particularly SA, SA1 and SA3).

1. Supporting documentation

This section contains extracts from SA plenary, SA1 and SA3 meetings regarding machine to machine usage.
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2. Summary of SA1 meetings

Below are extracts from SA1 #34 to SA1 #40.  This meeting range covers the discussion on the SA1 TR on M2M (3GPP TR 22.868) from being sent for information to the present.  I was unable to locate the minutes for meeting SA1#41.
3. From S1-070002….  (SA1#34 minutes)

7.1
Machine to Machine

	Document Number
	Title
	Source
	Result

	S1-061002
	M2M Correction clause 5.5, addressing
	T-Mobile
	Noted. Text to be included in the TR.

	S1-061003
	Agenda SWG M2M
	SWG Chairman
	Approved in Sophia Antipolis ad hoc

	S1-061004
	M2M: Restructuring TR 22.868
	T-Mobile
	Revised to S1-061073

	S1-061073
	Revision Restructuring TR 22.868
	SWG M2M
	Noted. Text to be included in the TR.

	S1-061074
	Report SWG M2M Ad Hoc
	SWG M2M Chair (T-Mobile)
	Approved

	S1-061077
	TR 22.868 V1.1.0
	Rapporteur
	Document agreed in SWG, basis for further work; revised based on 1260 to 1313.

	S1-061289
	Presetntation of SWG M2M ad hoc in Sophia Antipolis
	Rapporteur
	Noted


The report of the Machine to Machine SWG held between SA1 #33 and SA1 #34 was provided in document S1-061074 XE "S1-040480"  and a summary presentation was provided in document S1-061289 XE "S1-040481" . The presentation was noted and the report was approved.

The SWG had three input documents which were processed in one session. The second reserved time slot was not needed.

Apart from editorial modifications and a correction concerning the addressing a new clause was introduced in TR 22.868 to collect possible requirements. 

Certain areas have been highlighted to need further elaboration:

-
The use case section where high volume data transfer use cases could be introduced and Vodafone intends to bring some contribution for SA1#34.

-
The security section, especially clause 5.4.2 Adaptation of Security, which the intention is not very clear of. Siemens will try to improve this in SA1#34.

-
Clause 6 on possible requirements, as it has been introduced in this meeting.

A version 1.1.0 of the TR was created (S1-061077) which serves as baseline document for further contributions.

The status of the documents handled in the SWG is per in the table above.

4. From S1-070428….  (SA1#35 minutes)

8.3
M2M

	Document Number
	Title
	Source
	Result

	S1-070058
	M2M Security Considerations
	Ericsson
	Revised to 232

	S1-070064
	M2M TR22.868 - New material & Editorial improvements
	Vodafone
	Approved; to be added to the TR

	S1-070082
	M2M TR22.868 - Proposed text for considerations on addressing
	T-Mobile
	Approved; to be added to the TR

	S1-070083
	M2M TR22.868 - Proposed text for considerations on security
	T-Mobile
	Revised to 232

	S1-070232
	M2M TR22.868 - Proposed text for considerations on security
	T-Mobile
	Approved; to be added to the TR

	S1-070252
	TR22.868 version 1.3.0 on Machine to Machine communications
	Rapporteur/Siemens
	Revised to 292

	S1-070292
	TR22.868 version 2.0.0 and cover on Machine to Machine communications
	Rapporteur/Siemens
	Revised to 298

	S1-070298
	TR 22.868 version 2.0.0 and cover on Machine to Machine communications
	Rapporteur/Siemens
	Agreed to be sent to SA for approval


Document S1-070058 contained an input on M2M Security Considerations from Ericsson. The feature M2M communication is said to involve lots of business potential. In order to utilize these opportunities there are some serious issues that need to be solved from standards perspective. This contribution points out obvious problems related to security.
Document S1-070083 contained an input to the M2M TR22.868 with proposed text for considerations on security from T-Mobile. This document proposed to add a new section 5.4.x “Adaptation of Level of Security” for the M2M TR 22.868. 

To some extent, the two contributions address the same problem, but not entirely with the same solution. It was asked if it is in the remit of 3GPP to specify physical security. Normally, this is up to the end user. Besides, there are possible electrical mechanisms to back up any physical security and there is also ways to limit the exposure like restriction of the service or the numbers accessible. 

An off line session was held to discuss and merge these documents. The result was provided in S1-070232. It was agreed to be put into the TR in S1-070252. The updated TS with the cover sheet was provided in S1-070292. It was revised to S1-070298 and it was agreed to be sent to SA for approval as version 2.0.1. 

Document S1-070082 contained an input to the M2M TR22.868 with proposed text for considerations on addressing from T-Mobile. The document proposed to add a new text for the M2M TR 22.868 in chapter 5.5.5 “Conclusion concerning addressing” as well as a minor editorial change in section 4.1 “Overview”. It was agreed to be put into the TR by the rapporteur.
Document S1-070064 contained an input to the M2M TR22.868 - New material & Editorial improvements from Vodafone. The document proposed some editorial improvements to the existing text and adds a new section 5.3.2: Fixed Location, low mobility and low activity terminals. The list of possible requirements in section 6 has also been extended to capture the potential new requirements identified in section 5.3.2. 
A quick comment was the use of the term eCall that is not defined anywhere. Either it should be removed or it should be defined. There was some debate on the sentence “A terminal type identifier (TTID), distributed with the normal subscription information could, for example, also be used to identify eCall terminals and telematic systems”. Some delegates wanted this removed, others indicated that the TR was a collection of wishes and so it should stay in. Since the sentence contained the term eCall, by deleting the sentence. Some form of this was agreed to be put into the TR by the rapporteur.
The updated TR 22.868 v1.3.0 was provided in S1-070274. In order to provide completely MBMS service features for roaming users, a requirement of MBMS service subscribution for roaming users was proposed in this CR. Currently, the roaming user can enjoy the services subscribed in HPLMN, but the requirement to subscribe MBMS service of HPLMN for roaming user was not then proposed.  For example, Bob lives in New York and is traveling in Paris.  Bob wants to watch a TV program which is shown in a local TV channel of New York and this TV program can be ordered on demand via a MBMS service provided in New York.  Thus, Bob hopes to subscribe such MBMS service in Paris. 

It was commented that the reference to “provided locally” should be deleted. Some minor editorials were made. It was revised to S1-070288 and it was agreed to be sent to SA for approval as CR 0051. It was noted that the CR number allocated to S1-070274 was erroneous since it was to the wrong TS. 
5. From S1-070813…  (SA1#36 minutes)
8.13
Facilitating Machine to Machine Communication in GSM and UMTS (M2M) (Allocation to plenary)

	Document Number
	Title
	Source
	Result

	S1-070608 
	Authentication of M2M terminals
	Ericsson
	Noted

	S1-070609 
	Authentication of M2M terminals
	Ericsson
	Noted


Document S1-070608 contained a contribution on Authentication of M2M terminals from Ericsson. This discussion paper proposes a generic (U)SIM functionality that allows (U)SIM parameters to be downloaded into a non-UICC based M2M terminal. A downloadable (U)SIM would satisfy the needs coming from M2M and non-UICC based IMS applications.

Hence, this contribution proposes to include the following non-UICC based use cases in 3GPP M2M TR 22.868: 

- 
Initiation of a subscription
-
Update of subscription 

- 
Change of operator. 

There were some discussions about security environments of downloaded application. It was commented that this is ongoing research and the chipsets will soon be available for wireless devices which are capable of supporting secure environments. Some companies supported Ericsson proposal and wanted not to lose currently changing market.

It was also noted that this kind of solution were already discussed intensively in the M2M past work and that at the end were not included.

It was recognised that there is a need to solve the security issues how to change subscription. It was noted that there are many issues e.g. temperature, resistance which are not covered by this proposal. DoCoMo preferred to have more detailed proposals. Ericsson proposed to establish a new WI. It was considered that more inputs and solutions for this paper are needed. Also this is very much security related so SA3 needs to be strongly involved. The document was noted.

6. From Draft-S1-Report-37-V001…

8.12
Facilitating Machine to Machine Communication in GSM and UMTS (M2M) (Allocation to plenary)

(no content)

7. From Draft2 meeting minutes from meeting 37bis…

S1-071213 from S3-070664: LS on M2M Security 
SA3 inform SA1 that they have approved a Study Item (attached to the LS) to support SA1 M2M's TR 22.868. SA3 will cover security aspects of remote management of USIM applications to a M2M equipment.
Discussion: It was well appreciated that SA3 starts working on this issue. However, the SA1 convenor hopes that no real specification work will be done before the corresponding requirements are seen by SA1, since it seems that the SI is implicitly mentioning the soft-SIM solution, which was not addressed by SA1.
Conclusion: Noted.
8. From Draft minutes SA1_38…

(no content)

9. From Draft minutes SA1_39…

(no content)

10. From Draft minutes SA1_40…

S1-080595 from KPN: Proposed WID on Network Improvements for Machine to Machine (M2M ) and Machine to Human (M2H) type Communications 
Revision of S1-080559

Discussion: For Nokia, the M2M is a type of telemetric application, whereas the requirements might be different for Machine to Human. China Mobile explained that Machine to Human is also a type of application using little data, e.g. heating control, etc.

For Siemens, "M2H" is just a specific case of M2M where the application interacts with the user and should not be distinguished from a Network perspective.

The last sentence of section 4 is to make a clear distinction between SA1 and SA3 work items. It can be further improved. The SA3 Work Item should be mentioned in the "linked work item" section.

For Nokia, it should stick to M2M, otherwise, the term M2H would lead to confusion on whether the specification of the MMI is covered by the WI (and the original actions will be decided by the human whatever the case anyway). "Machine-type communication" can be the way out to remove this ambiguity.

The time-line has to be revised too.

Conclusion: Revised to S1-080712

S1-080712 from KPN: Proposed WID on Network Improvements for Machine-type Communications 
Revision of S1-080595.

This version takes into account the comments on the previous one, using rev marks.

Discussion: The name of the rapporteur (Toon Norp) is missing

Conclusion: Revised to S1-080756

S1-080756 from KPN: Proposed WID on Network Improvements for Machine-type Communications 
Revision of S1-080712

Conclusion: Agreed to be sent to SA.

11. Summary of SA meetings
The meeting extracts below cover the setting up of the WID for the SA1 M2M TR, the approval of the SA1 TR and comments on the SA1 and SA3 further work.

12. From SP_29_Approved_Rep_v100 (SA Plenary#29)…

TD SP‑050527 Proposed Study item: Facilitating Machine to Machine Communication in GSM and UMTS (M2M). This was proposed by SA WG1.

Discussion and conclusion:

It was clarified that the study was aimed at finding solutions which can boost the machine to machine communication in a way which is beneficial for both user experience and operators. It was noted that the SA WG1 status report had made a specific request to decide which type of TR (800-series or 900-series) this should result in. It was agreed that this should not need to be maintained when complete and can be an internal 3GPP report and TSG SA suggested that this should be an 800-series TR. With this, this Study WI description was approved.
13. From SP_30_Approved_Rep_v100 (SA Plenary#30)…

11.4
(M2M) - Facilitating Machine to Machine Communication in GSM and UMTS

There were no specific contributions under this agenda item.

14. From SP_31_Approved_Rep_v100 (SA Plenary#31)…

11.4
(M2M) - Facilitating Machine to Machine Communication in GSM and UMTS

There were no specific contributions under this agenda item.

15. From SP_32_Approved_Rep_v100 (SA Plenary#32)…

12.5 (M2M) - Facilitating Machine to Machine Communication in GSM and UMTS

There were no specific contributions under this agenda item.

16. From SP_33_Approved_Rep_v100 (SA Plenary#33)…

12.7
(M2M) - Facilitating Machine to Machine Communication in GSM and UMTS

TD SP‑060477 TR 22.868 V1.0.0 on Machine to Machine Communications. This was provided by SA WG1.

Discussion and conclusion:

This TR was provided for information and was noted. Members were asked to review the document and provide any comments to SA WG1.

17. From SP_34_Approved_Rep_v100 (SA Plenary#34)…

12.4
(M2M) - Facilitating Machine to Machine Communication in GSM and UMTS

There were no specific contributions under this agenda item.

18. From SP_35_Approved_Rep_v100 (SA Plenary#35)…

12.4
(M2M) - Facilitating Machine to Machine Communication in GSM and UMTS

TD SP‑070136 TR 22.868 v2.0.0 on Machine to Machine communications. This was provided by SA WG1. Abstract of document: The present document collects requirements to facilitate M2M communication. In this work, special consideration should be put on the following areas for optimisation: Charging mechanisms Addressing Types of communication Handling of large numbers of subscriptions and subscriber data within the network Handling issues of large number of M2M subscriptions for the user of M2M services Impact of optimisations for security resulting from improvement for M2M Changes since last presentation to TSG SA Meeting #33:

-
More elaboration on the benefit of " Machine Network Management (MNM)".

-
Consideration section on " Fixed Location, low mobility and low activity terminals" introduced.

-
Security for unattended Terminals added - Minor updates on addressing.

-
Further conclusions added.

-
Editorial updates

Discussion and conclusion:

This TR was approved and placed under TSG SA change control as version 8.0.0 (Rel‑8). It was noted that SA WG1 had not yet decided the next steps and the supporting companies were asked to contribute on this.

19. From SP_36_Approved_Rep_v100 (SA Plenary#36)…

11.4
(M2M) - Facilitating Machine to Machine Communication in GSM and UMTS

There were no contributions under this agenda item.

20. From SP_37_Approved_Rep_v100 (SA Plenary#37)…

TD SP‑070581 SA WG3 Status Report to TSG SA#37. This was presented by the SA WG3 Chairman.

Other areas:

-
New WID (study item) proposed (SP‑070603): Study of Remote management of USIM application on M2M Equipment.
[…]
TD SP‑070603 WID Study of Remote management of USIM application on M2M Equipment. This was introduced by the SA WG3 Chairman.
Objectives: The objective of this work item would be to study how to make it possible for the network to provision remote management of  USIM application in the M2M equipment in a secure way, in a 3GPP system. It is envisioned that an M2M equipment is incorporated in a device that a) could be assembled by an equipment manufacturer, or b) could be assembled by an OEM manufacturer that includes the M2M equipment in the device. The M2M equipment could be a device that is fully self-contained or a device with interfaces to attach, for example, sensors and on-site service equipment. The objective of this work item would be to study the remote management of USIM application when the USIM application resides in the UICC and when the USIM application resides in the terminal. This study includes definition of a trust model for remote management of  USIM application and security threats and security requirements need to be identified. Furthermore, this study would include the following items:

-
to define and specify the stage 2 security architecture so that the provisioning can take place in a secure manner;

-
to specify the signalling procedures for provisioning remote management of  USIM application in a M2M-equipement;

-
to identify what functionality of the current USIM application has to be covered by remote management of  the USIM application

-
to identify what other functionality that may need to be added due to the new USIM application provisioning method 

-
the study may identify principle requirements for protected storage and the execution environment (e.g. by collaborating with relevant working groups such as the OMTP Hardware group).

Discussion and conclusion:

The Company contribution update proposal, provided in TD SP‑070635, was presented instead of this WID.

TD SP‑070635 WID Study of Remote management of USIM application on M2M Equipment. This was introduced by the SA WG3 Chairman. SA WG3 has submitted a Study Item Description (SID) on "Remote management of USIM application on M2M Equipment" (S3‑070668 = TD SP‑070603) for approval to TSG SA#37. It has been noticed that some text in the proposed SID is not appropriate for a study item. In particular, study items should not "specify" protocols but instead they can investigate and study possible solutions. It is proposed to use appropriate language for a study item. Another issue is that the intention of SA WG3 was not to use terms Terminal or UE in the SID as these terms already have a defined relationship to UICC. This is why the term M2M equipment was used. Unfortunately, term Terminal is still used in one place of the SID. This is proposed to be replaced with term M2M equipment. Therefore, instead of approving TD SP‑070603, it is proposed that SA plenary approve the accompanying version of the SID.

Discussion and conclusion:

It was commented that the title for the TR did not reflect the scope of the WID. It was explained that the concept of M2M equipment is not fully defined at present and is intended to be a term which can be used in a similar way as the term "UE". T‑Mobile requested a Work Item is created in SA WG1 in order to determine the requirements in order to focus the SA WG3 study. It was argued by several companies that Study items do not need to have a requirement agreed before WGs can study them. It was commented that this can be seen as a study on security requirements and will be needed before Stage 1 service requirements can be defined. It was commented that there is already enough work to be done in SA WG3 for Release 8 Features and a low priority of additional study work should be given. The TSG SA Chairman clarified that no SA WG1 requirements are required in order to justify a Study Item, as numerous Study Items have been agreed in the past independently of SA WG1 Work Items. It was asked whether the intention is to ensure that the "USIM" part can only be produced in a secure way and not by unknown third-parties. It was clarified that the security issues of this type would be part of the study. Motorola indicated their support for this Study WID. It was agreed that the use of ISIM should also be considered as a part of this study. The Study WID was revised to include Motorola as a supporting company and was approved. TSG SA requested SA WG3 to ensure that this Study should not impact the Rel‑8 SAE security work. MCC allocated the TR number TR 33.812 for this.
[…]

TD SP‑070689 MCC slide review of the Work Plan. These slides were produced by the MCC support team and were presented by the MCC Work Plan coordinator.

SA1 FS (FS = Feasibility study) on Facilitating Machine to Machine Communication (M2M) (UID 31086, M2M)

-
TR 22.868 was approved at TSG SA#35.  See related SA WG3 FS presented at TSG SA#37.

SA3 FSs:
-
Protection against SMS and MMS spam (UID 320026, CPSMal):
-
Mechanisms to define spam messages being evaluated (Draft TR is 20% complete).

-
Remote management of USIM application on M2M Equipment:

-
WI presented for approval at TSG SA#37.

21. From SP_38_Approved_Rep_v100 (SA Plenary#38)…

TD SP‑070780 SA WG3 Status Report to SA#38. This was presented by the SA WG3 Chairman.

Remote management of USIM application on M2M Equipment:

-
Baseline draft TR was created.

-
Email discussion ongoing to list concerns with the proposed architecture.

[…]
11.4
(M2M) - Facilitating Machine to Machine Communication in GSM and UMTS

There were no contributions under this agenda item.

[…]

11.21
Study on Remote management of USIM application on M2M Equipment

There were no contributions under this agenda item.

22. From SP_39_Approved_Rep_v100 (SA Plenary#39)…

TD SP‑080130 SA WG3 Status Report to TSG SA#39. This was introduced by the SA WG3 Chairman.

Remote management of USIM application on M2M Equipment:

-
Three architecture alternatives added to  draft TR; attempt to merge those before next SA3

[…]

12.13
(FSUM2M) - Study on Remote management of USIM application on M2M Equipment

There were no contributions under this agenda item.

[…]
FSs linked to Machine-to-Machine Communication:

-
Stage 1 FS on Facilitating Machine to Machine Communication (M2M) (UID 31086, M2M)

-
TR 22.868 was approved at SA #35.  See related SA3 FS presented at SA#37.

-
SA3's FS on Remote management of USIM application on M2M Equipment

-
Draft TR proceeding (now 40%, was 20%)

[…]

23. From SP_40_Daft_Rep_v008 (SA Plenary#40)…

TD SP‑080407 LS (from GSMA SCaG) to ETSI SCP and 3GPP on SIM usage in M2M applications. This was introduced by Telecom Italia.
SCaG analysed the implications of SIM usage in M2M applications referring to the B2C scenario (with direct commercial relationship between the MNO and the consumer) and tried to highlight some guidelines to let GSM MNOs leverage on a shared approach, which avoids different and not interoperable applications. As the M2M services are representing a growing market opportunity for all the MNOs, a new trend in the industry is pushing to find more flexible solutions to increase the adoption of SIM in communications between SIM applications. The analysis highlights the different impacts of each proposal and tries to identify the best path to achieve a solution which satisfies all industry needs, promoting the standardisation in the SDOs of innovative components and architectural platforms to enable the services. While until now only the Smart Card SIM (which is well accepted by users and appropriate to fulfil the regulators' directive for the consumer market) is standardised, there is a demand for a new Form Factor for the M2M market, which will be referred to as Industrial Form Factor (IFF) in the document. It may have a lack of flexibility compared with the existing removable Smart Card SIM, but has advantages in mass provisioning/insertion and HW robustness. It is recommended to specify a new form factor, called Industrial Form Factor (IFF), to be used only for M2M modules in applications with high volumes. The use of the IFF in consumer devices is not recommended because of its limited flexibility for the user and potential challenges in meeting the regulators' directives for the consumer market. In addition the comparison of the possible solutions (traditional SIM or IFF), highlights the different impacts of each proposal related to the new requirements deriving from the industry on the M2M environment and tries to identify the best path to achieve a solution which can satisfy all the players' needs. The adoption of a standard solution is crucial in order to avoid the market fragmentation and the different costs increase deriving from the introduction of proprietary solutions. It's quite evident, as the SIM is the core of GSM, that any new solution proposed is going to affect the different logistic and management processes for any MNO. The impacts analysis points out the need to develop a new Form Factor for the M2M market, referred to as Industrial Form Factor (IFF), to be used only for M2M modules in applications with high volumes. IFF product in a socket can also be addressable to the laptop market with embedded UICC Extended OTA capabilities to download new IMSI/Ki and probably authentication algorithms are not recommended for neither B2B nor B2B2C applications because of a lack of security The design of GSM security does not provide for OTA transmission of the GSM security elements. Compared to application security as it is intended for e.g. NFC services based on solutions like Global Platform, these technologies work with independent domains, and OTA provisioning of the secure elements of each domain is part of the concept. The guidelines deriving from the analysis are based on the security assessment for all the three proposals and legal and regulatory implications.

Discussion and conclusion:

It was noted that the request to review the documentation could not be done as the documentation was restricted by the GSMA SCaG. Motorola commented that clarity is needed on the mechanism for obtaining the algorithms as it is not clear how they will be made available. Qualcomm also requested clarification on the liaison "download new IMSI/Ki and probably authentication algorithms are not recommended for neither B2B nor B2B2C applications" as it appeared to prevent the user from change operators. It was suggested to ask SA WG3 to look at this issue and the impacts on the request to their TR 33.812. Intel commented that IMSI is not a security parameter and sending Ki OTA is not intended, but many key encryption methods are available to protect it. The TSG CT Chairman commented that there are many other functions on the USIM besides Keys and Algorithms. Qualcomm questioned whether it would be a good idea to allow ETSI SCP to make decisions on the USIM aspects of this because the issue affects the whole 3GPP Community and decisions in SCP are made by ETSI Members only. Motorola commented that TS 31.111 describes download over IMSI and suggested that the GSMA SCaG should be directed towards such existing 3GPP specifications. It was decided to ask GSMA to provide more detailed information on Industrial Form Factor, what is intended to be candidates for download and to take into account the 3GPP download capabilities already available. A LS was drafted in TD SP‑080433 which was reviewed.
Motorola commented that they understood that commercially available systems exist today to add security algorithms to the USIM application on a UICC using over the air updates from the home PLMN, however these methods are proprietary. They questions whether this needed to be standardised in 3GPP. In reply to the comment from Motorola.
Sagem Orga commented they are not aware of any solution or implementation in use today, where an NAA authentication algorithm is downloaded over the air to a SIM, USIM or ISIM.
Nokia Siemens Networks commented that the Industrial Form Factor requirements should be assessed before asking SCP or CT WG6 to do any work in this area. It was agreed to remove the final paragraph of the liaison (section 1). The LS was revised accordingly in TD SP‑080450 which was approved.

[…]

TD SP‑080255 SA WG3 Status Report to TSG SA#40. This was presented by the SA WG3 Chairman.

-
Remote management of USIM application on M2M Equipment

-
Draft TR progressed by many contributions.

[…]

12.14
(FSUM2M) - Study on Remote management of USIM application on M2M Equipment

There were no contributions under this agenda item.

[…]

TD SP‑080321 WID on Network Improvements for Machine-type Communications (NIMTC). This was introduced by the SA WG1 Chairman.
Objective: The objective of this work item is to:
-
identify and specify general requirements for machine type communications
-
identify service aspects where adaptations (compared to the current H2H oriented services) are

needed to cater for the specific nature of machine-type communications
-
specify machine type communication requirements for the service aspects where machine type communication specific adaptations are needed.
This WID is not intended to discuss machine-type communication aspects of (x)SIM models and/or remote management of (x)SIM applications. There are ongoing discussions in GSMA to assess the market requirements for such scenarios and it is expected to wait for GSMA input in this issue.

Discussion and conclusion:

TeliaSonera commented that the work to be based on market requirements is the normal procedure and asked why the security impacts need to be determined by the GSMA instead of SA WG3. The SA WG1 Chairman responded that the Business models are being done in GSMA and it was intended to avoid overlap and that SA WG1 is well aware of the SA WG3 work on remote credential authentication. TeliaSonera asked what will happen when GSMA input is received. Ericsson welcomed some work on M2M in 3GPP but asked why the study refers only to work in an external organisation which are not open to all Members of 3GPP. Qualcomm suggested to remove the final part of the objectives which says what is not part of the Work Item and leave it to be defined. GSMA input can be accepted in the normal way in SA WG1. KDDI commented that the usual principle for 3GPP work is to receive the input from 3GPP Members instead of the external body (GSMA). Motorola explained that this was the intention but the wording of the WID made this unclear and supported removing the final part of the objectives. The SA WG1 Chairman agreed the final sentence could be removed, but not the complete paragraph. This was discussed off-line to try to come to an agreement and the revision of the WID was allocated to TD SP‑080446. The SA WG1 Chairman reported that off-line discussions had not concluded in full agreement for the WID as it stands and suggested to remove the link to GSMA work and other areas which received objections and provide a reduced scope WID accordingly. Ericsson commented that contributions in SA WG1 on this Work Item would result in discussion and only agreed requirements would be specified in the final Stage 1, whatever the Scope of the Work Item is. There was some support for allowing the work to continue as there were other network aspects of the Work Item such as network aspects for known "fixed position" machines where periodic updates would not be needed. Motorola suggested to pass this issue to SA WG1 for further discussion and possible split the WID into Network aspects and USIM aspects. TeliaSonera suggested this was not appropriate and the Work Item should be discussed with the knowledge that it contains contentious issues, rather than separating the issues out into separate Work Items as they are closely related. As there was no consensus on agreeing this WID, It was decided to return this to SA WG1 for further discussion. Nokia Siemens Networks commented that the Machine to Machine aspects will be an integral part of the use-case and requirements discussions and this WID would therefore have an overlap with the Machine to Machine Work Item. The TSG SA Chairman asked that if the References to GSMA are removed from sections 4 and 8, which companies would have objections to the Work Item. Motorola repeated that they thought the work split was unclear and should be reviewed in SA WG1. The objecting Companies were Ericsson and Motorola; Motorola clarified that the concept of a separate WID on the network aspects was agreeable, but that the wording of the WID required clarification. The WID in TD SP‑080321 was therefore noted and returned to SA WG1 and the allocated revision document was withdrawn (not provided).
24. Summary of SA3 meetings

Below are extracts from SA3 #48 to SA1 #52.  This meeting range covers the discussion on the SA3 TR on M2M security (3GPP TR 33.812) from WID proposal to the present. 

25. From S3_48_Draft_Rep_v008 (SA3 #48)…

6.17
Other areas

S3-070604: Downloadable USIM in M2M terminals
Monica Wifvesson presented the contribution.

The paper proposes that SA3 performs a feasibility study in Rel8 on a USIM application functionality that allows a USIM application and USIM parameters to be downloaded into M2M terminal. A downloadable USIM application would satisfy the needs coming from M2M. The characteristic of the USIM being non-removable in such a case was also mentioned.

S3-070591: Comments to S3-070551 “Downladable USIM application on M2M Terminals”
Mireille Paulliac presented the contribution. 

S3-070629: Comments to S3-070591 "Downloadable USIM application on M2M Terminals"
Monica Wifvesson presented the contribution. There was some discussion on the contributions. There was some support on the fact that such a study item is premature and should not be created.

The related SA1 TR was discussed and it was pointed out that from the TR it does not appear to be a requirement from SA1. It was pointed out that the SA1 future requirements could be different than the assumptions SA1 would make; it was replied that for a feasibility study there is not a need for clear requirements. It was suggested that SA1 or SA should discuss the usefulness of such a study before. It was mentioned that the scope should not be too wide, so femtocells should be out of scope for this potential study. UICC should be inside the scope.

Gemalto opposes such a study item as it challenges the 3GPP assumptions mandating the use of the UICC. It was also suggested that such a technical solution would rely on business issues, which is an SA1 matter.

It was agreed to extend the scope giving the title of "Authentication on M2M terminals" and proceed with the creation of a draft proposal for approval. An LS for information on the study item that is being conducted.

S3-070668 was presented with a revised WID and was agreed.

[…]
26. From S3_49_Draft_Rep_v010 (SA3 #49)…

4.2
Report from SA#37
S3‑070720 Chairman's report from SA#37 to SA3

4. The study item on “Remote management of USIM application on M2M Equipment” was approved essentially in the improved form submitted to the meeting by seven companies (SP-070635). There was a lively discussion, though, and some advice was given to us: we should remember that SAE/LTE security work has much higher priority than this study and we should also study ISIM effects. It was commented that there is an activity going on in GSMA about a new UICC format which may be relevant for our study. Motorola was added as a supporting company in the final version of the SID (SP-070702).

[…]
S3-070734
Certificate based mutual authentication: TLS profile
Vesa Lehtovirta presented the CR. The contribution proposes an alternative architecture for remote management of USIM in M2M equipment. It was pointed out that the reference to WAP-219-TLS should be changed as there is a CR changing the reference later on during the meeting. Also the hanging paragraphs must be corrected. The field on affected specifications must be filled in. A revision will be submitted in S3-070894.

[…]

6.17
Remote management of USIM application for M2M equipment

S3-070723
Draft TR 33.812 v 0.0.1 "Remote management of USIM application in M2M equipment"

Vesa Lehtovirta presented the skeleton for the TR. It was discussed the inclusion of ISIM or not. In the SA Plenary has asked to put ISIM into the scope. It was proposed that before defining such aspects there should be a threat analysis.

A proposal was put forward to insert two subclause on general security analysis in the clause of general assumptions. Also, the Editor's note in the Functionality clause will be edited to point out that there might be several subclause. A new version of the TR will be provided in S3-070900.

S3-070724
Adding introduction and scope for TR 33.812

Vesa Lehtovirta presented the contribution. The contribution was agreed to be inserted.

S3-070725 Use Cases and Assumptions
Vesa Lehtovirta presented the contribution, which proposes use cases and assumptions for TR 33.812. It was suggested that more use cases should be collected as from the security point of view they do not cover all the aspects.

It was agreed that use cases will be illustrated in the document.

Concerning issue 1, there was some concern with the threat list in the contribution, in the sense that it is not precise enough. It was agreed to insert an Editor's note to further specify the fact that this threat list does not address the use case where the UICC is removed.

It was agreed to insert another Editor's note to that the definition of M2M equipment has to be further specified.

It was decided that the term "secure" concerning the execution environment will not be used in the TR for the moment not to create confusion.

With these changes the pCR was agreed.

S3-070726
Concept of initial USIM application installation in the M2M equipment

Vesa Lehtovirta presented the contribution, which proposes an alternative architecture for remote management of USIM in M2M equipment.

There was some discussion of the proposed architecture; it was commented that there could some provisioning complexities with this solution.

The centralized initial registration entity was discussed as it is not clear who would assume this role.

There was some further discussion and it was decided to agree this pCR with an Editor's note to explain that in SA3'49 concerns were raised, that the open issues have not been exhaustively addressed, and that there will be an email discussion on this. By the end of the year the issues raised will be listed into the document replacing in the Editor's note.

The timeline is the following:

· 4 January: comments in email discussion

· 11 January: new version including comments from email discussion will be provided by Editor

· 16 January: comments to the new version

· 18 January: draft including the handling of the comments (S3-070901)

S3-070900
Draft TR 33.812 v 0.0.2

Vesa Lehtovirta presented the new version of the TR. Agreed as new baseline.

27. From SA3#50_Draft_Rep_v001 (SA3 #50)…

[…]

7.1 Remote management of USIM application for M2M equipment

	S3-080010
	pCR for general text of TR33.812 v0.1.0
	BT, Motorola, Interdigital
	Contribution
	Approved with modifications


Mike Meyerstein presented the pCR.

It was objected that ISIM had not been decided to be included; it was replied that this inclusion has been decided by the SA plenary.

It was approved to use ISIM, but not the M2M enabled.

AP-50-04: Mike Meyerstein to try and align the SA1 TR terminology where possible in M2M study

	S3-080011
	pCR for TR33.812, v0.1.0, 'scope' section
	BT, Motorola, Interdigital
	Contribution
	Rejected


Mike Meyerstein presented the pCR. It was suggested that the scope has been altered from the SID. The pCR was not approved as there was not enough support.

	S3-080040
	pCR for TR33.812 v0.1.0, use cases section
	BT, Motorola, Interdigital
	Contribution
	Approved


Mike Meyerstein presented the pCR. Approved.

	S3-080013
	pCR for TR33.812, v0.1.0, 'identified issues' section
	BT, Motorola, Interdigital
	Contribution
	Approved with modifications


Mike Meyerstein presented the pCR. M2M-enable should be reworded. Approved with change of title of section to Identified issues and initial considerations.

	S3-080014
	pCR to TR33.812, v0.1.0. New network architecture
	BT, Motorola, Interdigital
	Contribution
	Approved


Mike Meyerstein presented the pCR. Approved.

	S3-080015
	pCR for TR33.812 v0.1.0 'network architecture alternative 1'
	Motorola, BT, Interdigital
	Contribution
	Rejected


Mike Meyerstein presented the pCR. The substance is close to what needed but there was some rewording needed.

	S3-080104
	An M2M architecture alternative separating connectivity services and remote application
	Nokia, Nokia Siemens Networks
	Contribution
	Approved


Guenther Horn presented the pCR. Approved.

	S3-080174
	Addressing raised concerns to TR 33.812 , also reflecting against S3-080104
	Nokia, Nokia Siemens Networks
	Contribution
	Noted


Guenther Horn presented the contribution. The content is not added at this point.

	S3-080164
	Enhanced Roles Description
	Ericsson
	Contribution
	Approved


Ben Smeets presented the contribution. Approved.

	S3-080166
	Distributed Registration Service
	Ericsson
	Contribution
	Approved


Ben Smeets presented the contribution. Approved.

	S3-080163
	Architecture Modifications and Alternatives for Remote Management of USIM Application on M2M Equipment
	Ericsson
	Contribution
	Approved


Ben Smeets presented the contribution. Approved.

Timeline for the new version of Study:

· 7 March - version out, comments are sent to SA3 list

· 12 March - comments are incorporated and document sent to SA list

· 14 March - new version out, SA3 checks that comments have been incorporated

· 17 March - final proposal submitted.
28. From SA3#51_Draft_Rep_v001 (SA3 #51)…

[…]

7.1 Remote management of USIM application for M2M equipment
	S3-080308
	pCR for TR33.812: definitions and abbreviations
	BT, Interdigital Communications, Motorola
	Contribution
	Approved with modifications


Mike Meyerstein presented the contribution.

	S3-080455
	Comments on S3-080308
	Vodafone
	Contribution
	Noted


Peter Howard presented the commenting contribution.

	S3-080501
	Response to document S3-080455
	BT, Interdigital communications, Motorola
	Contribution
	Noted


Mike Meyerstein presented the commenting contribution.

There was some discussion on the definition of Trusted Environment. It was proposed that a TE can be validated at any time by an external agency authorised to do so. This was agreed. It was also proposed to use acronym TrE for the Trusted Equipment, since TE is an existing term in the 3GPP. This was agreed. 

NAA MID was deleted. It was agreed that it has to be made clear in the TR what the relation between M2M equipment in the document and the SA1 definition of M2M terminal is.

With these changes the pCR (308) was accepted to be integrated by the Rapporteur.

	S3-080373
	changes to TR33.812, v0.2.1, “Identified issues and Initial Considerations” section
	Gemalto, Oberthur Card Systems, Orange, Telecom Italia
	pCR
	Approved with modifications


Mauro Castagno presented the contribution.

There was some discussion on the contribution and option 3, as it was considered similar to option 1. It was confirmed that that UICC is inside the scope of the WID. It was proposed to delete the “out of scope of 3GPP” in option 3. This was agreed. Also “all” was taken away. It was agreed to add an Editor’s Note before Issue 3, stating that additional costs and processes of choosing the home operator are FFS.

With these changes and some rewording the pCR was approved.

	S3-080374
	Changes to TR33.812, v0.2.1, “4.1.3 Assumptions” section
	Gemalto, Oberthur Card Systems, Orange, Telecom Italia
	pCR
	Rejected


Come Berbain presented the pCR.

There was some discussion on the contribution and the pCR was rejected.

	S3-080456
	M2M equipment security
	Gemalto, Oberthur Card Systems, Vodafone
	Contribution
	Approved with modifications


Mireille Paulliac presented the contribution.

It was agreed to insert an Editor’s note on the fact that the comments and the original text have to be merged in a consistent way.

Concerning the presence of a third entity, it was suggested that this could be represented by a number of parties, such as a regulator, a supplier or a certification authority (e.g. for CC). 

It was agreed to accept the text as is and try and develop the document in the future. It was also agreed that the comments must be removed later on. It was also agreed that the place in the document to put the content is not the proposed one; the rapporteur has already identified the appropriate place.

With these changes the contribution was approved.

	S3-080479
	Comments on Gemplus-Oberthur tdoc 0343, 'M2M equipment security
	Motorola, BT, InterDigital
	Contribution
	Approved with modifications


Gino Scribano presented this contribution which included comments on S3-080343 (revised later to 080456). It was agreed to combine 080456 and 080479, by moving all the comments in the MS Word comment baloons in 080479 into the body of the text, in Editor’s Notes. It was also agreed to add a sentence to state that no separate architecture would be needed for this case.

With these changes the contribution was approved.

	S3-080447
	TR33.812: network architecture alternative 4
	BT, Ericsson, Interdigital, Motorola, Nokia, Nokia Siemens Networks
	Contribution
	Approved with modifications


Mike Meyerstein presented the contribution. 

There was some discussion on the contribution; 3-3 would require Editor’s Notes, not normal Notes. Terminology must be aligned with the SA1 TR. It was agreed to add an Editor’s Note to state that further explanation on the trust relationship must be added. 3-4 changed the last two bullets to optional.

With these changes the contribution was approved.

	S3-080312
	pCR for TR33.812: 'assumptions' and 'other assumptions'
	BT, Interdigital Communications, Motorola
	Contribution
	Approved with modifications


Mike Meyerstein presented the contribution. There are no revision marks and there was some confusion as to which parts are changed in the contribution. It was suggested that “tamper resistant” should not be removed; this was agreed and the former bullet 4 was re-inserted. It was also agreed that the new text in “Other Assumptions” section would be accepted. 

Approved with these changes.

	S3-080309
	TR33.812: contribution re M2M equipment architecture
	BT, interdigital Communications
	Contribution
	Approved with modifications


Mike Meyerstein presented the contribution. Approved with the addition of Editor’s Notes.

	S3-080310
	discussion re TR33.812 possible section 6: Functionality
	BT, Interdigital communications
	Other Technical Input
	Noted


Mike Meyerstein presented the contribution. The general principle was endorsed, however pCRs are expected.

	S3-080454
	Comments on S3-080310
	Vodafone
	Contribution
	Noted


AP-51-02 Mike Meyerstein to initiate an email discussion on M2M

	S3-080375
	changes to TR33.812, v0.2.1, on Adding Section 5.2.5
	Gemalto, Oberthur Card Systems, Orange, Telecom Italia
	pCR
	Approved with modifications


Mireille Paulliac presented. It was agreed to add an Editor’s note saying “It may be the case that a new architecture may be needed for this case”. With this modification 080375 was approved. 

Timeline for TR:

· Comments integrated and new version provided by 25 April;

· Comments on new version by 30 April;

· Resolution of comments by 5 May.

ETSI M2M Workshop

The ETSI M2M Workshop is taking place on 4-5 June 2008. Dionisio Zumerle provided some information on the event. SA3 will provide some information on the work that is ongoing within the group, without providing an official presentation.

The link to the event is: www.etsi.org/m2m. 

29. From SA3#52_draft_meeting_report_v001 (SA3 #52)…

Remote management of USIM application for M2M equipment

It was agreed to bring the TR for information to the SA#41 as the group felt that with the approved pCRs there is enough material to consider the document as 50% complete.

S3-080607
TR 33.812 v0.3.0





Source: Rapporteur

Discussion: 

For information.

Decision: 

The document was noted.



S3-080920
TR 33.812 v0.4.0





Source: Rapporteur

(Replaces S3-080607)

Decision: 

The document was agreed.



S3-080657
LS to ETSI SCP and 3GPP on SIM usage in M2M applications





Source: GSMA SCaG

Discussion: 

Maurco Castagno presented the LS.

Decision: 

The document was noted.



S3-080659
Reply LS to GSMA SCaG on SIM usage in M2M applications





Source: SA Plenary

Discussion: 

Maurco Castagno presented the LS.

Dionisio Zumerle will try and retrieve some more information from GSMA on what the analysis contains. The instruction to SA3 from the Plenary was to attend for more information.

Peter Howard pointed out that more information from SCaG should be welcome, but some action already should take place in SA3.

It was subsequenlty communicated from GSMA that the LS is not coming as some content issues are pending.

Valtteri Niemi proposed that for the time an Editor's Note on waiting for more information should be the way to address this. This was agreed.

Decision: 

The document was noted.



S3-080794
Security Assurance for integrated USIM applications (revision of S3-0626)





Source: Motorola, BT, Ericsson, Interdigital, Nokia, Nokia Siemens Networks

Abstract: 

Revision of S3-0626

Discussion: 

Tim Wright presented the contribution.

Come Berbain pointed out that the operator should have the freedom to be responsible for their own USIM security.

Heiko Kruse suggested that the term USIM is a 3GPP term and should be used. Valtteri Niemi pointed out that it was agreed that the USIM resides on the UICC so if a different alternative is used then a different term should be used. Valtteri Niemi proposed to insert a Note clarifying that whenever USIM is used in this specification not on a UICC, it should be rephrased with a new term eventually.

Come Berbain suggested that some changes to the text should be performed as there can be difficulties to have world wide certification under different legislation.

Mireille Paulliac suggested that in step 6 to add some text on that there are some issues to be solved.

Heiko Kruse asked which level of the global platform security would be addressed; Tim Wright pointed out that the methodology is the main issue and not the level.

Peter Howard pointed out that in step 10c the central body should be studied further as it is a very complex issue to create such an authority.

Geir Køien suggested the trust level should be reduced in this contribution.

Mauro Castagno pointed out that a SoftSIM or downloadable SIM has been rejected by 3GPP; Valtteri Niemi pointed out that SoftSIM was not limited to M2M contexts.

Heiko Kruse suggested that the term USIM application/USIM should be changed. It was agreed to insert an Editor's Note to clarify this and that the TR is in draft status; M2M/USIM was proposed as an intermediate term.

Yoghendra Shah proposed to insert a sentence to clarify the functionality of the term MID. The term M2M/USIM was accepted for this contribution.

The contribution will be revised with these comments in 908.

Decision: 

The document was revised to S3-080908.



S3-080908
Security Assurance for integrated USIM applications (revision of S3-0626)





Source: Motorola, BT, Ericsson, Interdigital, Nokia, Nokia Siemens Networks

(Replaces S3-080794)

Discussion: 

Tim Wright presented the revised contribution.

No objections.

Decision: 

The document was approved.



S3-080621
TR 33.812: pCR on Section 5.1.1.1 Trusted Environment





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Discussion: 

Yoghendra Shah presented the contirbution.

Mireille Paulliac asked what could be added to the current UICC to fulfill the funcitonalitites mentioned in the paper. Mike Meyerstein pointed out that there might be multiple security domains on the UICC, which is something SCP is already working on; in that way possibly the top level security domain could be owned by a vendor. Also, performing OTA it is not possible to download Ki's or transferring large applets.

Approved with this clarifications.

Decision: 

The document was approved.



S3-080628
Another M2M mechanism





Source: TeliaSonera

Abstract: 

This contribution describes a mechanism that allows M2M operators to change MNO in the field

Discussion: 

Per Christofferson presented the contribution.

Come Berbain supported the paper. Mauro Castagno supported the paper.

Charles Brookson pointed out that GSM was designed so that no operator should trust another and this should be kept as a principle.

Peter Howard suggested that the trust relationship is controlled in this model. He also supported this paper.

Geir Køien supported this paper.

Mike Meyerstein suggested that there should be a quick interaction between operators for the user's convenience.

The paper was approved; there are some constraints to be considered in the future.

Vesa Lehtorvita will add this contribution adapting it.

Decision: 

The document was approved.



S3-080678
Adding introduction to alt1





Source: Ericsson

Discussion: 

Vesa Lehtorvita presented the pCR.

Mireille Paulliac proposed to insert a Note in step 2 to avoid misunderstandings that SA1's conclusion is that the smart card cannot be used.

It was agreed to insert an Editor's Note in the end referencing the Editor's note about the LS from GSMA, specifying that it may have an effect on step 3.

Decision: 

The document was approved with modifications.



S3-080679
Update of roles in alt1





Source: Ericsson

Discussion: 

Vesa Lehtorvita presented the pCR.

Decision: 

The document was approved with modifications.



S3-080680
Update of network architecture in alt 1





Source: Ericsson

Discussion: 

Hakan Englund presented the contribution.

Mauro Castagno proposed to add an Editor's Note in 5.2.2.3.3.2 to address issues with managing a large number of network keys. This was agreed.

Decision: 

The document was approved with modifications.



S3-080614
TR33.812: Network Architecture Alternative 4: Relationships





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Abstract: 

This contribution provides the ôRelationshipsö section for network architecture alternative 4, for incorporation into TR 33.812

Discussion: 

Mike Meyerstein presente the contirbution.

Peter Howard pointed out an error in link 11; this is not necessary. This must be corrected.

Decision: 

The document was approved with modifications.



S3-080620
TR 33.812: Network Interactions in Alternative Architecture 4





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Discussion: 

Yoghendra Shah presented the contribution.

Approved to be inserted with two modifications from the Editor.

Decision: 

The document was approved with modifications.



S3-080630
TR 33.812: Operator change procedures





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Discussion: 

Wolf-Dietrich Moeller presented the contribution.

No objections.

Decision: 

The document was approved.



S3-080681
Use of OMA DM for provisioning in M2M





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia Siemens Networks

Discussion: 

Ben Smeets presented the contribution.

Mireille Paulliac asked if the reference to a characteristic refers to single profile in OMA DM.

Tim Wright suggested that the text is just an example and not mandating this method; this could be addressed by some text in the beginning of the clause. This was agreed.

Vesa Lehtorvita asked if Gemalto would propose some other methods; Mireille Paulliac answered that this would depend from the information from GSMA SCaG, but there OTA ways to handle this which work efficiently.

Decision: 

The document was approved with modifications.



S3-080612
TR33.812: issues re Network Architecture Alternative 4





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Abstract: 

TR33.812 includes a list of issues that were raised re Network Architecture 1. This contribution shows how Network Arch, Alt 4 addresses these issues

Discussion: 

Mike Meyerstein presented the contribution.

No objections.

Decision: 

The document was approved.



S3-080613
TR33.812: AKA credentials for initial connectivity





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Abstract: 

This proposed new subsection in section 6 (Functionality) describes the typical UMTS AKA functions that would be required for initial connectivity to a 3GPP network

Discussion: 

Mike Meyerstein presented the contribution.

Mauro Castagno asked some clarification on the TrE; Mike Meyerstein precised that there is a separate section to be drafted and specify whether it is a UICC environment or not. It was agreed to handle this with an Editor's Note on the fact that this has to be reviewed after the section on TrE is drafted.

Decision: 

The document was approved with modifications.



S3-080615
TR33.812: section 6: Functionality of MIDs





Source: BT, Ericsson, InterDigital, Motorola, Nokia, Nokia-Siemens Networks

Abstract: 

The contributors propose some content for section 6 of TR33.812, ôFunctionalityö, to describe the life cycle of MIDs and contents of a typical downloadable MID

Discussion: 

Mike Meyerstein presented the contribution.

No objections.

Decision: 

The document was approved.


