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Abstract of the document:
3GPP CT6 approved a work item in CP-070837 in order to identify the 3GPP UICC services that should be migrated over the USB interface and perform the migration.
The USAT is a candidate 3GPP UICC service for migration over IP. The present document provides a baseline for a technical implementation of USAT over IP.
Introduction
The present document defines the interface between the UICC and the Mobile Equipment (ME), and mandatory ME procedures, specifically for the "Evolved 3GPP UICC Application Toolkit".

The Evolved 3GPP UICC Application Toolkit is a set of generic commands and procedures for use by the UICC on the USB-based interface defined in TS 31.101 [2].

The present document refers in its majority to the TS 31.111 [5], which describes the UICC application toolkit over the ETSI 102 221 APDU [2] based interface.

The present document defines:

-
the Graphical User Interface of the Evolved 3GPP UICC Application Toolkit;

-
the IP-based data connectivity stack of the Evolved 3GPP UICC Application Toolkit;

-
an UDP-based mechanism to transport commands defined in TS 31.111 [5];

-
the list of TS 31.111 [5] commands that are inherited by the Evolved 3GPP UICC Application Toolkit;

-
the mandatory requirements on the UICC and ME for each procedure.
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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

UDP Request: UDP packet encapsulating a proactive command or an envelope command and addressed to the CAT port number.

UDP Response: UDP packet encapsulating the Terminal Response of the proactive command or the response data of the envelope command. The UDP response is addressed to the UDP source port number of the UDP request. 
4

Inter-working with the USAT

When both the ME and the UICC support the Evolved 3GPP UICC Application Toolkit, the USAT over ICCD shall be disabled and the Evolved 3GPP UICC Application Toolkit shall be used.

5

Graphical User Interface

The Smart Card Web Server provides a rich multimedia graphical user interface for Evolved 3GPP UICC Applications. 

 The ME shall support the SCWS as defined in OMA SCWS [6]. The SCWS shall be implemented over the IP layer as defined in ETSI TS 102 483 [7].

6
IP-level data connectivity

The ME and UICC shall comply with ETSI TS 102 483 [7]. The UICC and the ME shall support the following basic configurations defined in ETSI TS 102 483 [7]:

-
Local client on UICC

-
Local server on UICC

-
Remote client UICC

-
Remote server on UICC

7
Evolved 3GPP UICC application characteristics

7.1
Reference model

The following figure depicts the architecture of the interface between the UICC and the ME. 
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Figure 1: Reference model - UDP packet exchange

UDP provides a connectionless service as there is no need for a long-term relationship between the originator of the Toolkit command and the responder. The additional reliability needed for UDP is obtained because:

-
This is a point to point link

-
The USB link layer is considered reliable

The UICC submits its proactive command to the ME in an UDP packet addressed to the ME CAT port number. The ME responds to the UICC in an UDP packet addressed to the UICC UDP source number.

The ME submits its envelope command to the UICC in an UDP packet addressed to the UICC CAT port number. The UICC responds to the ME in an UDP packet addressed to the ME UDP source number.

Each UDP Request to a CAT port number shall be followed by a UDP Response to the source UDP port number of the UDP request.

7.2
Description of UDP Request and UDP Response 

7.2.1
General

The BER-TLV encoding the actual proactive command or envelope command defined in TS 31.111 [5] shall be included in the UDP Request payload. The following figure depicts the UDP Request content.
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Figure 2: UDP Request payload

7.2.2
Initialisation procedures

An ME supporting the Evolved 3GPP UICC Application Toolkit shall send the terminal profile encapsulated in an UDP packet to the UICC. If the UICC responds, the Evolved 3GPP UICC Application Toolkit is activated. Otherwise, the ME falls back to USAT over ICCD.

Editor's note: To avoid redundancy some USAT commands shall not be migrated. Therefore, the allowed Terminal Profile fields shall be defined.

7.2.3 Proactive commands

The UICC UDP request encapsulates the BER-TLV part of the proactive command [5] and the corresponding ME UDP response encapsulates the Terminal Response [5].

Editor's note: To avoid redundancy some USAT commands shall not be migrated. Therefore, the list of allowed proactive commands shall be defined.

7.2.4 Envelope commands

Due to the iterative way of coding a server over UDP and the limited resources on the UICC, the ME shall send the envelope commands in sequence. This means that it shall wait for the acknowledgement of the previous envelope command before sending the next one. 

The ME UDP request encapsulates the BER-TLV part of the envelope command [5] and corresponding UICC UDP response encapsulates a Result Code and optionally the UICC response data when present.

Editor's note: To avoid redundancy some USAT commands shall not be migrated. Therefore, the list of allowed envelope commands shall be defined.

Editor's note: For consistency, status words that are part of the STK protocol should be redefined as Result Codes. The ME behaviour corresponding to these new Result Codes shall be mapped with the existing ME behaviour resulting from the status words (e.g. retry for 9300). This will achieve clear separation with 7816-4 (First five bytes of APDU and status words are deprecated).

7.3

Server and client configurations
The UICC and ME IP addresses are allocated as defined in ETSI TS 102 483 [7]. 

The UICC UDP CAT port number shall be set to "XX".

The ME UDP CAT port number shall be set to "YY".

Editor's note: The UICC CAT port number and the ME CAT port number should be assigned by IANA
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