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4.2.7
EFIST (ISIM Service Table)

This EF indicates which optional services are available. If a service is not indicated as available in the ISIM, the ME shall not select this service. The presence of this file is mandatory if optional services are provided in the ISIM.

	Identifier: '6F07'
	Structure: transparent
	Optional

	SFI: '07'
	

	File size: X bytes, X >( 1
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	P-CSCF address 

	
	Service n°2
	Generic Bootstrapping Architecture (GBA)

	
	Service n°3
	HTTP Digest

	
	Service n°xx
	GBA-based Local Key Establishment Mechanism


The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

-
Service available means that the ISIM has the capability to support the service and that the service is available for the user of the ISIM.
Service not available means that the service shall not be used by the ISIM user, even if the ISIM has the capability to support the service.

First byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Service n°1

	
	
	
	
	
	
	
	
	
	
	Service n°2

	
	
	
	
	
	
	
	
	
	
	Service n°3

	
	
	
	
	
	
	
	
	
	
	Service n°4

	
	
	
	
	
	
	
	
	
	
	Service n°5

	
	
	
	
	
	
	
	
	
	
	Service n°6

	
	
	
	
	
	
	
	
	
	
	Service n°7

	
	
	
	
	
	
	
	
	
	
	Service n°8


Second byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Service n°9

	
	
	
	
	
	
	
	
	
	
	Service n°10

	
	
	
	
	
	
	
	
	
	
	Service n°11

	
	
	
	
	
	
	
	
	
	
	Service n°12

	
	
	
	
	
	
	
	
	
	
	Service n°13

	
	
	
	
	
	
	
	
	
	
	Service n°14

	
	
	
	
	
	
	
	
	
	
	Service n°15

	
	
	
	
	
	
	
	
	
	
	Service n°16


etc.

4.2.xx
EFNAFKCA (NAF Key Centre Address)
If service n°2 and service n°xx are "available", this file shall be present.

This EF contains one or more NAF Key Centre addresses. The first record in the EF shall be considered to be of the highest priority.  The last record in the EF shall be considered to be the lowest priority.

	Identifier: '6Fxx'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF Key Centre TLV object
	M
	Z bytes


Unused bytes shall be set to 'FF'.

NAF Key Centre tags

	Description
	Tag Value

	NAF Key Centre address Tag
	'80'


NAF Key Centre information

	Description
	Value
	M/O
	Length (bytes)

	NAF Key Centre address Tag
	'80'
	M
	1

	Length
	X
	M
	Note

	NAF Key Centre address value
	--
	M
	X

	Note: The length is coded according to ISO/IEC 8825 [20]


-  NAF Key Centre Address value (Tag '80')
Contents: 

Fully qualified Domain Name (FQDN) of the NAF Key Centre used in the Local Key Establishment procedures (see 3GPP TS 33.110 [xx]). 

Coding: 

Encoded to an octet string according to UTF-8 encoding rules as described in IETF RFC 3629 [27].

4.3
ISIM file structure
This subclause contains a figure depicting the file structure of the ADFISIM. ADFISIM shall be selected using the AID and information in EFDIR.
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Figure 1: File identifiers and directory structures of ISIM
5.2.XX
NAF Key Centre Address request

Requirement:
Service n°2 and service n°xx "available".

Request:
The ME performs the reading procedure with EFNAFKCA.

7.1.1
Command description

The function can be used in several different contexts:

-
an IMS AKA security context during the procedure for authenticating the ISIM to its HN and vice versa when IMS AKA authentication data are available. The function shall be used whenever an IMS context shall be established, i.e. when the terminal receives a challenge from the IMS. A cipher key and an integrity key are calculated. For the execution of the command the ISIM uses the subscriber authentication key K, which is stored in the ISIM.

-
a HTTP Digest security context, when HTTP Digest authentication data are available. Digest authentication operations are described in IETF RFC 2617 [26].

-
a GBA_U security context, when a GBA bootstrapping procedure is requested. In this context the function is used in two different modes:

a)
Bootstrapping Mode: during the procedure for mutual authenticating of the ISIM and the Bootstrapping Server Function (BSF) and for deriving Bootstrapped key material from the AKA run. 

b)
NAF Derivation Mode: during the procedure for deriving Network Application Function (NAF) specific keys from previous bootstrapped key material.
- a Local Key Establishment security context, when a Local Key Establishment procedure is requested.
The function is related to a particular ISIM and shall not be executable unless the ISIM application has been selected and activated, and the current directory is the ISIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).
7.1.1.x
Local Key Establishment security context (Key Derivation mode)

ISIM operations in this security context are supported if service n°2 and service n°xx are "available".

The ISIM receives the NAF_ID corresponding to the NAF Key Centre, the Terminal_ID, the Terminal_appli_ID, the UICC_appli_ID, RANDx, the Counter Limit value and the MAC as described in TS 33.110 [xx]. 

The ISIM uses the NAF_ID to identify the Ks_int_NAF associated to the NAF Key Centre. If no valid Ks_int_NAF is available, this is considered as a Key Establishment failure and the ISIM abandons the function. The status word '6A88' (Referenced data not found) is returned.

If the Ks_local key derivation is not authorized by the local UICC policy (e.g. Terminal_appli_ID/UICC_appli_ID association not authorized or Terminal_ID value not authorized), the ISIM abandons the function. The status word '6985' (Conditions of use not satisfied) is returned.

Otherwise, the ISIM retrieves the appropriate Ks_int_NAF, derives Ks_local as described in TS 33.110 [xx]. The ISIM verifies the MAC value received from the Terminal as described in TS 33.110 [xx]:
- If the verification is unsuccessful, the ISIM abandons the function and returns the status word '9862' (Authentication error, incorrect MAC). 

- If the verification is successful, the ISIM stores Ks_local and associated parameters Terminal_ID, Terminal_appli_ID, UICC_appli_ID, RANDx and the Ks_local Counter Limit. The ISIM returns the Local Key Establishment Operation Response TLV (indicating a successful Key Derivation operation) and a response MAC, which is derived as described in TS 33.110 [xx].

The minimum number of Local keys that can be stored by the ISIM shall be defined by the service provider at the pre-issuance of the card.

In case the maximum number of Local Key was already reached or there is not enough available memory in the ISIM, the ISIM shall overwrite a Local Key and its associated data in order to store the new one. To determine the Ks_local to overwrite, the ISIM shall construct a list of Ks_local identifiers by storing in the list first position the Ks_local identifier of the last used or derived Ks_local and by shifting down the remaining list elements. The last Ks_local identifier in this list corresponds to the Ks_local to overwrite when the ISIM runs out of free memory or when the maximum number of Ks_local keys is reached. If an existing Ks_local in use is overwritten, the application using Ks_local shall not be affected.

Input:

‑
Local Key Establishment Mode (Key Derivation mode), Counter Limit, request MAC, Key Identifier (i.e. NAF_ID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID, RANDx)

Output:

-
Key Derivation operation status, response MAC.

7.1.1.y
Local Key Establishment security context (Key Availability Check mode)

ISIM operations in this security context are supported if service n°2 and service n°xx are "available".

The ISIM receives a Ks_local identifier. The ISIM checks if a corresponding valid Ks_local is available. If a valid Ks_local key is available the Local Key Establishment Operation Response TLV (indicating a successful Key Availability Check operation) is returned. In case no valid Ks_local key is available the command fails and the status word '6A88' (Referenced data not found) is returned.

Input:

‑
Local Key Establishment Mode (Key Availability Check mode), Key identifier (i.e. NAF_ID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID, RANDx).

Output:

-
Key Availability Check Operation Status.
7.1.2
Command parameters and data
This command can be used with an EVEN or an ODD instruction (INS) code. The EVEN instruction code can be used when the challenge data provided by the terminal is not TLV encapsulated data and the length of the challenge data provided by the terminal is less than 256 bytes. 

The ODD instruction code shall be used with the security context specified in table 2, when challenge and response data is TLV encapsulated regardless of their length. Terminals and UICCs that do not support security context requiring TLV format (e.g. for Local Key Establishment), do not have to support AUTHENTICATE command with ODD instruction code.

EVEN INS code
	Code
	Value

	CLA
	As specified in TS 31.101

	INS
	'88'

	P1
	'00'

	P2
	See table below

	Lc
	See below

	Data
	See below

	Le
	'00', or maximum length of data expected in response


Parameter P2 specifies the authentication context as follows:

Coding of the reference control P2:

	Coding

b8-b1
	Meaning

	'1-------'
	Specific reference data (e.g. DF specific/application dependant key)

	'-XXXX---'
	'0000'

	'-----XXX'
	Authentication context:

000 Reserved

001 IMS AKA

010 HTTP Digest

100 GBA context 


All other codings are RFU.

ODD INS code

The authentication data and the authentication response data are encapsulated in BER-TLV objects structured using tag '73' for BER-TLV structured data and tag '53' otherwise.

How this command can chain successive blocks of authentication data, or authentication response data is described in TS 31 101 [3]. 

If P1 indicates "First block of authentication data" or  "Next block of authentication data":

Input:

-
Authentication data encapsulated in a BER-TLV data object.

Output:

-
None.

	Code
	Value

	CLA
	As specified in TS 31.101 [3]

	INS
	'89'

	P1
	As specified in TS 31.101 [3]

	P2
	See table 2 below

	Lc
	Length of the subsequent data field

	Data
	Authentication related data

	Le
	Not present


If P1 indicates "First block of authentication response data" or  "Next block of authentication response data":

Input:

-
None.

Output:

-
Authentication response data encapsulated in a BER-TLV data object.

	Code
	Value

	CLA
	As specified in TS 31.101 [3]

	INS
	'89'

	P1
	As specified in TS 31.101 [3]

	P2
	See table 2 below

	Lc
	Not present

	Data
	Not present

	Le
	Length of the response data


Parameter P1 is used to control the data exchange between the terminal and the UICC as defined in TS 31 101 [3].

Parameter P2 specifies the authentication context as follows:

Table 2: Coding of the reference control P2

	Coding

b8-b1
	Meaning

	'1-------'
	Specific reference data (e.g. DF specific/application dependant key)

	'----- XXX'
	Authentication context:

110 Local Key Establishment mode


All other codings are RFU.

Command parameters/data:

7.1.2.x
Local Key Establishment security context (All Modes)

The Local Key Establishment Control TLV is included in the command data to indicate the security context mode. The Local Key Establishment Control TLV is also included in the response data to indicate the operation status.

Table 1: Coding of the Local Key Establishment Control TLV

	Tag Value
	Length
	Value / Meaning

	'80'
	Coded according to ISO/IEC 8825 [20]
	Local Key Establishment context:

'01': Key Derivation mode

'02': Key Availability Check mode

Operation Status:

'DB': Successful Operation


7.1.2.x.1 Local Key Establishment security context (Key Derivation mode)

Command parameters/data:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Derivation Data Object tag (‘73’)
	As defined in TS 31.101 [3] for BER-TLV data object
	1

	2 to A+1 bytes (A ≤ 4)
	Key Derivation Data Object length (L)
	As defined in TS 31.101 [3] for BER-TLV data object
	A

	A+2 to (A+L+1)
	Key Derivation Data Object
	
	L


- Key Derivation Data Object content: The TLVs defined in table 1 are included in the Key Derivation Data Object.

Table 1: Coding of the Key Derivation Data Object

	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.x. The value field shall be set to '01'
	M
	B

	Counter Limit tag
	'81'
	M
	1

	Length
	C
	M
	Note 1

	Counter Limit
	Coded as defined in TS 33.110 [xx]
	M
	C

	Request MAC tag
	'82'
	M
	1

	Length
	D
	M
	Note 1

	Request MAC
	Coded as defined in TS 33.110 [xx]
	M
	D (see Note 3)

	Key Identifier tag
	'A0' 
	M
	1

	Length
	E (see Note 2)
	M
	Note 1

	NAF_ID tag
	'83'
	M
	1

	Length
	F
	M
	Note 1

	NAF_ID
	Coded as defined in TS 33.220 [25]
	M
	F

	Terminal_ID tag
	'84'
	M
	1

	Length
	G
	M
	Note 1

	Terminal_ID
	Coded as defined in TS 33.110 [XX]
	M
	G

	Terminal_appli_ID tag
	'85'
	M
	1

	Length
	H
	M
	Note 1

	Terminal_appli_ID
	Coded as defined in TS 33.110 [XX]
	M
	H

	UICC_appli_ID tag
	'86'
	M
	1

	Length
	I
	M
	Note 1

	UICC_appli_ID
	Coded as defined in TS 33.110 [XX]
	M
	I

	RANDx tag
	'87'
	M
	1

	Length
	J
	M
	Note 1

	RANDx
	Coded as defined in TS 33.110 [xx]
	M
	J (see Note 4)

	Note 1: The length is coded according to ISO/IEC 8825 [20]

Note 2: The Key Identifier TLV is a constructed TLV containing the following primitive TLVs: NAF_ID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID and RANDx. E is the length of the constructed Key Identifier value.

Note 3: The most significant bit of the request MAC is coded on bit 8 of the first byte following the MAC Length.
Note 4: The most significant bit of the RANDx is coded on bit 8 of the first byte following the RANDx Length.


Response parameters/data, Local Key Establishment security context (Key Derivation mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Derivation Operation Response Data Object tag (‘73’)
	As defined in TS 31.101 [3] for BER-TLV data object
	1

	2 to A1+1 bytes (A1 ≤ 4)
	Key Derivation Operation Response Data Object length (L1)
	As defined in TS 31.101 [3] for BER-TLV data object
	A1

	A1+2 to (A1+L1+1)
	Key Derivation Operation Response Data Object
	
	L1


- Key Derivation Operation Response Data Object content: The TLVs defined in table 2 are included in the Key Derivation Operation Response Data Object.

Table 2: Coding of the Key Derivation Operation Response Data Object

	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.x. The value field shall be set to 'DB'
	M
	B

	Response MAC tag
	'82'
	M
	1

	Length
	C
	M
	Note 1

	Response MAC
	Coded as defined in TS 33.110 [xx]
	M
	C (see Note 2)

	Note 1: The length is coded according to ISO/IEC 8825 [20]

Note 2: The most significant bit of the response MAC is coded on bit 8 of the first byte following the MAC length.


7.1.2.x.2
Local Key Establishment security context (Key Availability Check mode)

Command parameters/data:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Availability Check Data Object tag (‘73’)
	As defined in TS 31.101 [3] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	Key Availability Check Data Object length (L)
	As defined in TS 31.101 [3] for BER-TLV data object
	A

	A+2 to (A+L+1)
	Key Availability Check Data Object
	
	L


- Key Availability Check Data Object content: The TLVs defined in table 1 are included in the Key Availability Check Data Object.

Table 1: Coding of the Key Availability Check Data Object

	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.x. The value field shall be set to '02'
	M
	B

	Key Identifier TLV
	Coded as defined in section 7.1.2.x.1
	M 
	C


Response parameters/data, Local Key Establishment security context (Key Availability Check mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Availability Check Operation Response Data Object tag (‘73’)
	As defined in TS 31.101 [3] for BER-TLV data object
	1

	2 to 1+A1 bytes (A1 ≤ 4)
	Key Availability Check Operation Response Data Object length (L1)
	As defined in TS 31.101 [3] for BER-TLV data object
	A1

	A1+2 to (A1+L1+1)
	Key Availability Check Operation Response Data Object 
	
	L1


- Key Availability Check Operation Response Data Object content: The TLV defined in table 2 is included in the Key Availability Check Operation Response Data Object.

Table 2: Coding of the Key Availability Check Operation Response Data Object

	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.x. The value field shall be set to 'DB'
	M
	B


7.1.3.2
Status Words of the Commands

The following table shows for each command the possible status conditions returned (marked by an asterisk *).

Commands and status words

	Status Words
	AUTHENTICATE

	90 00
	*

	91 XX
	*

	93 00
	

	98 50
	

	98 62
	*

	62 00
	*

	62 81
	

	62 82
	

	62 83
	

	62 F1
	*

	62 F3
	*

	63 CX
	

	63 F1
	*

	64 00
	*

	65 00
	*

	65 81
	*

	67 00
	*

	67 XX – (see note)
	*

	68 00
	*

	68 81
	*

	68 82
	*

	69 81
	

	69 82
	*

	69 83
	

	69 84
	*

	69 85
	*

	69 86
	

	6A 80
	

	6A 81
	*

	6A 82
	

	6A 83
	

	6A 86
	*

	6A 87
	

	6A 88
	*

	6B 00
	*

	6E 00
	*

	6F 00
	*

	6F XX – (see note)
	*

	NOTE:
Except SW2 = '00'.


Annex A (informative):
EF changes via Data Download or CAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a CAT Application [22], is advisable. Updating of certain EFs "over the air" could result in unpredictable behavior of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	'6F02'
	IMS private user identity
	Caution (note)

	'6F03'
	Home Network Domain Name
	Caution (note)

	'6F04'
	IMS public user identity
	Caution (note)

	'6FAD'
	Administrative Data
	Caution

	'6F06'
	Access Rule Reference
	Caution

	‘6F07’
	ISIM Service Table
	Caution

	‘6F09’
	P-CSCF address
	Caution (note)

	'6FD5’
	GBA Bootstrapping parameters
	Caution

	'6FD7’
	GBA NAF List
	Caution

	 ‘6Fxx'
	NAF Key Centre Address
	Caution

	NOTE:
If EFIMPI, EFIMPU, EFDOMAIN or P-CSCF are changed, the UICC should issue a CAT REFRESH command [22].


Annex C (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	
	
	

	'6F02'
	IMS private user identity
	‘8000FF…FF’

	'6F03'
	Home Network Domain Name
	‘8000FF…FF’

	'6F04'
	IMS public user identity
	‘8000FF…FF’

	'6FAD'
	Administrative Data
	Operator dependant

	'6F06'
	Access Rule Reference
	Card issuer/operator dependant

	'6FD5’
	GBA Bootstrapping parameters
	 ‘FF…FF’

	‘6F07’
	ISIM Service Table
	Operator dependant

	‘6F09’
	P-CSCF address
	Operator dependant

	‘6FD7’
	GBA NAF List
	‘FF…FF’

	‘6Fxx'
	NAF Key Centre Address
	'FF…FF'
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