
3GPP TSG CT6 Meeting #44 
C6-070406
Vienna, Austria, 21 - 23 August 2007

	CR-Form-v9.3

	CHANGE REQUEST

	

	(

	31.102
	CR
	0347
	(

rev
	2
	(

Current version:
	7.9.1
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	x
	ME
	x
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Key Establishment mechanism: alignment with TS 33.110

	
	

	Source to WG:
(

	Gemalto, China Mobile Communications Corporation

	Source to TSG:
(

	C6

	
	

	Work item code:
(

	KeyEstUTerm
	
	Date: (

	06/08/2007

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-7

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	TSG SA has approved the technical specification "Key establishment between a Universal Integrated Circuit Card (UICC) and a terminal" (TS 33.110 rel-7). It defines a mechanism to provision a shared key between a UICC and a terminal (and between an application residing on a UICC and an application residing on a terminal).

During the TSG#36 meeting, CT granted CT6 an extension until September to complete the USIM/ISIM Key Establishment procedures in release 7.

	
	

	Summary of change:
(

	Introduction of the needed functions in the USIM specification to enable the execution of the procedures that are described in TS 33.110.

	
	

	Consequences if 
(

not approved:
	TS 33.110 cannot be implemented. Discrepancies between 3GPP specifications (TS 33.110 would be referencing un-defined USIM capabilities)

	
	

	Clauses affected:
(

	2, 4.2.8, 4.2.xx (new), 4.7, 5.3.xx (new), 7.1.1, 7.1.1.x (new), 7.1.1.y (new), 7.1.2, 7.1.2.x (new), Annex A, Annex E

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	The file Identifier "6FXX" in section 4.2.xx shall be assigned by MCC and the Rapporteur. The service n°xx shall be allocated by MCC and the Rapporteur.


2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.111: "USIM and IC Card Requirements".

[2]
3GPP TS 22.011: "Service accessibility".

[3]
3GPP TS 22.024: "Description of Charge Advice Information (CAI)".

[4]
3GPP TS 22.030: "Man‑Machine Interface (MMI) of the User Equipment (UE)".

[5]
3GPP TS 23.038: "Alphabets and language".

[6]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[7]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[8]
3GPP TS 22.067: "enhanced Multi Level Precedence and Pre-emption service (eMLPP) ‑ Stage 1".

[9]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage 3".

[10]
3GPP TS 24.011: "Point‑to‑Point (PP) Short Message Service (SMS) support on mobile radio interface".

[11]
3GPP TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics".

[12]
3GPP TS 31.111: "USIM Application Toolkit (USAT)".

[13]
3GPP TS 33.102: "3GPP Security; Security Architecture".

[14]
3GPP TS 33.103: "3GPP Security; Integration Guidelines".

[15]
3GPP TS 22.086: "Advice of charge (AoC) Supplementary Services ‑ Stage 1".

[16]
3GPP TS 23.041: "Technical realization of Cell Broadcast (CB)".

[17]
3GPP TS 02.07: "Mobile Stations (MS) features".

[18]
3GPP TS 51.011 Release 4: "Specification of the Subscriber Identity Module – Mobile Equipment (SIM – ME) interface".

[19]
ISO 639 (1988): "Code for the representation of names of languages".

[20]
ISO/IEC 7816‑4: "Integrated circuit cards, Part 4: Organization, security and commands for interchange".

[21]
Void

[22]
ITU-T Recommendation E.164: "The international public telecommunication numbering plan".

[23]
3GPP TS 23.073: "Support of Localised Service Area (SoLSA); Stage 2".

[24]
3GPP TS 22.101: "Service aspects; service principles".

[25]
3GPP TS 23.003: "Numbering, Addressing and Identification".

[26]
Void

[27]
3GPP TS 22.022: "Personalisation of Mobile Equipment (ME); Mobile functionality specification".

[28]
3GPP TS 44.018 "Mobile Interface Layer3 Specification, Radio Resource control protocol"

[29]
3GPP TS 23.022: "Functions related to Mobile Station (MS) in idle mode and group receive mode".

[30]
3GPP TS 23.057: "Mobile Execution Environment (MExE);Functional description; Stage 2".

[31]
3GPP TS 23.122: "NAS Functions related to Mobile Station (MS) in idle mode"

[32]
Void

[33]
3GPP TS 25.101: "UE Radio Transmission and Reception (FDD)"

[34]
3GPP TS 45.005: "Radio Transmission and Reception"

[35]
ISO/IEC 8825 (1990): "Information technology; Open Systems Interconnection; Specification of Basic Encoding Rules for Abstract Syntax Notation One (ASN.1)"

[36]
3GPP TS 23.097: "Multiple Subscriber Profile (MSP)"

[37]
Void.

[38]
3GPP TS 23.140: “Multimedia Messaging Service (MMS); Functional description; stage 2”. 

[39]
ETSI TS 102 222 Release 6:"Administrative commands for telecommunications applications "

[40]
3GPP TS 24.234: “3GPP System to WLAN Interworking; UE to Network protocols;Stage 3”

[41]
3GPP TS 33.234: "3G Security; Wireless Local Area Network (WLAN) interworking security" 

[42]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture"

[43]
3GPP TS 33.246: "Security of Multimedia Broadcast/Multicast Service"

[44]
3GPP TS 43.020: "Technical Specification Group Services and system Aspects; Security related network functions"

[45]
X.S0016-000-A v1.0: "3GPP2 Multimedia Messaging System MMS Specification Overview, Revision A"

[46]
3GPP TS 43.068: "Technical Specification Group Core Network; Voice Group Call Service (VGCS); Stage 2"
[xx]
3GPP TS 33.110: "Key establishment between a Universal Integrated Circuit Card (UICC) and a terminal"
[yy]
IETF RFC 3629 (2003): "UTF-8, a transformation format of ISO 10646".
4.2.8
EFUST (USIM Service Table)

This EF indicates which services are available. If a service is not indicated as available in the USIM, the ME shall not select this service.

	Identifier: '6F38'
	Structure: transparent
	Mandatory

	SFI: '04'
	

	File size: X bytes, (X ≥ 1)
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1
	Services n(1 to n(8
	M
	1 byte

	2
	Services n(9 to n(16
	O
	1 byte

	3
	Services n(17 to n(24
	O
	1 byte

	4
	Services n(25 to n(32
	O
	1 byte

	etc.
	
	
	

	X
	Services n((8X‑7) to n((8X)
	O
	1 byte


	‑Services
	
	

	   Contents:
	Service n°1:
	Local Phone Book

	
	Service n°2:
	Fixed Dialling Numbers (FDN)

	
	Service n°3:
	Extension 2

	
	Service n°4:
	Service Dialling Numbers (SDN)

	
	Service n°5:
	Extension3

	
	Service n°6:
	Barred Dialling Numbers (BDN)

	
	Service n°7:
	Extension4

	
	Service n°8:
	Outgoing Call Information (OCI and OCT)

	
	Service n°9:
	Incoming Call Information (ICI and ICT)

	
	Service n°10:
	Short Message Storage (SMS)

	
	Service n°11:
	Short Message Status Reports (SMSR)

	
	Service n°12:
	Short Message Service Parameters (SMSP)

	
	Service n°13:
	Advice of Charge (AoC)

	
	Service n°14:
	Capability Configuration Parameters 2 (CCP2)

	
	Service n°15:
	Cell Broadcast Message Identifier 

	
	Service n°16:
	Cell Broadcast Message Identifier Ranges 

	
	Service n°17:
	Group Identifier Level 1

	
	Service n°18:
	Group Identifier Level 2

	
	Service n°19:
	Service Provider Name

	
	Service n°20:
	User controlled PLMN selector with Access Technology

	
	Service n°21:
	MSISDN

	
	Service n°22:
	Image (IMG)

	
	Service n°23:
	Support of Localised Service Areas (SoLSA) 

	
	Service n°24:
	Enhanced Multi‑Level Precedence and Pre‑emption Service

	
	Service n°25:
	Automatic Answer for eMLPP

	
	Service n°26:
	RFU

	
	Service n°27:
	GSM Access

	
	Service n°28:
	Data download via SMS-PP

	
	Service n°29:
	Data download via SMS‑CB

	
	Service n°30:
	Call Control by USIM

	
	Service n°31:
	MO-SMS Control by USIM

	
	Service n°32:
	RUN AT COMMAND command

	
	Service n°33:
	shall be set to '1'

	
	Service n°34:
	Enabled Services Table

	
	Service n°35:
	APN Control List (ACL)

	
	Service n°36:
	Depersonalisation Control Keys

	
	Service n°37:
	Co-operative Network List

	
	Service n°38:
	GSM security context 

	
	Service n°39:
	CPBCCH Information

	
	Service n°40:
	Investigation Scan

	
	Service n°41:
	MExE

	
	Service n°42:
	Operator controlled PLMN selector with Access Technology

	
	Service n°43:
	HPLMN selector with Access Technology

	
	Service n°44:
	Extension 5

	
	Service n°45:
	PLMN Network Name

	
	Service n°46:
	Operator PLMN List

	
	Service n°47:
	Mailbox Dialling Numbers 

	
	Service n°48:
	Message Waiting Indication Status

	
	Service n°49:
	Call Forwarding Indication Status

	
	Service n°50:
	Reserved and shall be ignored

	
	Service n°51:
	Service Provider Display Information

	
	Service n°52
	Multimedia Messaging Service (MMS)

	
	Service n°53
	Extension 8

	
	Service n°54
	Call control on GPRS by USIM

	
	Service n°55
	MMS User Connectivity Parameters

	
	Service n°56
	Network's indication of alerting in the MS (NIA)

	
	Service n°57
	VGCS Group Identifier List (EFVGCS and EFVGCSS)

	
	Service n°58
	VBS Group Identifier List (EFVBS and EFVBSS)

	
	Service n°59
	Pseudonym

	
	Service n°60
	User Controlled PLMN selector for WLAN access

	
	Service n°61
	Operator Controlled PLMN selector for WLAN access

	
	Service n°62
	User controlled WSID list

	
	Service n°63
	Operator controlled WSID list

	
	Service n°64
	VGCS security

	
	Service n°65
	VBS security

	
	Service n°66
	WLAN Reauthentication Identity

	
	Service n°67
	Multimedia Messages Storage

	
	Service n°68
	Generic Bootstrapping Architecture (GBA)

	
	Service n°69
	MBMS security

	
	Service n°70
	Data download via USSD and USSD application mode

	
	Service n°71
	Equivalent HPLMN

	
	Service n°72
	Additional TERMINAL PROFILE after UICC activation

	
	Service n°73
	Equivalent HPLMN Presentation Indication

	
	Service n°74
	Last RPLMN Selection Indication

	
	Service n°xx
	GBA-based Local Key Establishment Mechanism


The EF shall contain at least one byte. Further bytes may be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the responsibility of the 3GPP.

Coding:

1 bit is used to code each service:
bit = 1: service available;
bit = 0: service not available.

-
Service available means that the USIM has the capability to support the service and that the service is available for the user of the USIM unless the service is identified as "disabled" in EFEST.
Service not available means that the service shall not be used by the USIM user, even if the USIM has the capability to support the service.

First byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Service n°1

	
	
	
	
	
	
	
	
	
	
	Service n°2

	
	
	
	
	
	
	
	
	
	
	Service n°3

	
	
	
	
	
	
	
	
	
	
	Service n°4

	
	
	
	
	
	
	
	
	
	
	Service n°5

	
	
	
	
	
	
	
	
	
	
	Service n°6

	
	
	
	
	
	
	
	
	
	
	Service n°7

	
	
	
	
	
	
	
	
	
	
	Service n°8


Second byte:

	
	
	b8
	b7
	b6
	B5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	Service n°9

	
	
	
	
	
	
	
	
	
	
	Service n°10

	
	
	
	
	
	
	
	
	
	
	Service n°11

	
	
	
	
	
	
	
	
	
	
	Service n°12

	
	
	
	
	
	
	
	
	
	
	Service n°13

	
	
	
	
	
	
	
	
	
	
	Service n°14

	
	
	
	
	
	
	
	
	
	
	Service n°15

	
	
	
	
	
	
	
	
	
	
	Service n°16


etc.

4.2.xx
EFNAFKCA (NAF Key Center Address)
If service n°68 and service n°xx are "available", this file shall be present.

This EF contains one or more NAF Key Center addresses. The first record in the EF shall be considered to be of the highest priority.  The last record in the EF shall be considered to be the lowest priority.
	Identifier: '6Fxx'
	Structure: Linear fixed
	Optional

	Record length: Z bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to Z
	NAF Key Center TLV object
	M
	Z bytes


Unused bytes shall be set to 'FF'.
NAF Key Center tags

	Description
	Tag Value

	NAF Key Center address Tag
	'80'


NAF Key Center information

	Description
	Value
	M/O
	Length (bytes)

	NAF Key Center address Tag
	'80'
	M
	1

	Length
	X
	M
	Note

	NAF Key Center address value
	--
	M
	X

	Note: The length is coded according to ISO/IEC 8825 [35]


-  NAF Key Center Address Tag '80'

Contents: 

Fully qualified Domain Name (FQDN) of the NAF Key Center used in the Local Key Establishment procedures (see 3GPP TS 33.110 [xx]). 

Coding: 

Encoded to an octet string according to UTF-8 encoding rules as described in IETF RFC 3629 [yy].
4.7
Files of USIM
This clause contains two figures depicting the file structure of the UICC and the ADFUSIM. ADFUSIM shall be selected using the AID and information in EFDIR.

	
	
	
	
	
	
	MF
	
	
	
	
	
	

	
	
	
	
	
	
	'3F00'
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	DFGSM
	
	DFTELECOM
	
	
	
	EFDIR
	
	EFPL
	
	EFARR
	
	EFICCID

	'7F20'
	
	'7F10'
	
	
	
	'2F00'
	
	'2F05'
	
	'2F06'
	
	'2FE2'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFARR
	
	EFADN
	
	EFFDN
	
	EFSMS
	
	EFECCP

	see TS 
	
	
	
	'6F06'
	
	'6F3A'
	
	'6F3B'
	
	'6F3C'
	
	'6F4F'

	51.011 [18]
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFMSISDN
	
	EFSMSP
	
	EFSMSS
	
	EFLND
	
	EFSMSR

	
	
	
	
	
	
	'6F40'
	
	'6F42'
	
	'6F43'
	
	'6F44'
	
	'6F47'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFSDN
	
	EFEXT1
	
	EFEXT2
	
	EFEXT3
	
	EFBDN

	
	
	
	
	
	
	'6F49'
	
	'6F4A'
	
	'6F4B'
	
	'6F4C'
	
	'6F4D'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFEXT4
	
	EFSUME
	
	
	
	
	
	

	
	
	
	
	
	
	'6F4E'
	
	'6F54'
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	DFGRAPHICS
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	'5F50'
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFIMG
	
	EFIIDFn
	
	
	
	
	
	

	
	
	
	
	
	
	'4F20'
	
	'4FXX'
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	DFPHONEBOOK
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	'5F3A'
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFPBR
	
	EFIAP
	
	EFADN
	
	EFEXT1
	
	EFPBC

	
	
	
	
	
	
	'4F30'
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFGRP
	
	EFAAS
	
	EFGAS
	
	EFANR
	
	EFSNE

	
	
	
	
	
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFCCP1
	
	EFUID
	
	EFPSC
	
	EFCC
	
	EFPUID

	
	
	
	
	
	
	'4FXX'
	
	'4FXX'
	
	'4F22'
	
	'4F23'
	
	'4F24'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	EFEMAIL
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	'4FXX'
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	DFMULTIMEDIA
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	'5F3B'
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	EFMML
	
	EFMMDF
	
	
	
	

	
	
	
	
	
	
	
	
	'4F47'
	
	'4F48'
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


NOTE 1:
Files under DFTELECOM with shaded background are defined in TS 51.011 [18].

NOTE 2:
The value '6F65' under ADFUSIM was used in earlier versions of this specification, and should not be re-assigned in future versions.

Figure 4.1: File identifiers and directory structures of UICC

	
	ADFUSIM
	
	EFPseudo
	
	EFUPLMNWLAN
	
	EF0PLMNWLAN
	
	EFUSSIDL
	
	EFOSSIDL
	
	EFWRI

	
	
	
	'4F41'
	
	'4F42'
	
	'4F43'
	
	'4F44'
	
	'4F45'
	
	'4F46'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	DFPHONEBOOK
	
	DFGSM-ACCESS
	
	DFMExE
	
	
	DFSoLSA
	
	
	DFWLAN
	
	

	
	
	
	
	'5F3A'
	
	'5F3B'
	
	'5F3C'
	
	'5F70'
	
	'5F40'
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	EFORPK
	
	EFSAI
	
	EFSLL

	
	
	
	
	
	
	
	
	
	
	
	
	
	'4F41'
	
	'4F30'
	
	'4F31'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	EFMExE-ST
	
	EFARPK
	
	EFTPRK
	
	EFTKCDF

	
	
	
	
	
	
	
	
	
	
	'4F40'
	
	'4F42'
	
	'4F43'
	
	'4FXX'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	EFKc
	
	EFKcGPRS
	
	EFCPBCCH
	
	EFinvSCAN
	
	

	
	
	
	
	
	
	
	'4F20'
	
	'4F52'
	
	'4F63'
	
	'4F64'
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	EFUID
	
	EFPSC
	
	EFCC
	
	EFPUID
	
	EFPBR

	
	
	
	
	
	
	
	'4FXX'
	
	'4F22'
	
	'4F23'
	
	'4F24'
	
	'4F30'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	EFCCP1
	
	EFIAP
	
	EFADN
	
	EFEXT1
	
	EFPBC

	
	
	
	
	
	
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	EFGRP
	
	EFAAS
	
	EFGAS
	
	EFANR
	
	EFSNE
	
	EFEMAIL

	
	
	
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'
	
	'4FXX'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	EFLI
	
	EFARR
	
	EFIMSI
	
	EFKeys
	
	EFKeysPS 
	
	EFDCK
	
	EFHPPLMN

	
	'6F05'
	
	'6F06'
	
	'6F07'
	
	'6F08'
	
	'6F09'
	
	'6F2C'
	
	'6F31'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	EFCNL
	
	EFACMmax
	
	EFUST
	
	EFACM
	
	EFFDN
	
	EFSMS
	
	EFGID1

	
	'6F32'
	
	'6F37'
	
	'6F38'
	
	'6F39'
	
	'6F3B'
	
	'6F3C'
	
	'6F3E'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	EFGID2
	
	EFMSISDN
	
	EFPUCT
	
	EFSMSP
	
	EFSMSS
	
	EFCBMI
	
	EFSPN

	
	'6F3F'
	
	'6F40'
	
	'6F41'
	
	'6F42'
	
	'6F43'
	
	'6F45'
	
	'6F46'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	EFSMSR
	
	EFCBMID
	
	EFSDN
	
	EFEXT2
	
	EFEXT3
	
	EFBDN
	
	EFEXT5

	
	'6F47'
	
	'6F48'
	
	'6F49'
	
	'6F4B'
	
	'6F4C'
	
	'6F4D'
	
	'6F4E'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	EFCBMIR
	
	EFEXT4
	
	EFEST
	
	EFACL
	
	EFCMI
	
	EFSTART-HFN
	
	EFTHRESHOLD

	
	'6F50'
	
	'6F55'
	
	'6F56'
	
	'6F57'
	
	'6F58'
	
	'6F5B'
	
	'6F5C'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	EFPLMNwAcT
	
	EFOPLMNwAcT
	
	EFHPLMNwAcT
	
	EFEHPLMN
	
	EFPSLOCI
	
	EFACC
	
	EFFPLMN

	
	'6F60'
	
	'6F61'
	
	'6F62'
	
	'6FD9'
	
	'6F73'
	
	'6F78'
	
	'6F7B'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	EFLOCI
	
	EFICI
	
	EFOCI
	
	EFICT
	
	EFOCT
	
	EFAD
	
	EFeMLPP

	
	'6F7E'
	
	'6F80'
	
	'6F81'
	
	'6F82'
	
	'6F83'
	
	'6FAD'
	
	'6FB5'

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	EFAAeM
	
	EFECC
	
	EFHiddenkey
	
	EFNETPAR
	
	EFPNN
	
	EFOPL
	
	EFMBDN

	
	'6FB6'
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Figure 4.2: File identifiers and directory structures of USIM

5.3.xx
NAF Key Center Address request

Requirement:
Service n°xx "available".

Request:
The ME performs the reading procedure with EFNAFKCA.

7.1.1
Command description

The function can be used in several different contexts:

-
a 3G security context, when 3G authentication vectors (RAND, XRES, CK, IK, AUTN) are available (i.e. the UE is located in the UTRAN, or in a GSM radio access network which is connected to a 3G or 3G capable VLR/SGSN), or

-
a GSM security context, when GSM authentication data are available only (i.e. the UE is located in the GSM radio access network which is connected to a non-3G capable VLR/SGSN)

-
a VGCS/VBS security context, when VGCS/VBS authentication data is available

-
a GBA_U security context, when a GBA bootstrapping procedure is requested

-
a MBMS security context, when a MBMS security procedure is requested
-    a Local Key Establishment security context, when a Local Key Establishment procedure is requested.
The function is used in GSM or 3G security context during the procedure for authenticating the USIM to its HE and vice versa. In addition, a cipher key and an integrity key are calculated. For the execution of the command the USIM uses the subscriber authentication key K, which is stored in the USIM.

The function is used in VGCS/VBS security context during the procedure for retrieving the VGCS/VBS Short Term Key (VSTK) used by the terminal in establishing VGCS/VBS calls. 

The function is used in GBA security context in two different modes:

a)
Bootstrapping Mode: during the procedure for mutual authenticating of the USIM and the Bootstrapping Server Function (BSF) and for deriving bootstrapped key material from the AKA run. 

b)
NAF Derivation Mode: during the procedure for deriving Network Application Function (NAF) specific keys from previous bootstrapped key material.

The function is used in MBMS security context in two different modes:

a)
MSK Update Mode: during the procedure for updating an MBMS Service Key (MSK).

b)
MTK Generation Mode: during the procedure for retrieving the MBMS Traffic Key (MTK) used by the terminal to decrypt MBMS data. 

The function is related to a particular USIM and shall not be executable unless the USIM application has been selected and activated, and the current directory is the USIM ADF or any subdirectory under this ADF and a successful PIN verification procedure has been performed (see clause 5).

7.1.1.x
Local Key Establishment security context (Key Derivation mode)

USIM operations in this security context are supported if service n°68 and service n°xx are "available".

The USIM receives the NAF_ID corresponding to the NAF Key Center, the Terminal_ID, the Terminal_appli_ID, the UICC_appli_ID, RANDx, the Counter Limit value and the MAC as described in TS 33.110 [xx]. 

The USIM uses the NAF_ID to identify the Ks_int_NAF associated to the NAF Key Centre. If no valid Ks_int_NAF is available, this is considered as a Key Establishment failure and the USIM abandons the function. The status word '6A88' (Referenced data not found) is returned.

If the Ks_local key derivation is not authorized by the local UICC policy (e.g. Terminal_appli_ID/UICC_appli_ID association not authorized or Terminal_ID value not authorized), the USIM abandons the function. The status word '6985' (Conditions of use not satisfied) is returned.

Otherwise, the USIM retrieves the appropriate Ks_int_NAF, derives Ks_local as described in TS 33.110 [xx]. The USIM verifies the MAC value received from the Terminal as described in TS 33.110 [xx]:
- If the verification is unsuccessful, the USIM abandons the function and returns the status word '9862' (Authentication error, incorrect MAC). 

- If the verification is successful, the USIM stores Ks_local and associated parameters Terminal_ID, Terminal_appli_ID, UICC_appli_ID, RANDx and the Ks_local Counter Limit. The USIM returns the Local Key Establishment Operation Response TLV (indicating a successful Key Derivation operation) and a response MAC, which is derived as described in TS 33.110 [xx].
The minimum number of Local keys that can be stored by the USIM shall be defined by the service provider at the pre-issuance of the card.
In case the maximum number of Local Key was already reached or there is not enough available memory in the USIM, the USIM shall overwrite a Local Key and its associated data in order to store the new one. To determine the Ks_local to overwrite, the USIM shall construct a list of Ks_local identifiers by storing in the list first position the Ks_local identifier of the last used or derived Ks_local and by shifting down the remaining list elements. The last Ks_local identifier in this list corresponds to the Ks_local to overwrite when the USIM runs out of free memory or when the maximum number of Ks_local keys is reached. If an existing Ks_local in use is overwritten, the application using Ks_local shall not be affected.

Input:

‑
Local Key Establishment Mode (Key Derivation mode), Counter Limit, request MAC, Key Identifier (i.e. NAF_ID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID, RANDx)
Output:

-
Key Derivation operation status, response MAC.
7.1.1.y
Local Key Establishment security context (Key Availability Check mode)

USIM operations in this security context are supported if service n°68 and service n°xx are "available".

The USIM receives a Ks_local identifier. The USIM checks if a corresponding valid Ks_local is available. If a valid Ks_local key is available the Local Key Establishment Operation Response TLV (indicating a successful Key Availability Check operation) is returned. In case no valid Ks_local key is available the command fails and the status word '6A88' (Referenced data not found) is returned.
Input:

‑
Local Key Establishment Mode (Key Availability Check mode), Key identifier (i.e. NAF_ID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID, RANDx).
Output:

-
Key Availability Check Operation Status.
7.1.2
Command parameters and data

This command can be used with an EVEN or an ODD instruction (INS) code. The EVEN instruction code can be used when the challenge data provided by the terminal is not TLV encapsulated data and the length of the challenge data provided by the terminal is less than 256 bytes. 

The ODD instruction code shall be used with the security context specified in table 2, when challenge and response data is TLV encapsulated regardless of their length. Terminals and UICCs that do not support security context requiring TLV format (e.g. MBMS), do not have to support AUTHENTICATE command with ODD instruction code.

EVEN INS code

	Code
	Value

	CLA
	As specified in TS 31.101 [11]

	INS
	'88'

	P1
	'00'

	P2
	See table 1 below

	Lc
	See below

	Data
	See below

	Le
	'00', or maximum length of data expected in response


Parameter P2 specifies the authentication context as follows:

Table 1: Coding of the reference control P2

	Coding

b8-b1
	Meaning

	'1-------'
	Specific reference data (e.g. DF specific/application dependant key)

	'----- XXX'
	Authentication context:

000 GSM context

001 3G context

010 VGCS/VBS context

100 GBA context


All other codings are RFU.

ODD INS code

The authentication data and the authentication response data are encapsulated in BER-TLV objects structured using tag '73' for BER-TLV structured data and tag '53' otherwise.
How this command can chain successive blocks of authentication data, or authentication response data is described in TS 31 101 [11]. 

If  P1 indicates "First block of authentication data" or  "Next block of authentication data":

Input:

-
Authentication data encapsulated in a BER-TLV data object.

Output:

-
None.

	Code
	Value

	CLA
	As specified in TS 31.101 [11]

	INS
	'89'

	P1
	As specified in TS 31.101 [11]

	P2
	See table 2 below

	Lc
	Length of the subsequent data field

	Data
	Authentication related data

	Le
	Not present


If  P1 indicates "First block of authentication response data" or  "Next block of authentication response data":

Input:

-
None.

Output:

-
Authentication response data encapsulated in a BER-TLV data object.

	Code
	Value

	CLA
	As specified in TS 31.101 [11]

	INS
	'89'

	P1
	As specified in TS 31.101 [11]

	P2
	See table 2 below

	Lc
	Not present

	Data
	Not present

	Le
	Length of the response data


Parameter P1 is used to control the data exchange between the terminal and the UICC as defined in TS 31 101 [11].

Parameter P2 specifies the authentication context as follows:

Table 2: Coding of the reference control P2

	Coding

b8-b1
	Meaning

	'1-------'
	Specific reference data (e.g. DF specific/application dependant key)

	'----- XXX'
	Authentication context:

101 MBMS context
110 Local Key Establishment mode


All other codings are RFU.

Command parameters/data:

7.1.2.x
Local Key Establishment security context (All Modes)
The Local Key Establishment Control TLV is included in the command data to indicate the security context mode. The Local Key Establishment Control TLV is also included in the response data to indicate the operation status.
Table 1: Coding of the Local Key Establishment Control TLV

	Tag Value
	Length
	Value / Meaning

	'80'
	Coded according to ISO/IEC 8825 [35]
	Local Key Establishment context:

'01': Key Derivation mode

'02': Key Availability Check mode
Operation Status:

'DB': Successful Operation


7.1.2.x.1 Local Key Establishment security context (Key Derivation mode)
Command parameters/data:
	Byte(s)
	Description
	Coding
	Length

	1
	Key Derivation Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to A+1 bytes (A ≤ 4)
	Key Derivation Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2 to (A+L+1)
	Key Derivation Data Object
	
	L


- Key Derivation Data Object content: The TLVs defined in table 1 are included in the Key Derivation Data Object.
Table 1: Coding of the Key Derivation Data Object
	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.x. The value field shall be set to '01'
	M
	B

	Counter Limit tag
	'81'
	M
	1

	Length
	C
	M
	Note 1

	Counter Limit
	Coded as defined in TS 33.110 [xx]
	M
	C

	Request MAC tag
	'82'
	M
	1

	Length
	D
	M
	Note 1

	Request MAC
	Coded as defined in TS 33.110 [xx]
	M
	D (see Note 3)

	Key Identifier tag
	'A0' 
	M
	1

	Length
	E (see Note 2)
	M
	Note 1

	NAF_ID tag
	'83'
	M
	1

	Length
	F
	M
	Note 1

	NAF_ID
	Coded as defined in TS 33.220 [42]
	M
	F

	Terminal_ID tag
	'84'
	M
	1

	Length
	G
	M
	Note 1

	Terminal_ID
	Coded as defined in TS 33.110 [XX]
	M
	G

	Terminal_appli_ID tag
	'85'
	M
	1

	Length
	H
	M
	Note 1

	Terminal_appli_ID
	Coded as defined in TS 33.110 [XX]
	M
	H

	UICC_appli_ID tag
	'86'
	M
	1

	Length
	I
	M
	Note 1

	UICC_appli_ID
	Coded as defined in TS 33.110 [XX]
	M
	I

	RANDx tag
	'87'
	M
	1

	Length
	J
	M
	Note 1

	RANDx
	Coded as defined in TS 33.110 [xx]
	M
	J (see Note 4)

	Note 1: The length is coded according to ISO/IEC 8825 [35]
Note 2: The Key Identifier TLV is a constructed TLV containing the following primitive TLVs: NAF_ID, Terminal_ID, Terminal_appli_ID, UICC_appli_ID and RANDx. E is the length of the constructed Key Identifier value.

Note 3: The most significant bit of the request MAC is coded on bit 8 of the first byte following the MAC Length.
Note 4: The most significant bit of the RANDx is coded on bit 8 of the first byte following the RANDx Length.


Response parameters/data, Local Key Establishment security context (Key Derivation mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Derivation Operation Response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to A1+1 bytes (A1 ≤ 4)
	Key Derivation Operation Response Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A1

	A1+2 to (A1+L1+1)
	Key Derivation Operation Response Data Object
	
	L1


- Key Derivation Operation Response Data Object content: The TLVs defined in table 2 are included in the Key Derivation Operation Response Data Object.
Table 2: Coding of the Key Derivation Operation Response Data Object
	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.x. The value field shall be set to 'DB'
	M
	B

	Response MAC tag
	'82'
	M
	1

	Length
	C
	M
	Note 1

	Response MAC
	Coded as defined in TS 33.110 [xx]
	M
	C (see Note 2)

	Note 1: The length is coded according to ISO/IEC 8825 [35]
Note 2: The most significant bit of the response MAC is coded on bit 8 of the first byte following the MAC length.


7.1.2.x.2
Local Key Establishment security context (Key Availability Check mode)
Command parameters/data:
	Byte(s)
	Description
	Coding
	Length

	1
	Key Availability Check Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	Key Availability Check Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2 to (A+L+1)
	Key Availability Check Data Object
	
	L


- Key Availability Check Data Object content: The TLVs defined in table 1 are included in the Key Availability Check Data Object.
Table 1: Coding of the Key Availability Check Data Object
	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.x. The value field shall be set to '02'
	M
	B

	Key Identifier TLV
	Coded as defined in section 7.1.2.x.1
	M 
	C


Response parameters/data, Local Key Establishment security context (Key Availability Check mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	Key Availability Check Operation Response Data Object tag (‘73’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A1 bytes (A1 ≤ 4)
	Key Availability Check Operation Response Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A1

	A1+2 to (A1+L1+1)
	Key Availability Check Operation Response Data Object 
	
	L1


- Key Availability Check Operation Response Data Object content: The TLV defined in table 2 is included in the Key Availability Check Operation Response Data Object.

Table 2: Coding of the Key Availability Check Operation Response Data Object
	Description
	Value
	M/O
	Length (bytes)

	Local Key Establishment Control TLV
	Coded as defined in section 7.1.2.x. The value field shall be set to 'DB'
	M
	B


Annex A (informative):
EF changes via Data Download or USAT applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by a USAT Application, is advisable. Updating of certain EFs "over the air" such as EFACC could result in unpredictable behaviour of the UE; these are marked "Caution" in the table below. Certain EFs are marked "No"; under no circumstances should "over the air" changes of these EFs be considered.

	File identification
	Description
	Change advised

	'2F00'
	Application directory
	Caution

	'2F05'
	Preferred languages 
	Yes

	'2F06'
	Access rule reference
	Caution

	'2FE2'
	ICC identification
	No

	'4F20'
	Image data
	Yes

	‘4F20’
	GSM Ciphering key Kc
	No

	'4FXX'
	Image Instance data Files 
	Yes

	'4FXX'
	Unique identifier
	Yes

	'4F22'
	Phone book synchronisation counter
	Yes

	'4F23'
	Change counter
	Yes

	'4F24'
	Previous unique identifier
	Yes

	'4F30'
	Phone book reference file
	Yes

	'4FXX'
	Capability configuration parameters 1
	Yes 

	'4F30'
	SoLSA Access Indicator
	Caution

	'4F31'
	SoLSA LSA List
	Caution

	'4FXX'
	LSA Descriptor files
	Caution

	‘4F52’
	GPRS Ciphring key KcGPRS
	No

	'4F63'
	CPBCCH Information
	No

	'4F64’
	Investigation Scan
	Caution

	'4FXX'
	Additional number alpha string
	Yes

	'4FXX'
	Additional number
	Yes

	'4FXX'
	Second name entry
	Yes

	'4FXX'
	Grouping information alpha string
	Yes

	'4FXX'
	Phone book control
	Yes

	'4FXX'
	E-mail addresses
	Yes

	'4FXX'
	Index administration phone book
	Yes

	'4FXX'
	Extension 1
	Yes 

	'4FXX'
	Abbreviated dialling numbers
	Yes 

	'4FXX'
	Grouping file
	Yes

	'4F41'
	Pseudonym
	Caution

	'4F42'
	User controlled PLMN selector for WLAN
	No

	'4F43'
	Operator controlled PLMN selector for WLAN
	Caution

	'4F44'
	User controlled WSID List
	No

	'4F45'
	Operator controlled WSID List
	Caution

	'4F46'
	WLAN Reauthentication Identity
	No

	'4F47'
	Multimedia Messages List
	Yes

	'4F48'
	Multimedia Messages Data File
	Yes

	'6F05'
	Language indication 
	Yes

	‘6F06’
	Access rule reference (under ADFUSIM and DFTELECOM)
	Caution

	'6F07'
	IMSI
	Caution (Note 1)

	'6F08'
	Ciphering and integrity keys
	No 

	'6F09'
	Ciphering and integrity keys for packet switched domain
	No 

	'6F2C'
	De-personalization Control Keys
	Caution

	'6F31'
	Higher Priority PLMN search period
	Caution

	'6F32'
	Co-operative network list
	Caution

	'6F37'
	ACM maximum value
	Yes

	'6F38'
	USIM service table
	Caution

	'6F39'
	Accumulated call meter
	Yes

	'6F3B'
	Fixed dialling numbers
	Yes

	'6F3C'
	Short messages
	Yes

	'6F3E'
	Group identifier level 1
	Yes

	'6F3F'
	Group identifier level 2
	Yes

	'6F40'
	MSISDN storage
	Yes

	'6F41'
	PUCT
	Yes

	'6F42'
	SMS parameters
	Yes

	'6F43'
	SMS status
	Yes

	'6F45'
	CBMI
	Caution

	'6F46'
	Service provider name
	Yes

	'6F47'
	Short message status reports
	Yes

	'6F48'
	CBMID
	Yes

	'6F49'
	Service Dialling Numbers
	Yes

	'6F4B'
	Extension 2
	Yes

	'6F4C'
	Extension 3
	Yes

	'6F4D'
	Barred dialling numbers
	Yes

	'6F4E'
	Extension 5
	Yes

	'6F4F'
	Capability configuration parameters 2
	Yes 

	'6F50'
	CBMIR
	Yes

	'6F54'
	SetUp Menu Elements
	Yes

	‘6F55’
	Extension 4
	Yes

	'6F56'
	Enabled services table
	Caution

	'6F57'
	Access point name control list
	Yes

	'6F58'
	Comparison method information
	Yes

	'6F5B'
	Initialisation value for Hyperframe number
	Caution

	'6F5C'
	Maximum value of START
	Yes

	'6F60'
	User controlled PLMN selector with Access Technology
	No

	'6F61'
	Operator controlled PLMN selector with Access Technology
	Caution

	'6F62'
	HPLMN selector with Access Technology
	Caution

	'6F73'
	Packet switched location information
	Caution 

	'6F78'
	Access control class
	Caution

	'6F7B'
	Forbidden PLMNs
	Caution

	'6F7E'
	Location information
	No (Note 1)

	'6F80'
	Incoming call information
	Yes

	'6F81'
	Outgoing call information
	Yes

	'6F82'
	Incoming call timer
	Yes

	'6F83'
	Outgoing call timer
	Yes

	'6FAD'
	Administrative data
	Caution

	'6FB1'
	Voice Group Call Service
	Yes

	'6FB2'
	Voice Group Call Service Status
	Yes

	'6FB3'
	Voice Broadcast Service
	Yes

	'6FB4'
	Voice Broadcast Service Status
	Yes

	'6FB5'
	Enhanced Multi Level Pre-emption and Priority
	Yes

	'6FB6'
	Automatic Answer for eMLPP Service
	Yes

	'6FB7'
	Emergency Call Codes
	Caution

	'6FC3'
	Key for hidden phone book entries
	No

	'6FC4'
	Network Parameters
	No

	'6FC5'
	PLMN Network Name
	Yes

	'6FC6'
	Operator Network List
	Yes

	'6FC7'
	Mailbox Dialling Numbers
	Yes

	'6FC8'
	Extension 6
	Yes

	'6FC9'
	Mailbox Identifier
	Caution

	'6FCA'
	Message Waiting Indication Status
	Caution

	'6FCB'
	Call Forwarding Indication Status
	Caution

	'6FCC'
	Extension 7
	Yes

	'6FCD'
	Service Provider Display Information
	Yes

	‘6FCE’
	MMS Notification 
	Yes

	‘6FCF’
	Extension 8
	Yes

	‘6FD0’
	MMS Issuer Connectivity Parameters 
	Yes

	‘6FD1’
	MMS User Preferences
	Yes

	‘6FD2’
	MMS User Connectivity Parameters
	Yes

	'6FD3'
	Network's indication of alerting (NIA)
	Caution

	‘6FD4’
	Voice Group Call Service Ciphering Algorithm
	Yes

	'6FD5'
	Voice Broadcast Service Ciphering Algorithm
	Yes

	'6FD6'
	GBA Bootstrapping parameters
	Caution

	'6FD7’
	MBMS Service Keys List
	Caution

	‘6FD8’
	MBMS User Key
	Caution

	‘6FD9’
	EHPLMN
	Caution

	‘6FDA’
	GBA NAF List
	Caution

	‘6FDB’
	EHPLMN Presentation Indication
	Caution

	‘6FDC'
	Last RPLMN Selection Indication
	Caution

	 ‘6Fxx'
	NAF Key Center Address
	Caution

	NOTE1:
If EFIMSI is changed, the UICC should issue REFRESH as defined in TS 31.111 and update EFLOCI accordingly.


Annex E (informative):
Suggested contents of the EFs at pre‑personalization
If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests values in these cases.

	File Identification
	Description
	Value

	'2F00'
	Application directory
	Card issuer/operator dependant

	'2F05'
	Preferred languages
	'FF…FF'

	'2F06'
	Access rule reference
	Card issuer/operator dependant

	'2FE2'
	ICC identification
	operator dependant 

	'4F20'
	Image data 
	'00FF...FF'

	‘4F20’
	GSM Ciphering key Kc
	'FF...FF07'

	'4FXX'
	Image instance data files
	'FF…FF'

	'4FXX'
	Unique identifier
	'0000'

	'4F22'
	Phone book synchronisation counter
	'00000000'

	'4F23'
	Change counter
	'0000'

	'4F24'
	Previous unique identifier
	'0000'

	'4F30'
	Phone book reference file
	Operator dependant

	'4F30'
	SoLSA Access Indicator
	'00FF...FF'

	'4F31'
	SoLSA LSA List
	'FF...FF'

	'4FXX'
	LSA Descriptor files
	'FF…FF'

	'4FXX'
	Capability configuration parameters 1
	'FF…FF'

	‘4F52’
	GPRS Ciphring key KcGPRS
	'FF...FF07'

	'4F63'
	CPBCCH Information
	'FF..FF'

	'4F64'
	Investigation PLMN scan
	'00'

	'4FXX'
	E-mail addresses 
	'FF…FF'

	'4FXX'
	Additional number alpha string
	'FF…FF'

	'4FXX'
	Second name entry
	'FF…FF'

	'4FXX'
	Abbreviated dialling numbers
	'FF...FF'

	'4FXX'
	Grouping file
	'00…00'

	'4FXX'
	Grouping information alpha string
	'FF…FF'

	'4FXX'
	Phone book control
	'0000'

	'4FXX'
	Index administration phone book
	'FF…FF'

	'4FXX'
	Additional number
	'FF…FF'

	'4FXX'
	Extension 1
	'00FF...FF'

	'4F41'
	Pseudonym
	'00FF…FF'

	'4F42'
	User Controlled PLMN selector for WLAN
	'FF…FF'

	'4F43'
	Operator Controlled PLMN selector for WLAN
	Operator dependant

	'4F44'
	User Controlled WSID list
	'00FF…FF'

	'4F45'
	Operator controlled WSID list
	Operator dependant

	'4F46'
	WLAN Reauthentication Identity
	'FF…FF'

	'4F47'
	Multimedia Messages List
	'FF…FF'

	'4F48'
	Multimedia Messages Data File
	'FF…FF'

	'6F05'
	Language indication
	'FF…FF'

	'6F06'
	Access rule reference (under ADFUSIM and DFTELECOM)
	Card issuer/operator dependant

	'6F07'
	IMSI
	Operator dependant 

	'6F08'
	Ciphering and integrity keys
	'07FF…FF'

	'6F09'
	Ciphering and integrity keys for packet switched domain
	'07FF…FF'

	'6F2C'
	De-personalization control keys
	'FF…FF'

	'6F31'
	Higher Priority PLMN search period
	'FF'

	'6F32'
	Co-operative network list
	'FF…FF'

	'6F37'
	ACM maximum value
	'000000' (see note 1)

	'6F38'
	USIM service table
	Operator dependant 

	'6F39'
	Accumulated call meter
	'000000'

	'6F3B'
	Fixed dialling numbers
	'FF...FF'

	'6F3C'
	Short messages
	'00FF...FF'

	'6F3E'
	Group identifier level 1
	Operator dependant

	'6F3F'
	Group identifier level 2
	Operator dependant

	'6F40'
	MSISDN storage
	'FF...FF'

	'6F41'
	PUCT
	'FFFFFF0000'

	'6F42'
	SMS parameters
	'FF...FF'

	'6F43'
	SMS status
	'FF...FF'

	'6F45'
	CBMI
	'FF...FF'

	'6F46'
	Service provider name
	Operator dependant 

	'6F47'
	Short message status reports
	'00FF…FF'

	'6F48'
	CBMID
	'FF...FF'

	'6F49'
	Service Dialling Numbers
	'FF...FF'

	'6F4B'
	Extension 2
	'00FF...FF'

	'6F4C'
	Extension 3
	'00FF...FF'

	'6F4D'
	Barred Dialling Numbers
	'FF...FF'

	'6F4E'
	Extension 5
	'00FF...FF'

	'6F4F'
	Capability configuration parameters 2
	'FF...FF'

	'6F50'
	CBMIR
	'FF...FF'

	'6F54'
	SetUp Menu Elements
	Operator dependant 

	'6F55'
	Extension 4
	'00FF...FF'

	'6F56'
	Enabled services table
	Operator dependant

	'6F57'
	Access point name control list
	'00FF…FF'

	'6F58'
	Comparison method information
	'FF…FF'

	'6F5B'
	Initialisation value for Hyperframe number
	'F0 00 00 F0 00 00'

	'6F5C'
	Maximum value of START
	Operator dependant

	'6F60'
	User controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F61'
	Operator controlled PLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F62'
	HPLMN selector with Access Technology
	'FFFFFF0000..FFFFFF0000'

	'6F73'
	Packet switched location information
	'FFFFFFFF FFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F78'
	Access control class
	Operator dependant 

	'6F7B'
	Forbidden PLMNs
	'FF...FF'

	'6F7E
	Location information
	'FFFFFFFF xxxxxx 0000 FF 01' (see note 2)

	'6F80'
	Incoming call information
	'FF…FF 000000 00 01FFFF'

	'6F81'
	Outgoing call information
	'FF…FF 000000 01FFFF'

	'6F82'
	Incoming call timer
	'000000'

	'6F83'
	Outgoing call timer
	'000000'

	'6FAD'
	Administrative data
	Operator dependant 

	'6FB1'
	Voice Group Call Service
	Operator dependant 

	'6FB2'
	Voice Group Call Service Status
	Operator dependant 

	'6FB3'
	Voice Broadcast Service
	Operator dependant 

	'6FB4'
	Voice Broadcast Service Status
	Operator dependant 

	'6FB5'
	EMLPP
	Operator dependant

	'6FB6'
	AaeM
	'00'

	'6FB7'
	Emergency call codes
	Operator dependant

	'6FC3'
	Key for hidden phone book entries
	'FF…FF'

	'6FC4'
	Network Parameters
	'FF…FF'

	'6FC5'
	PLMN Network Name
	Operator dependant

	'6FC6'
	Operator Network List
	Operator dependant

	'6FC7'
	Mailbox Dialling Numbers
	Operator dependant

	'6FC8'
	Extension 6
	'00 FF...FF'

	'6FC9'
	Mailbox Identifier
	Operator dependant

	'6FCA'
	Message Waiting Indication Status
	'00 00 00 00 00'

	'6FCB'
	Call Forwarding Indication Status
	'xx 00 FF...FF'

	'6FCC'
	Extension 7
	'00 FF...FF'

	'6FCD'
	Service Provider Display Information
	

	‘6FCE’
	MMS Notification
	’00 00 00 FF…FF’

	‘6FCF’
	Extension 8
	'00FF...FF'

	‘6FD0’
	MMS Issuer Connectivity Parameters
	'FF…FF'

	‘6FD1’
	MMS User Preferences
	'FF…FF'

	‘6FD2’
	MMS User Connectivity Parameters
	'FF…FF'

	'6FD3'
	Network's Indication of Alerting (NIA)
	 'FF...FF'

	‘6FD4’
	Voice Group Call Service Ciphering Algorithm
	 '00…00'

	'6FD5'
	Voice Broadcast Service Ciphering Algorithm
	 '00…00'

	'6FD6’
	GBA Bootstrapping parameters
	 'FF…FF'

	'6FD7'
	MBMS Service Keys List
	 'FF…FF'

	‘6FD8'
	MBMS User Key
	 'FF…FF'

	'6FD9'
	EHPLMN
	'FF…FF' or xxxxxx (see Note 2)

	'6FDA'
	GBA NAF List
	'FF…FF'

	'6FDB'
	EHPLMN Presentation Indication
	'00'

	'6FDC'
	Last RPLMN Selection Indication
	'00'

	‘6Fxx'
	NAF Key Center Address
	'FF…FF'


NOTE 1:
The value '000000' means that ACMmax is not valid, i.e. there is no restriction on the ACM. When assigning a value to ACMmax, care should be taken not to use values too close to the maximum possible value 'FFFFFF', because the INCREASE command does not update EFACM if the units to be added would exceed 'FFFFFF'. This could affect the call termination procedure of the Advice of Charge function.

NOTE 2:
xxxxxx stands for any valid MCC and MNC, coded according to TS 24.008 [9].
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