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1. Overall Description:

3GPP CT6 would like to ask 3GPP SA3 for guidance regarding the handling of MUK keys and GBA NAF keys in the USIM and the handling of the GBA NAF keys in the ISIM.

In the current 3GPP CT6 specifications, the behaviour of the UICC application for the storage of additional MUK keys or GBA NAF keys is not defined when the UICC application runs out of memory space. This would result in an unpredictable UICC application behaviour and a bad "User Experience". In fact some UICC implementations might decide to overwrite valid MUK keys.

After discussions, CT6 felt it was appropriate to enable the ME to control the deletion of the MUK keys, as it is currently the case for MSK keys. The deletion of a MUK key would result in the re-initialising of its corresponding replay counter. Therefore the USIM should also delete the GBA keying material corresponding to the MUK (i.e. Ks_int_NAF and Ks when present) when the "delete MUK" command is invoked. Notice that deleting a MUK key might result in deleting the bootstrapping key Ks.

Furthermore, CT6 feels it is necessary to define a GBA NAF keys storage policy to have a predictable USIM/ISIM behaviour. The proposed GBA NAF keys storage policy would preserve the most used and the last derived GBA keys from being overwritten. Notice that overwriting a Ks_int_NAF (used for MBMS) that has been derived with an old Ks key (i.e. Ks that has been renewed) will require the ME to put a new B-TID into use when a new MSK key involving this Ks_int_NAF is received.

Please note that the CRs are to Rel-6 and Rel-7 of the USIM and ISIM specifications.

3GPP SA3 is kindly requested to review and validate the attached Change Requests, which were conditionally approved by 3GPP CT6. In case SA3 find no problems at its May meeting then the CRs would be presented for approval at CT plenary in June.

2. Actions:

To 3GPP TSG SA3: 

3GPP SA3 are kindly requested to review the attached Change Requests and advise CT#36 directly as to whether or not SA3 agree to these CRs.
3. Date of Next 3GPP-CT6 Meetings:

3GPP-CT6 Meeting #44 
21 - 24 August 2007
Vienna, Austria
3GPP-CT6 Meeting #45 
13 - 16 November 2007
USA
