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Foreword

This Technical Specification (TS) has been produced by ETSI Project Smart Card Platform (SCP).

The contents of the present document are subject to continuing work within TC SCP and may change following formal TC SCP approval. If TC SCP modifies the contents of the present document, it will then be republished by ETSI with an identifying change of release date and an increase in version number as follows:

Version x.y.z. where:

x
the first digit:

0
early working draft;

1
presented to TC SCP for information;

2
presented to TC SCP for approval;

3
or greater indicates TC SCP approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

The present document defines the USB interface between a Terminal and an Integrated Circuit Card (ICC) that may be supported by the UICC and terminal in addition to the interface specified in TS 102 221 [1].

The USB interface may be implemented on UICCs and terminals for applications requiring a high data throughput or other features not supported by the interface defined in TS 102 221 [1].

Terminals and UICCs compliant with TS 102 221 [1] only operate as specified in TS 102 221 [1] when connected to USB UICCs and USB UICC-enabled terminals compliant with the present document.

The aim of the present document is to ensure interoperability between a UICC and a terminal independently of the respective manufacturer, card issuer or operator. The present document does not define any aspects related to the administrative management phase of the USB UICC. Any internal technical realization of either the UICC or the terminal is only specified where these are reflected over the interface.
1
Scope

The present document specifies the Inter-Chip USB interface between the USB UICC and the USB UICC-enabled terminal, subsequently referred to as the IC USB interface. It describes:

(
the characteristics of the Inter-Chip USB electrical interface between the USB UICC and the USB UICC-enabled terminal;

(
the initial communication establishment and the transport protocols;

(
the communication layers between the USB UICC and the USB UICC-enabled terminal.

The physical characteristics (including mechanical aspects) defined in TS 102 221 [1] apply to USB UICCs. The present document comes as an extension of TS 102 221 [1] complementing the electrical characteristics of contacts C1 and C5 and describing the behaviour of contacts C4 and C8 when the USB interface is supported.

The Inter-Chip USB interface provides access to the existing UICC resources such as the file system and security features specified in TS 102 221 [1] and possibly to other resources such as independently managed memory areas or file server functionalities. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

(
References are either specific (identified by date of publication and/or edition number or version number) or non-specific.

(
For a specific reference, subsequent revisions do not apply.

(
For a non-specific reference, the latest version applies. In the case of a reference to a TC SCP document, a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.
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3
Definitions, symbols, abbreviations and coding conventions

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

access conditions: set of security attributes associated with a file

APDU-based application: A UICC application designed to use APDUs as specified in TS 102 221 [1].

application: computer program that defines and implements a useful functionality on a smart card or in a terminal
NOTE:
The term may apply to the functionality itself, to the representation of the functionality in a programming language, or to the realization of the functionality as executable code.

attachment: the electrical process by which a USB peripheral, such as a USB UICC, indicates its presence to its host.

Class A operating conditions: terminal or a smart card operating at 5 V ± 10 % (see TS 102 221 [1])

Class B operating conditions: terminal or a smart card operating at 3 V ± 10 % (see TS 102 221 [1])

Class C operating conditions: terminal or a smart card operating at 1.8 V ± 10 % (see TS 102 221 [1]).

Class C' operating conditions: terminal or smart card operating at 1.8V ± 8.33 % (see Inter-Chip USB [4]).

configured: The state reached by a USB device when its USB host may use the functionalities that it provides, i.e. after the device has correctly processed a SetConfiguration() request with a non-zero configuration value, as defined in USB 2.0 [3].

endpoint: A uniquely addressable portion of a USB device that is the source or sink of information in a communication flow between the host and device.
enumeration: The activity that identifies and assigns a unique address to a device attached to the USB.
family: A family of USB UICC-enabled terminals and USB UICCs is defined as a set of USB UICC-enabled terminals and USB UICCs that are able to communicate in USB mode. This implies the definition of matching physical (form factor) and electrical (voltage class) characteristics.
functional interface: This term is used to refer to a set of USB endpoints associated with specific transfer type characteristics and described by an interface descriptor as specified in USB 2.0 [3].

Inter-Chip USB: Inter-Chip USB is an electrical interface for chip-to-chip connections over short distances, specified in a supplement to the USB 2.0 specification [4]. 

NOTE:
As only the electrical link is affected by the Inter-Chip supplement, Inter-Chip USB products are compatible with (standard) USB compliant drivers and software.
State H: high state on a signal line (Vcc).

State L: low state on a signal line (Gnd).

suspended: indicates a state where the USB interface of the USB UICC is in Suspend state as defined in USB 2.0 [3].

TS 102 221 interface: This term refers to the asynchronous serial UICC-Terminal interface defined in TS 102 221 [1], using RST on contact C2, CLK on contact C3 and I/O on contact C7.

USB UICC: A UICC which supports the interface using Inter-Chip USB [4] as specified in the present document.
USB UICC-enabled terminal: A terminal which supports the host interface using Inter-Chip USB [4] as specified in the present document.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Gnd
Ground

IC_DM
Inter-Chip USB D- data line

IC_DP
Inter-Chip USB D+ data line

IC_VDD
Inter-Chip USB Power Supply Voltage

Vcc
UICC Supply Voltage

VIH
Input Voltage (high)

VIL
Input Voltage (low)

VOH
Output Voltage (high)

VOL
Output Voltage (low)

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

APDU
Application Protocol Data Unit

ATR
Answer To Reset

CAT
Card Application Toolkit

CDC
Communication Device Class

CLK
ClocK

EEM
Ethernet Emulation Model

I/O
Input/Output

IC
Inter-Chip

ICC
Integrated Circuit Card

ICCD
Integrated Circuit Card Device

IEC
International Electrotechnical Commission

IP
Internet Protocol

ISO
International Organization for Standardization

PPS
Protocol and Parameter Selection

RFU
Reserved for Future Use

RST
ReSeT

SCSI
Small Computer System Interface

TCP
Transmission Control Protocol

USB
Universal Serial Bus

USB-IF
USB Implementers Forum

3.4
Coding conventions

For the purposes of the present document, the following coding conventions apply:

(
All lengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8 is the Most Significant Bit (MSB) and b1 is the Least Significant Bit (LSB). In each representation, the leftmost bit is the MSB.

(
Hexadecimal values are enclosed in single quotes ('xx').

In the UICC, all bytes specified as RFU shall be set to '00' and all bits specified as RFU shall be set to 0. 

4
USB UICC system architecture 

4.1
Support of the TS 102 221 interface

USB UICCs and USB UICC-enabled terminals shall remain compliant with TS 102 221 [1]. The electrical characteristics of contacts C1 and C5 are extended by the present document. Contacts C2, C3, C6 and C7 shall behave as specified in TS 102 221 [1]. The behaviour of contacts C4 and C8 shall be as described in the present document. 

4.2
Configurations

Three new terminal/UICC configurations are possible:

(
A terminal with only TS 102 221 [1] capability connected to a USB UICC. The TS 102 221 interface shall be activated.

(
A USB UICC-enabled terminal connected to a UICC with only TS 102 221 [1]. The TS 102 221 interface shall be activated.

(
A USB UICC-enabled terminal connected to a USB UICC. The interface shall be selected according to the procedures specified in the present document.
Applications supported by a USB UICC on the TS 102 221 interface shall also be supported over the IC USB interface. The IC USB interface may support additional applications not available on the TS 102 221 interface.

4.3
Interworking with the TS 102 221 interface
The selection of the TS 102 221 interface and IC USB interface shall be exclusive as specified in subclause 7.2.
Selection of the IC USB interface is defined to have occurred when either a PPS procedure indicating switching to the IC USB interface, described in subclause 7.2, has been performed on the TS 102 221 interface, or when the terminal has successfully configured the UICC on the USB interface.

Selection of the TS 102 221 interface is defined to have occurred when the terminal sends any APDU command following an ATR on the TS 102 221 interface other than the PPS procedure indicating switching to the IC USB interface described in subclause 7.2.

Except for contacts C1 and C5, actions by an entity (terminal or UICC) on one interface shall not affect the state of the other interface. 
The terminal shall always drive C2 and C3 to a defined state.

A USB UICC shall indicate the support of USB in its ATR, as described in TS 102 221 [1].

5
Physical characteristics

The physical characteristics of the USB UICC-Terminal interface are as defined in TS 102 221 [1] except for the specific provisions specified below. 

5.1
Contacts

5.1.1 Provision of contacts

5.1.1.1
Terminal

A USB UICC-enabled terminal shall provide contacts C4 and C8 with the mechanical characteristics defined in TS 102 221 [1]. 

The IC USB power signals, IC_VDD and GND, are respectively applied on the USB UICC Vcc (C1) and Gnd (C5) contacts. 

The Inter-Chip USB lines, IC_DP and IC_DM, are respectively assigned to C4 and C8.

5.1.1.2
UICC 

C4 and C8 shall be provided by the UICC. The Inter-Chip USB lines, IC_DP and IC_DM, are respectively assigned to C4 and C8.

The IC USB power signals, IC_VDD and GND, are respectively assigned on the USB UICC Vcc (C1) and Gnd (C5) contacts. 

5.1.2 Contact activation and deactivation

Following power up, a USB UICC shall present a high impedance state on contacts C4 and C8 within 80µs following establishment of a stable power supply.

When the IC USB interface is suspended or no USB UICC is attached, a USB UICC-enabled terminal may turn off Vcc without further action on C4 and C8.

5.1.3 Inactive contacts

The voltages on contacts C4 and C8 of the terminal shall be in the range 0 V ± 0.4 V referenced to Gnd (C5) when the terminal is switched off with the power source connected to the terminal, while measured with a measurement equipment having a resistance of 50 k(.

5.2 UICC insertion and removal

USB UICCs shall not be damaged when inserted in or removed from a slot where power is present. 
6
Electrical characteristics

6.1
Operating Conditions

The operating conditions defined in ETSI TS 102 221 [1] apply to USB UICCs and USB UICC-enabled terminals, except when otherwise specified below.

The contacts C4 and C8 operate as specified in the Inter-Chip USB Supplement to USB 2.0 [4] for IC_DP and IC_DM respectively.

For VIH and VIL, Vcc refers to the receiving device power supply level. For VOH and VOL, Vcc refers to the sending device power supply level. All voltages are referenced to Gnd. For each state (VOH, VIH, VIL and VOL), a positive current is defined as flowing into the entity (terminal or UICC).

6.1.1
Class B operating conditions

When the USB UICC-enabled terminal and the USB UICC are operating under class B operating conditions, the supply voltage on C1 and C5 shall be as defined in TS 102 221 [1]. The operation of contacts C4 and C8 shall follow the requirements specified in the USB 2.0 Inter Chip Supplement [4] for the Voltage Class 3.0 Volt.

6.1.2
Class C' operating conditions

When the USB UICC-enabled terminal and the USB UICC are operating at a nominal supply voltage of 1.8 V, the supply voltage on C1 and C5 and the operation of contacts C4 and C8 shall follow the requirements specified in the USB 2.0 Inter Chip Supplement [4] for the Voltage Class 1.8 Volt. This is defined as Class C' operating conditions, as the supply voltage definition is tighter than the definition of supply voltage class C used in TS 102 221 [1].

7
Initial communication establishment procedures

7.1
Supply voltage selection

USB UICCs shall support voltage class B and C/C' operating conditions, while a USB UICC-enabled terminal shall support at least one voltage class, B or C'. Some USB UICCs may support enhanced capabilities when activated under Class B operating conditions. This is indicated by setting a "Class B activation preferred" indicator as part of their USB interface power descriptor (see subclause 8.2 of the present document).

If a voltage class is supported by the UICC, it shall be supported on both the IC USB interface and the TS 102 221 interface.

To allow the addition of additional voltage classes in the future, a USB UICC-enabled terminal supporting more than one voltage class shall perform the supply voltage selection as follows:

(
The terminal shall initially select its lowest supported voltage class. 
(
The terminal shall power up the UICC with the selected voltage class and start the interface selection procedure defined in subclause 7.2.

(
If no attachment occurs or no ATR is received during the interface selection procedure, the terminal shall power the UICC down and power it up with the next higher class supported by the terminal. 
(
Otherwise, the terminal shall continue with the interface selection procedure and possibly the interface activation procedure until one of the following occurs:
-
the terminal receives an ATR, or
-
the terminal retrieves the USB interface power descriptor.
(
The terminal shall analyse the contents of the ATR or the USB interface power descriptor. 
(
If the voltage class used by the terminal is not supported by the UICC, the terminal shall power the UICC down and power it up with a supply voltage class indicated by the UICC. 
(
If the ATR is corrupted or the USB enumeration or the USB interface power descriptor retrieval fails or the USB interface power descriptor is corrupted, the terminal shall perform the procedure at least 3 times using the same voltage class. In case of 3 consecutive failures, the terminal shall activate the UICC with the next higher class supported by the terminal.

(
If, under a voltage class different from class B, the USB interface power descriptor indicates "Class B activation preferred", a USB UICC-enabled terminal that wants to use the features only available in Class B shall power down the UICC and power it up with supply voltage class B.

USB UICCs may not always attach over IC USB when hot plugged in a powered slot of a USB-enabled terminal.
7.2
Interface selection
The following three steps shall be performed on the IC USB interface independently of the procedures defined hereafter:

(
The USB UICC-enabled terminal shall activate its pull-down resistors on C4 and C8 from the beginning of the power up phase, as specified in Inter-Chip USB [4].

(
Before attachment, the USB UICC shall present high impedance on C4 and C8 and shall monitor the signals on C4 and C8. Only if both are maintained in state L for at least 10 ms by the terminal, the UICC shall continue with the attachment procedure. This allows for other protocols to co-exist on the same contacts. 
(
The USB UICC attaches itself as a USB Full-Speed device by driving the C4 line to state H as specified in USB 2.0 [3]. In case this action causes the C8 line to go to state H simultaneously, the USB UICC shall terminate the USB attachment and activate its IC USB pull-down resistors on contacts C4 and C8. 

Two procedures are defined for the detection of the presence of a USB UICC by the USB UICC-enabled terminal. The terminal may perform only one of these procedures or perform both in parallel asynchronously. 
Procedure using USB:
(
USB UICC-enabled terminals do not need to provide a clock signal on contact C3 to operate a USB UICC. However, if only the procedure using USB is used, then immediately after applying power to the UICC, it is advised that the USB UICC-enabled terminal provides a clock on contact C3 compliant with TS 102 221 [1] for at least 200 cycles while maintaining C2 in state L to allow TS 102 221 compliant cards to assert the state of all their contacts. It is recommended that the terminal switches off this clock after that. USB UICCs shall support switching off of the clock as long as C2 is kept in state L. It is recommended that the USB UICC-enabled terminal maintains the contact C3 in a defined state.
(
The terminal shall detect whether a USB UICC is present as described in Inter-Chip USB [4]. If no USB UICC is attached, i.e. C4 is not in state H, the USB attachment failed.

(
If a USB attachment is detected, the terminal shall drive a USB Reset as specified in Inter-Chip USB [4].

Procedure using ATR:

(
The terminal initiates the UICC activation procedure specified in TS 102 221 [1] until an ATR is received from the UICC.
(
The terminal analyses the ATR. 
(
If a UICC not supporting IC USB is recognized according to the ATR indication mechanism of TS 102 221 [1], the terminal shall continue as defined in TS 102 221 [1].

(
If a USB UICC is recognized according to the ATR indication mechanism of TS 102 221 [1], the terminal shall use a PPS exchange indicating T=15 with PPS2 set to 'C0' in conformance with the first TBi (i > 2) of the ATR to indicate switching to the IC USB interface.
(
Upon receiving the PPS command, the UICC shall attach on USB if this has not already happened.

(
Upon receiving the PPS response, the terminal may immediately drive a USB Reset if this has not already happened. The USB UICC shall remain attached until the terminal drives the USB Reset.
(
After a successful PPS exchange, the terminal may stop the clock on the TS 102 221 interface and the UICC shall no longer react to events on the TS 102 221 interface.

(
A USB UICC shall fully execute any process initiated on the TS 102 221 interface even if a USB Reset is received before completion.
After the USB Reset has occurred, the USB activation procedure shall continue as described in subclause 7.3 of the present document. 
If the TS 102 221 interface is selected, the USB UICC shall terminate attachment and activate its IC USB pull-down resistors on contacts C4 and C8 and the USB UICC shall not attempt to attach itself again until it has been powered off and on.

7.3
IC USB interface activation

Activation of the IC USB interface shall be performed as follows:

(
USB UICC ADDRESS ASSIGNMENT: The terminal assigns a unique address to the USB UICC as specified in USB 2.0 [3]. 

(
POWER NEGOTIATION: The USB UICC and the terminal exchange information about voltage classes and current consumption as defined in subclause 8.2.

(
USB UICC CONFIGURATION: The terminal configures the USB UICC for the applications it is running, as described in USB 2.0 [3]. Terminal applications using the IC USB interface should specify the behaviour of a terminal when a USB function that it expects is not available on a USB UICC (the terminal may, e.g., inform the user of a mismatch and attempts to activate the TS 102 221 interface).

If for any reason the terminal could not successfully configure the USB UICC for at least the ICCD interface, the terminal shall power down and power up the UICC and select the TS 102 221 interface, ignoring the USB information that may be provided by the UICC in its ATR.

7.4
Power consumption

7.4.1
Power consumption of the USB UICC during activation

Under all operating conditions, a USB UICC-enabled terminal shall be able to supply at least 10 mA until either a power negotiation occurs on the IC USB interface or the TS 102 221 interface is selected. 

The power consumption of the USB UICC shall remain within the limit that applies during ATR at maximum external clock frequency as specified in TS 102 221 [1] until it has received a USB Reset signalling from the terminal. 

7.4.2
Application related electrical parameters

If the IC USB interface is selected, after a successful power negotiation procedure, the USB UICC-enabled terminal shall supply the power negotiated in the procedure. 

Applications based on the present document may specify a minimum power supply capability for their supporting terminals.

7.4.3
Relation with other interfaces

When its IC USB interface is not activated or is suspended, and no other UICC interfaces are active, the USB UICC current consumption at 25°C shall not exceed the values specified in TS 102 221 [1] for a UICC in idle state.

7.5
Answer To Reset content

The ATR returned by a USB UICC activated using the USB ICCD device class on the IC USB interface in response to an ICC_POWER_ON or a PC_to_RDR_IccPowerOn request according to the Smart Card ICCD specification [7] shall be the same as the ATR that would be returned over the TS 102 221 interface after the corresponding type of reset.
7.6
USB UICC as an Inter-Chip USB peripheral

The USB UICC behaves as a removable Inter-Chip USB peripheral as specified in the Inter-Chip USB supplement to USB 2.0 [4]. Interoperable USB UICCs (the peripherals) and USB UICC-enabled terminals (the hosts) constitute an Inter-Chip USB family, characterized by the following features:

1.
The host and the peripheral have mechanical interfaces that interlock with each other, specified in TS 102 221 [1].

2.
Any host and peripheral support a common set of electrical parameters, i.e. class C' operating conditions.

3.
Any host and peripheral support at least full-speed USB operation.

To minimize power consumption, USB UICCs shall support dynamic switching of their resistors on C4 and C8 during traffic signalling as described in the Inter-Chip USB supplement to USB 2.0 [4].

7.7
Suspend, Resume and Remote Wakeup

The USB UICC shall support Suspend and Resume states as defined in USB 2.0 [4]. The USB UICC shall enter Suspend state after the bus has not transmitted any data for 3 ms, in compliance with USB 2.0 [4]. The terminal should only suspend operation of the USB UICC interface when the suspend conditions are met for all activated functional interfaces according to clause 9. If those conditions are not satisfied and a suspend occurs, the state of the USB UICC may become undefined and a USB Reset may be required to recover from this state.
Applications based on other functional interfaces should specify their conditions for entering Suspend state.
While in Suspend state, the USB UICC may support remote wakeup. The host may enable this capability using standard USB requests when desired. In order to perform a remote wakeup, the USB UICC shall perform a Resume signalling for at least 10 ms and up to the maximum duration of 15 ms allowed in USB 2.0 [3], to allow sufficient time for the terminal to react. After a remote wakeup, the terminal shall perform the wakeup actions as defined for all configured functional interfaces.

7.8
USB UICC deactivation

A USB UICC-enabled terminal should properly terminate all active applications running over USB before powering off a USB UICC. When the IC USB interface is suspended, the terminal may remove power from the USB UICC at any time. 

8
USB interface operational features

8.1
Speed support

USB Full Speed, as defined in USB 2.0 [3], shall be supported on the USB UICC and USB UICC-enabled terminal. 

8.2
Power Negotiation

A USB UICC shall implement an interface power descriptor as defined in table 1.

Table 1 — Interface Power Descriptor for a USB UICC

	Offset
	Field
	Size
	Value
	Description

	0
	Blength
	1
	'05'
	Size of this descriptor in bytes.

	1
	BdescriptorType
	1
	'08'
	INTERFACE_POWER descriptor type.

	2
	Breserved
	1
	'00'
	reserved.

	3
	BvoltageClass
	1
	
	Indicates the voltage classes supported by the UICC.
If a class is supported, the corresponding bit is set to 1.

b1
Class A, reserved for USB 2.0 (optional use, not specified by ETSI SCP)
b2
Class B
b3
Class C'
b7…4
Reserved for Future Use, shall be set to 0 
b8
Class B activation preferred (see subclause 7.1)

	4
	BmaxCurrent
	1
	
	Maximum current that the UICC requires for best performance, expressed in 2 mA units.

e.g. '0A' indicates 20 mA.


A USB UICC-enabled terminal shall request the interface power descriptor before requesting the device descriptor or any configuration or interface descriptors, and proceed as described below. 

Future versions of this specification may add more bytes to the descriptor. A terminal receiving additional unknown bytes shall ignore these, but interpret the bytes defined here.

The terminal shall respond with a Set Descriptor request. The format of the descriptor returned is as defined above. In BvoltageClass, the terminal shall set only the one bit of the voltage class that is provided to the UICC. In BmaxCurrent, it shall indicate the maximum current it can provide to the UICC.

From that point on, the USB UICC shall keep its current consumption within the limit indicated by the terminal and adapt its USB configuration descriptors and interface descriptors accordingly.

If a USB UICC which has set the "Class B activation preferred" indicator in its interface power descriptor is currently powered under a different voltage class by a terminal supporting class B, the terminal can decide to switch the UICC power supply to class B as described in subclause 7.1 of the present document.

8.3
Pipes, endpoints and configurations

A USB UICC may communicate with the terminal using any variety of pipes defined in USB 2.0 [3] in addition to the default control pipe. Specifications based on this document may define which endpoints configurations they support.

USB UICCs and USB UICC-enabled terminals shall provide at least 2 bulk endpoints (one in and one out) in addition to the default endpoint 0, and should preferably support 4 bulk endpoints (two in and two out). 

A USB UICC may contain several configurations for its different functional interfaces. This is referred to as Alternate settings in USB 2.0 [3] and the USB Common Device Class Specification [8]. Specifications based on the present document may mandate such behaviour when appropriate. The terminal may then switch between the different configurations while remaining in configured state as described in USB 2.0 [3]. Switching may only occur after the currently configured USB functional interface(s) is (are) in a state where the bus could be suspended. The application(s) related to the functional interfaces shall keep their internal state (e.g. file and security context or dynamically assigned IP address) when configurations are switched.

A USB UICC supporting multiple functional interfaces shall be a composite USB device, having a single USB device address.

8.4
Enumeration using standard descriptors
The standard descriptors described in the USB 2.0 specification [3] and the Common Device Class Specification [8] provide a way for the terminal to identify a newly attached USB device, such as a USB UICC, and to activate support for this USB UICC. The standard descriptors are read by the terminal during the enumeration process as specified in USB 2.0 [3]. In addition, the descriptors can also be retrieved by the terminal using standard USB requests. They include configuration related information common to any USB device, as well as a description of the specific USB features of the UICC.

The standard descriptors may be complemented by class-specific descriptors depending on the USB device class(es) supported by the USB UICC. Additional specific descriptors may complement the standard descriptors to provide further information. 

9
Protocol stacks for USB UICC applications

9.1
Support of APDU-based UICC applications over the IC USB Interface

In order to support applications based on TS 102 221 [1] on the IC USB interface, all USB UICC-enabled terminals shall support short APDU-level exchanges over Version B Control transfer with no Interrupt pipe, as defined in the Smart Card ICCD specification [7]. All USB UICCs shall present at least one USB configuration descriptor with short APDU-level exchanges over Version B Control transfer with no Interrupt pipe as defined in the Smart Card ICCD specification [7]. 
Applications relying on APDU communication to exchange large amount of data may specify one or several additional configurations using APDU-level encapsulation over a dedicated pair of bulk pipes and no interrupt pipe for USB UICC-enabled terminals and USB UICC. Switching between configurations having bulk and control B interfaces shall be transparent at the application layer.
All applications and features based on TS 102 221 [1], such as the Card Application Toolkit defined in TS 102 223 [2], may be used in the context of APDU communication over USB. The PPS procedure does not apply when transferring APDUs over USB. Cold and warm reset are logically performed by USB commands and processing time extension may be requested as defined in the Smart Card ICCD specification[7].

The suspend conditions for this functional interface is that all commands have had a complete response.
Suspend shall have no effect on the internal state of the UICC (file context, security status, etc.).

If CAT is supported, then after a remote wakeup, the terminal shall send a STATUS command on this functional interface to allow the UICC to start a proactive session.

9.1.1 Proactive Polling

All USB UICC-enabled terminals supporting CAT shall support the POLL INTERVAL and POLLING OFF proactive commands specified in TS 102 223 [2]. The default period for proactive polling using periodical STATUS commands is set to 300 seconds for USB UICC-enabled terminals to avoid a negative impact on power consumption. USB UICCs requiring a different polling frequency while using APDU communication over USB shall set it accordingly by means of a POLL INTERVAL command. When a USB UICC using APDU communication over USB has no need for proactive polling, it shall indicate it to the terminal by using the POLLING OFF command.

9.2
Support of IP applications over the IC USB Interface

If applications require the support of the Ethernet Emulation Model subclass of the USB communication device class defined in CDC EEM [9], the requirements of this subclause apply.
Support of the SuspendHint, ResponseHint and ResponseCompleteHint commands as described in CDC EEM [9] is mandatory for the USB UICC and the USB UICC-enabled terminal. The USB UICC shall send SuspendHints whenever it completes internal processing. The suspend condition for this interface is that a SuspendHint was the last EEM packet sent by the USB UICC.
If a USB UICC uses a locally administered MAC address, it is recommended to use an address of the range 82-xx-xx-xx-xx-xx.

If a USB UICC-enabled terminal uses a locally administered MAC address, it is recommended to use an address with a setting in byte 1 different from '82'.

After a remote wakeup, the terminal shall check if there is data to be transferred from the USB UICC on the bulk in pipe.

9.3
Support of mass storage applications over the IC USB Interface

If a memory area that behaves as a storage medium not controlled by the UICC itself is supported, the requirements of this subclause apply. 
The USB UICC and USB UICC enabled terminal shall support the Mass Storage Bulk Only 1.0 specification [6] as explained in the Mass Storage Specification Overview [5] with the SCSI Transparent subclass '06', corresponding to support of the SCSI Primary Command set of INCITS 408-2005 [11]. The USB UICC shall support the SCSI Peripheral Device Type '00' corresponding to a direct access SCSI block device as specified in INCITS 405-2005 [10].

The first sector of the unprotected memory area shall contain an MBR (Master Boot Record) with a partition table. Number, format and content of the partition(s) are out of scope of this specification. 

The suspend condition for this interface is that no response to a command is outstanding.

Annex A (Normative): USB Descriptors of a USB UICC

A.1 Standard Descriptors
Within the scope of this annex, the term "interface" refers to USB functional interfaces as per USB 2.0 [3].

The standard descriptors described in the USB specification are read by the host software during the enumeration process. In addition, the descriptors can also be retrieved by the host software using standard USB requests. 

In the following tables of standard descriptors, the character asterisk (*) in the column Value indicates that this value is defined by TC SCP, taken from the set of possible values given in the USB specification [3] or in the Smart Card ICCD specification [7]. All other values are standard USB entries.
The transmission direction from the host to the USB UICC is designated as OUT. The transmission direction from the USB UICC to the host is designated as IN.

A.2 The Standard Device Descriptor

Table A 0\IF >= 1 "A." 

SEQ Table 
1
 — Standard device descriptor for a USB UICC

	Offset
	Field
	Size
	Value
	Description

	0
	Blength
	1
	'12'
	Size of this descriptor in bytes.

	1
	BdescriptorType
	1
	'01'
	DEVICE Descriptor Type.

	2
	BcdUSB
	2
	'0200'
	USB Specification Release Number.

	4
	BdeviceClass
	1
	'00'*
	Indicates that the device class is specified in the interface descriptor of the device.

	5
	BDeviceSubClass
	1
	'00'
	Reset to zero as bDeviceClass is reset to zero.

	6
	BdeviceProtocol
	1
	'00'*
	The device does not use class-specific protocols on the device basis. Instead, it uses class-specific protocols on the interface level.

	7
	BmaxPacketSize0
	1
	
	Maximum packet size for endpoint zero. The size may be 8,16,32,64.

	8
	IdVendor
	2
	
	Vendor ID, (assigned by the USB-IF).

	10
	IdProduct
	2
	
	Product ID, (assigned by the manufacturer).

Definition of the value of this field is out of the scope of this document.

	12
	BcdDevice
	2
	
	Device release number in binary coded decimal.

Definition of the value of this field is out of the scope of this document.

	14
	Imanufacturer
	1
	
	Index of string descriptor describing manufacturer.

Definition of the content of this string is out of the scope of this document.

	15
	Iproduct
	1
	
	Index of string descriptor describing the product.

Definition of the content of this string is out of the scope of this document.

	16
	IserialNumber
	1
	
	Index of string descriptor describing the devices serial number.

	17
	bNumConfigurations
	1
	
	Number of possible configurations.


A USB UICC may report multiple configurations to a USB UICC-enabled terminal, in which case the terminal may choose the configuration it deems appropriate.

A.3 The Standard Configuration Descriptor

Table A 0\IF >= 1 "A." 

SEQ Table 
2
 — Standard configuration descriptor for a USB UICC

	Offset
	Field
	Size
	Value
	Description

	0
	Blength
	1
	'09'
	Size of this descriptor in bytes.

	1
	BdescriptorType
	1
	'02'
	CONFIGURATION Descriptor Type.

	2
	WtotalLength
	2
	
	Total length of data returned for this configuration. includes the combined length of all descriptors (configuration, interface, endpoint, and class-specific) returned by this configuration.

	4
	BnumInterfaces
	1
	
	The number of interfaces supported by this configuration. 

	5
	BConfigurationValue
	1
	
	Value to use as an argument to the SetConfiguration() request to select this configuration.

This value shall be non-zero.

	6
	Iconfiguration
	1
	
	Index of string descriptor describing this configuration.

Definition of the content of this string is out of the scope of this document.

	7
	BmAttributes
	1
	'A0'*
	Configuration characteristics for the USB UICC:

b5…1:
Reserved (reset to zero) 
b6
Remote Wakeup
b7
Self-powered
b8
Reserved (set to one)


The value 'A0' corresponds to a USB UICC that supports remote wake-up.

	8
	BmaxPower
	1
	
	As the USB UICC is an Inter-Chip USB peripheral, this value is set to 4 or less.

The maximum power consumption of the USB UICC from the bus when the device is fully operational is indicated using the Interface Power Descriptor described earlier in this document.


A USB UICCs may report configurations with multiple interfaces. The USB UICC-enabled terminal will select only the interfaces that it supports.

A.4 The Standard Interface Descriptor

This descriptor is repeated for all the interfaces of the USB UICC, e.g. there may be one for APDU transfer [7], one for Ethernet Emulation [9], and another one for Mass Storage [5], [6]. In addition, if alternate settings not specified in this document are provided by the UICC, an interface descriptor may be repeated within a configuration.

Table A 0\IF >= 1 "A." 

SEQ Table 
3
 — Standard interface descriptor for APDU transfer

	Offset
	Field
	Size
	Value
	Description

	0
	Blength
	1
	'09'
	Size of this descriptor in bytes.

	1
	BdescriptorType
	1
	'04'
	INTERFACE Descriptor Type.

	2
	BinterfaceNumber
	1
	
	Number of the interface. Zero-based value identifying the index in the array of concurrent interfaces supported by this configuration.

	3
	BalternateSetting
	1
	
	Value used to select alternate setting for the interface identified in the prior field.

When alternate settings are not supported this value is set to 00h.

	4
	bNumEndpoints


	1
	'00'*
or
'02'*
	Number of endpoints for a USB UICC used by this interface (excluding endpoint zero). 

'00' for the Smart Card Class with Control Transfer, or '02' for the Smart Card class with Bulk-Only.

	5
	BInterfaceClass
	1
	'0B'*


	Class code for the corresponding device class (Smart card '0B').

	6
	BInterfaceSubClass
	1
	'00'
	Subclass code.

	7
	BInterfaceProtocol
	1
	
	Protocol code.

The given value indicates the transfer mode which is used for the communication between host and USB UICC.

For the Smart Card class the following interface protocols may be used by a USB UICC:

- '00'
USB UICC messages using bulk

- '02'
USB UICC specific requests using control


transfer Version B

	8
	Iinterface
	1
	
	Index of string descriptor describing this interface.

Definition of the content of this string is out of the scope of this document.


Table A 0\IF >= 1 "A." 
4 — Standard interface descriptor for Ethernet Emulation

	Offset
	Field
	Size
	Value
	Description

	0
	Blength
	1
	'09'
	Size of this descriptor in bytes.

	1
	BdescriptorType
	1
	'04'
	INTERFACE Descriptor Type.

	2
	BinterfaceNumber
	1
	
	Number of the interface. Zero-based value identifying the index in the array of concurrent interfaces supported by this configuration.

	3
	BalternateSetting
	1
	
	Value used to select alternate setting for the interface identified in the prior field.

When alternate settings are not supported this value is set to '00'.

	4
	BNumEndpoints


	1
	'02'
	Number of endpoints for a USB UICC used by this interface (excluding endpoint zero).

	5
	BInterfaceClass
	1
	'02'


	Class code for the corresponding device class (Communication '02').

	6
	BInterfaceSubClass
	1
	'0C'
	Subclass code ('0C' for CDC EEM).

	7
	BInterfaceProtocol
	1
	'07'
	Protocol code.

For the EEM subclass of Communication, the protocol value is '07'.

	8
	Iinterface
	1
	
	Index of string descriptor describing this interface.

Definition of the content of this string is out of the scope of this document.


Table A 0\IF >= 1 "A." 
5 — Standard interface descriptor for Mass storage

	Offset
	Field
	Size
	Value
	Description

	0
	Blength
	1
	'09'
	Size of this descriptor in bytes.

	1
	BdescriptorType
	1
	'04'
	INTERFACE Descriptor Type.

	2
	BinterfaceNumber
	1
	
	Number of the interface. Zero-based value identifying the index in the array of concurrent interfaces supported by this configuration.

	3
	BalternateSetting
	1
	
	Value used to select alternate setting for the interface identified in the prior field.

When alternate settings are not supported this value is set to '00'.

	4
	BNumEndpoints


	1
	'02'
	Number of endpoints for a USB UICC used by this interface (excluding endpoint zero).

'02' for Bulk-Only.

	5
	BInterfaceClass
	1
	'08'


	Class code for the corresponding device class (Mass Storage '08').

	6
	BInterfaceSubClass
	1
	'01'
	Subclass code ('01' for Mass Storage Reduced Block Commands).

	7
	BInterfaceProtocol
	1
	'50'
	Protocol code.

For Mass Storage Bulk Only transport, the protocol code is '50'.

	8
	Iinterface
	1
	
	Index of string descriptor describing this interface.

Definition of the content of this string is out of the scope of this document.


A USB UICCs may report additional alternate settings for the interfaces. The USB UICC-enabled terminal will select only the settings that it supports.

A.5 The Standard Endpoint Descriptors

The following tables describe common endpoint descriptors that may be encountered on a USB UICC. For example, for an interface using bulk transfer, the interface descriptor is followed by two endpoint descriptors as defined in Table 6 and 7.

Table A 0\IF >= 1 "A." 
6 — Endpoint descriptor bulk-OUT

	Offset
	Field
	Size
	Value
	Description

	0
	Blength
	1
	'07'
	Size of this descriptor in bytes.

	1
	BDescriptorType
	1
	'05'
	ENDPOINT descriptor type.

	2
	BEndpointAddress
	1
	'01'-'0F'
	The address of this endpoint on the USB UICC. This address is an endpoint number between 1 and 15.

b4…1
Endpoint number
b7…5
Reserved, must be 0
b8
0 = OUT

	3
	BmAttributes
	1
	'02'
	This is a bulk endpoint.

	4
	WMaxPacketSize
	2
	'00xx'
	Maximum data transfer size. May be 8, 16, 32, 64.

	6
	Binterval
	1
	'00'
	Does not apply to bulk endpoints.


Table A 0\IF >= 1 "A." 
7 — Endpoint descriptor bulk-IN

	Offset
	Field
	Size
	Value
	Description

	0
	BLength
	1
	'07'
	Size of this descriptor in bytes.

	1
	bDescriptorType
	1
	'05'
	ENDPOINT descriptor type.

	2
	bEndpointAddress
	1
	'81'-'8F'
	The address of this endpoint on the USB UICC. This address is an endpoint number between 1 and 15.

b4…1
Endpoint number
b7…5
Reserved, must be 0
b8
1 = IN

	3
	BmAttributes
	1
	'02'
	This is a bulk endpoint.

	4
	wMaxPacketSize
	2
	'00xx'
	Maximum data transfer size. May be 8, 16, 32, 64.

	6
	BInterval
	1
	'00'
	Does not apply to bulk endpoints.


Table A 0\IF >= 1 "A." 
8 — Endpoint descriptor interrupt-IN

	Offset
	Field
	Size
	Value
	Description

	0
	BLength
	1
	'07'
	Size of this descriptor in bytes.

	1
	bDescriptorType
	1
	'05'
	ENDPOINT descriptor type.

	2
	bEndpointAddress
	1
	'81'-'8F'
	The address of this endpoint on the USB UICC. This address is an endpoint number between 1 and 15.

It is different from the bulk-IN endpoint address.

b4…1
Endpoint number
b7…5
Reserved, must be 0
b8
1 = IN

	3
	BmAttributes
	1
	'03'
	This is an interrupt endpoint.

	4
	wMaxPacketSize
	2
	'00xy'
	Packet size for USB UICC. The minimum value is '02'.

	6
	BInterval
	1
	'xy'
	Interval for polling endpoint data transfers. Expressed in milliseconds. The value is in the range from 1 to 255. In order to save bandwidth, the recommended value is 255.


A.6 The Class Specific Descriptor

This descriptor depends on the supported device class that it describes. 

A.6.1 Class Descriptor for APDU transfer

The class specific descriptor for the Smart Card device class is provided below.

Table A 0\IF >= 1 "A." 
9 — Class specific descriptor for the Smart Card device class of a USB UICC

	Offset
	Field
	Size
	Value 
	Description

	0
	Blength
	1
	'36'
	Size of this descriptor, in bytes.

	1
	BdescriptorType
	1
	'21'
	CCID Functional Descriptor type.

	2
	BcdCCID
	2
	'0110'*
	CCID Specification Release Number in binary coded decimal. The current version 1.1 is '0110'.

	4
	BmaxSlotIndex
	1
	'00'
	Index of the highest available slot. A USB UICC is regarded as single slot.

	5
	Breserved
	1
	'01'
	This value is set to '01'.

	6
	DwProtocols
	4
	'0000
0002'*
	Indicates the supported protocol types: 

'0000 0002' = Protocol T=1 (APDU level exchange)

	10
	DwReserved
	4
	'0000
0DFC'
	This value is set to '0000 0DFC'.

	14
	DwReserved
	4
	'0000
0DFC'
	This value is set to '0000 0DFC'.

	18
	Breserved
	1
	'00'
	This value is set to '00'.

	19
	DwReserved
	4
	'0000
2580'
	This value is set to '0000 2580'.

	23
	DwReserved
	4
	'0000
2580'
	This value is set to '0000 2580'.

	27
	Breserved
	1
	'00'
	This value is set to '00'.

	28
	DwMaxIFSD
	4
	'0000
00FE'*
	Indicates the maximum IFSD supported by the USB UICC for protocol T=1.

For T=1:
'0000 00FE'

	32
	DwReserved
	4
	'0000
0000'
	This value is set to '0000 0000'

	36
	DwMechanical
	4
	'0000
0000'
	Indicates that a USB-ICC has no special characteristics.

	40
	DwFeatures
	4
	'0002
0840'

'0004
0840'
	The value of the lower word ('0840') indicates that the host will only send requests that are valid for the USB UICC.

The value of the upper word is the level of data exchange with the USB UICC:

'0002'
Short APDU level exchanges
'0004'
Short and extended APDU level

exchanges

	44
	DwMaxCCIDMessageLength
	4
	
	For bulk transfers, the value shall be between:


261 + 10 and 65544 +10.

NOTE
The value 10 is the size of the header

For control transfers, the value shall be between:


261 and 65544.

	48
	Breserved
	1
	'FF'
	This value is set to 'FF'.

	49
	Breserved
	1
	'FF'
	This value is set to 'FF'.

	50
	WRFU
	2
	'0000'
	All other values are reserved for future use

	52
	BRFU
	1
	'00'
	All other values are reserved for future use.

	53
	BMaxCCIDBusySlots
	1
	'01'
	The USB UICC is regarded as a single slot.


A terminal compliant to this specification shall accept USB UICCs that indicate support of extended APDUs in DwFeatures and dwMaxCCIDMessageLength, even though ETSI TS 102 221 currently only defines short APDUs.

A.6.2 Class Descriptor for Ethernet Emulation Model

The Ethernet Emulation Model subclass of the Communication does not use any class-specific descriptor.

A.6.3 Class Descriptor for Mass Storage

The Mass Storage Bulk Only class does not use any class-specific descriptor. 
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