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7.1.1.6
MBMS security context (MSK Update Mode)

USIM operations in MBMS security context are supported if service n°69 is "available".
The USIM receives the MIKEY packet containing an MSK update message.  First, the USIM uses the MUK ID to identify the Ks_int_NAF corresponding with a previous bootstrapping procedure. 

The USIM shall check if a new NAF derivation procedure involving the received IDi in the MIKEY message has been performed or if it is the first time that this IDi is used. In such a case, the USIM shall store the last bootstrapped Ks_int_NAF as the last generated MUK and update EFMUK as follows:

-
If a record with the received IDi (included in the MUK ID: see TS 33.246 [43]) value is already present, then the MUK ID is stored in the corresponding field of this record, and the associated Time Stamp Counter (TS) field is reset. Additionally, the USIM internally stores the last successfully used MUK (i.e. MUK that was used during the last successful MSK update procedure), along with its MUK ID for further use (e.g. to detect Key freshness failure).

-
If a record with the received IDi does not exist, the USIM uses an empty record to include the MUK ID, and reset the associated TS field.

If the received MUK ID does not correspond to the last generated MUK (i.e. last bootstrapped MUK) then the USIM proceeds as follows:

-
If the received MUK ID corresponds to the last successfully used MUK then the USIM uses this MUK to verify the integrity of the message. If the verification is unsuccessful, the USIM abandons the function and returns the status word '9862' (Authentication error, incorrect MAC). If the verification is successful, the USIM abandons the function and returns the status word '9865' (the BM-SC shall be notified to retrieve the latest Ks_int_NAF: see TS 33.246 [43]). In this case, the USIM shall not return a MIKEY verification message.
-
Otherwise, this is considered as a bootstrapping failure (incorrect MUK) and the USIM abandons the function. The status word ‘6A88’ (Referenced data not found) is returned.
Otherwise, if the received MUK ID corresponds to the last generated MUK, the USIM uses the MUK value for MSK validation and derivation functions as described in TS 33.246 [43]. If the validation is unsuccessful, the status word '9862' (Authentication error, incorrect MAC) is returned and the USIM abandons the function.

After a successful MSK Update procedure the USIM stores the received credentials (e.g. MSK and/or Key Validity data) and updates EFMSK as follows:

-
If a record with the received Key Domain ID and Key Group part (i.e. Key Group part of the MSK ID) already exists, USIM stores the older MSK ID (if any) and its associated TS as the 2nd MSK ID and TS. The newer MSK ID is stored as the 1st MSK ID. In case the received MSK message has the same MSK ID as a stored MSK, the TS associated to this stored MSK is stored as the 1st TS. Otherwise, the 1st TS value is reset. The number of stored MSK IDs and corresponding TS shall be set to '02' if the USIM stores two different MSK IDs. The USIM shall not store two MSK IDs with the same Key Number part in the same record.
-
If a record with the received Key Domain ID and Key Group part does not exist, the USIM uses an empty record to include those values. The received MSK ID is stored as the 1st MSK ID and the associated TS is reset. The 2nd MSK ID and the associated TS are set to 'FF FF'. The number of stored MSK IDs and corresponding TS shall be set to '01'. In case there is no empty record available in EFMSK the USIM abandons the function and the status word '9866' (Authentication error, no available memory space) is returned.
-
In the case of a BM-SC solicited pull procedure (i.e. when the Key Number part of the MSK ID is set to 0x0), EFMSK is not updated.

NOTE:
In case no empty record is available the ME should run an MSK Deletion Mode procedure to free entries in EFMSK before running an MSK Update Mode procedure that contains a new MSK key.
Then, the USIM stores the Time Stamp field (retrieved from the MIKEY message) in its corresponding field under EFMUK.

The USIM stores internally the last successfully used MUK along with its MUK ID for further use. This MUK may be used beyond its GBA validity (i.e. after the derivation of a new Ks_int_NAF resulting from a new bootstrap procedure) to verify the integrity of a MIKEY message in order to detect a synchronization failure. This may occur if the last derived Ks_int_NAF did not reach the BM-SC.

The MSK is not necessarily updated in the MIKEY message, since a MSK transport message can be sent e.g. to update the Key Validity data or as part of a BM-SC solicited pull procedure. In such a case the USIM shall use the status word '9000' to inform the ME that the MIKEY message validation using the last generated MUK has succeeded.

Finally, if the V-bit in the HDR field of the received MIKEY message is set then the USIM shall produce a MSK Verification Message as described in TS 33.246 [43]. In this case the command response is the MIKEY verification message.

Input:

‑
MIKEY message

Output:

-
MIKEY message

or

-
None

7.1.1.x
MBMS security context (MSK Deletion Mode)

USIM operations in MBMS security context are supported if service n°69 is "available".

The USIM receives the Key Domain ID and the Key Group part of the MSK ID. The USIM shall identify in the EFMSK the record containing MSK IDs having this Key Domain ID and Key Group part. 
If no record is identified, the USIM abandons the function and returns the status word '6A88' (Referenced data not found).

If a record is found, the USIM shall delete all corresponding MSKs and set to 'FF' the bytes of this record. 
Input:

‑
Key Domain ID, MSK ID Key Group part
Output:

-
None
7.1.2.5
MBMS security context (All Modes)

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS Data Object length (L1)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	MBMS Security Context Mode
	See below
	1

	A+3 to (A+L1+1)
	MIKEY message or Key Domain ID || MSK ID Key Group part
	
	L1-1



Only the MIKEY message shall be transmitted in the MBMS security context mode '01' or '02'.

Only the Key Domain ID (coded on 3 bytes as described in TS 33.246 [43]) concatenated with the Key Group part of the MSK ID (coded on two bytes as described in TS 33.246 [43] where the last transmitted byte represents the least significant byte of the Key Group part) shall be transmitted in the MBMS security context mode '03'.
Parameter MBMS Security Context Mode specifies the MBMS mode in which MBMS security procedure is performed as follows:

Coding of MBMS Security Context Mode

	Coding
	Meaning

	'01'
	MSK Update Mode

	‘02'
	MTK Generation Mode

	'03'
	MSK Deletion Mode


Response parameters/data, MBMS security context (MSK Update Mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	"Successful MBMS operation" tag = 'DB' (see note 1)
	
	1

	A+3 to (A+L+1)
	MIKEY message (see note 1)
	
	L-1

	NOTE 1: Parameter present if a MIKEY verification message is returned. Otherwise, the USIM returns "53 01 DB"


Response parameters/data, MBMS security context (MTK Generation Mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	"Successful MBMS operation" tag = 'DB'
	
	1

	A+3 to (A+L+1)
	MTK || Salt (if Salt key is available)
	
	L-1


Response parameters/data, MBMS security context (MSK Deletion Mode), command successful:

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2
	MBMS operation response Data Object length
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	3
	"Successful MBMS operation" tag = 'DB'
	
	1


The coding of parameters is described in TS 33.246 [43].

7.3.1
Security management

	SW1
	SW2
	Error description

	'98'
	'62'
	‑
Authentication error, incorrect MAC

	'98'
	'64'
	‑
Authentication error, security context not supported

	'98'
	'65'
	‑
Key freshness failure

	'98'
	'66'
	-  Authentication error, no memory space available
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