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Foreword

This Technical Specification (TS) has been produced by ETSI Project Smart Card Platform (SCP).

The contents of the present document are subject to continuing work within EP SCP and may change following formal EP SCP approval. If EP SCP modifies the contents of the present document, it will then be republished by ETSI with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

0
early working draft;

1
presented to EP SCP for information;

2
presented to EP SCP for approval;

3
or greater indicates EP SCP approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

The present document introduces the definition of an high speed protocol between a terminal and an Integrated Circuit Card (ICC). The support of this new protocol is an option for Release 7 terminal and ICC, in addition to the interface specified in ETSI TS 102 221[1].

This high speed protocol is based on a set of MMCA's specifications:

· the MultiMedia Card specification [3]

· the Secure MMC version 2.0, Interface layer specification v1.1 [4]

The current specification is describing the integration of MMC specifications in the specific case of the UICC. All principles of the MMC protocol have been kept and the current specification is defining how ISO protocol and MMC protocol can be implemented in UICC, covering physical aspects, start up procedure refinement, and some limitations compared to the full MMC specification set. 

1
Scope

The present document specifies the MMC interface between the UICC and the terminal, later referred to as the MMC interface. It describes:

· MMC electrical interface between the UICC and the terminal;

· Initial communication establishment and the transport protocols;

· Communication layers between the UICC and the terminal.

The physical characteristics of the UICC (including mechanical aspects) are defined in TS 102 221 [1].

The MMC interface is an interface to the logical UICC device defined in TS 102 221 [1]. The MMC interface provides access to the existing UICC resources standardised in ETSI TS 102 221 [1]. In particular MMC interface will support protocols through Secure MMC 2.0 standard allowing to support legacy or network oriented communication. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to an EP SCP document, a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.

[1]
ETSI TS 102 221: "Smartcards; UICC-Terminal Interface; Physical and logical Characteristics".

[2]
ETSI TS 101 220: "Smart cards; ETSI numbering system for telecommunication application providers".

[3]
MMCA The Multi Media Card: “The System Specification” version 4.1

[4]
MMCA The Secure Multi Media Card 2.0: “Interface Layer specification” version 1.1 
3
Definitions, symbols, abbreviations and coding conventions

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

card session: link between the card and the external world starting with the end of the card Activation Sequence (eg ATR when legacy interface is active, or end of Identification Phase when MMC interface is active) and ending with a subsequent reset or a deactivation of the card.

class A operating conditions: terminal or a smart card operating at 5 V ± 10 %.

class B operating conditions: terminal or a smart card operating at 3 V ± 10 %.

class C operating conditions: terminal or a smart card operating at 1,8 V ± 10 %.

legacy interface: This term refers to the ISO7816-3 based UICC-Terminal interface defined in TS 102 221 [1].

MMC UICC: An UICC implementing MMC interface and protocol as defined in the current specification.

dual voltage card: card operating in Class B and C.

high speed card: as defined in MMC specification, High Speed refers to supporting up to 26 or 52MHz MMC Clock Speed

high voltage card: card operating in Class B only 

proactivity capability: this allows the UICC to initiate communication with the terminal .

3.2
Symbols

For the purposes of the present document, the following symbols apply:

GND
Ground

Vcc
Supply Voltage

VIH
Input Voltage (high)

VIL
Input Voltage (low)

VOH
Output Voltage (high)

VOL
Output Voltage (low)

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

APDU
Application Protocol Data Unit

CLK
CLocK

I/O
Input/Output

ICC
Integrated Circuit Card

MMC
Multi Media Card

RFU
Reserved for Future Use

RST
ReSeT

3.4
Coding conventions

For the purposes of the present document, the following coding conventions apply:

· All lengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8 is the Most Significant Bit (MSB) and b1 is the Least Significant Bit (LSB). In each representation, the leftmost bit is the MSB.

In the UICC, all bytes specified as RFU shall be set to '00' and all bits specifies as RFU shall be set to 0. 

The coding of all data objects in the present document is according to TS 101 220 [2]. All data objects are BER-TLV except if otherwise defined.

4 Physical characteristics

The physical characteristics of the UICC are as defined in TS 102 221 [1]. The 3 form factors of UICC specified in TS 102 221 [1] may be supported.

4.1 MMC Interface

The MMC UICC interface shall be compliant with MMCA Multi Media Card specification [3] specification, except where specified otherwise in this document.

 MMC UICC interface consists in supporting 3 signals. The configuration of 3 lines dedicates: one line for transmitting Clock Signal, one line for transmitting Command and Response Exchange between terminal and UICC and one line for exchanging Data. This configuration is called single data wire. SPI mode is not relevant for the MMC UICC.

Additionally the power supply lines of this interfaces are shared with the one defined in TS 102 221 [1] for the legacy interface (GND and VCC).

4.2 Contact Allocation

4.2.1 Terminal contact allocation

Terminal supporting this specification shall support MMC interface as defined in chapter 5.1.

4.2.2 UICC contact allocation

The legacy interface shall be supported by the MMC UICC. Additionally the MMC interface as defined in chapter 5.1 shall be supported by the MMC UICC.

MMC interface shall not be implemented under class A operating conditions, however no damage shall result of inserting MMC UICC in a class A only terminal. In that case the MMC interface is simply deactivated.

4.3 Inter-working with the legacy interface 

· MMC UICC and terminal supporting MMC interface shall support the legacy interface defined in TS 102 221[1].

· Terminals complying with the present document shall not provide concurrent access to UICC on both legacy and MMC interfaces.

· UICC complying with the present document:

· shall support APDU based communication on both interfaces (legacy and MMC), but not during the same card session;

· shall support the capability to start-up on both interfaces;

· shall support APDU transfer according to TS 102 221 [1] on the interface activated first during the start-up procedure .

5 Electrical specifications of the MMC UICC - Terminal interface

5.1 Single data wire MMC 

MMC Interface in single data wire configuration is mapped as follow on UICC contacts:

	Contact
	MMC Signal

	C1 
	VCC

	C5
	GND

	C4
	Data 0 

	C6
	Clock 

	C8
	Command 


Table 1: Single data wire MMC contacts allocation

The electrical characteristics are specified in MMC specification [3]. 

To avoid misinterpretation of a floating connection as clock signal, a pull-up resistor shall be implemented on the UICC on contact C6.

C4 and C8 on the UICC shall present high impedance state until the MMC interface is activated according to clause 6.2 

5.2 Voltage and Power Class

UICC complying with the present document shall be a dual voltage card which means supporting both class B and C according to TS 102 221 [1].

Default power class is determined according to the compliance to MMC specification [3]. Power class 0 corresponds to a maximum power budget of 100mA allocated to UICC.

However for being compliant  with the current document,  UICC shall guarantee  the power consumption as described in TS 102 221 [1] §6.2.3 is respected as long as :

· only  MMC specification [3] class 0 and class 9 commands are  sent

· Terminal provides a 12MHz  maximum MMC clock speed

Outside the above conditions, MMC UICC is authorized to exceed the  TS 102 221 [1] power consumption constraints as defined  by selected power class specified in MMC   specification [3] .

However, the terminal has still the capability to switch to another power class for restricting power consumption to the constraints  defined in TS 102 221 [1]. The present document specifies a MMCA RFU power class (power class 15) which allocates to the UICC the power consumption as described in TS 102 221 [1] §6.2.3. 

This capability  accessible through the MMC CMD8 command  is available as soon  as this MMC command can be sent; this mechanism  allows the terminal to continuously maintain the UICC under the TS 102 221 [1]  power consumption constraints even if an MMC initialization sequence takes place.

	Voltage
	Power class value
	Max Current

	Class B


	0
	Refer MMC specification((§5.4 ) [3] 

	
	1
	Refer MMC specification((§5.4 ) [3]

	
	15
	refer to TS 102 221 [1] §6.2.3. 

	Class C 
	0
	Refer MMC specification((§5.4 ) [3]

	
	1
	Refer MMC specification((§5.4 ) [3]

	
	15
	refer to TS 102 221 [1] §6.2.3.


Table 2: MMC UICC Power Classes: PWR_CL_ff_vvv field of the Extended CSD Register

The following table indicates the maximum MMC clock speed supported by the MMC UICC. The MMC UICC shall support high speed mode  (0 to 26MHz or 0 to 52MHz) as required by MMC specification [3]. 

Additionally for being compliant with this present specification:

· The UICC shall support a minimum MMC clock speed of 12MHz while respecting TS 102 221 [1] power constraints when the Power Class 15 is selected,

· For supporting a 8Mbits/s data rate, terminal shall be able to provide a minimum MMC clock speed inside a 10MHz to 12MHz range 
· For supporting higher MMC Clock speed than 12MHz, the MMC UICC power class 0 shall selected by the terminal, whatever is the voltage range.

· To allow power consumption optimization, the terminal will use the interrupt mode as described in §5.3 of the present specification 
	MMC Clock Mode
	Identification Mode
	Backward Compatible Mode
	High Speed Mode (SWITCH)

	Value
	Max Value:400 kHz
	0-20 MHz
	0 to 26MHz or 0-to 52MHz


Table 3: MMC UICC Clock Speed
Refer to MMC specification [3] for signal line load, signal level, push-pull and open drain mode and interface timing.

5.3 Voltage card profile

The MMC operation conditions register (OCR) stores the VCC voltage profile of the card.
The supported voltage ranges are coded as shown below:
	OCR bit
	Bit value
	VCC voltage window
	

	[6:0]

	00 00000
	Reserved 
	 MMC  specification [3]

	[7]

	1
	-
	Dual Voltage UICC  (mandatory) 
 MMC  specification [3]

	[8]
	1
	Class C support
	

	[9]
	0 or 1
	
	Provision for  voltage  information  (TBD)

	[14:10]

	0 0000
	Reserved
	MMC  specification [3]

	[20:15]


	11 1111
	Class B support
	A UICC supporting the full voltage range defined in The MMC specification  [3] shall set these bits to 1.

	[23:21]


	111
	>3.3-3.6 V support (000 otherwise)
	

	[30:24]

	000 0000b
	Reserved
	 MMC  specification [3]

	[31]

	
	card power up status bit (busy)
	see MMC  specification [3]


5.4 Interrupt mode 

The MMC bus clock signal can be used by the terminal to put the card into energy saving mode, or to control the data flow (to avoid under-run or over-run conditions) on the bus. 
Support of interrupt mode as defined in MMC specification §4.3 [3] is mandatory for the terminal and the UICC for being compliant with the present specification. 

There are two variants for implementing the interrupt mode:

- either the terminal uses basic MMC specification [3] interrupt mechanism, reducing the MMC clock speed down to 1 kHz

- or the terminal provides in addition an ETSI specific clock stop mode defined as follows :

· after sending CMD40 the terminal shall be able to shut down the clock at any time by leaving the CLK signal at the high state;

· when the UICC wants to signal an interrupt to the host it shall pull down the CMD line and wait for the clock to restart. Upon detection of a low signal on the CMD line, the terminal shall restart the MMC clock at a maximum rate defined for the identification mode (0-400Khz);

· the first rising edge of the clock shall be used to sample the low signal on the CMD line. This low signal is the start bit of the response from the card;

· the remaining part of the procedure shall be compliant with MMC specification [3].

For terminal-initiated exiting of the interrupt mode, the terminal shall restore the MMC clock and send itself the response R5 as defined in MMC specification [3].
.

5.5 Interface Interactions

MMC and legacy interfaces shall not interact with each other. In particular after the MMC interface has been activated, signals on C2 (RESET), C3 (CLOCK) and C7 (I/O) shall have no effect on MMC interface up to the end of the card session. In the same way, after having performed a successful start-up sequence on legacy interface, signals on MMC interface shall have no effect on legacy interface until next card session. 

When legacy interface is not activated on MMC UICC,  I/O signal (C7) is turned into input mode, and terminal  shall pull-down C7, C2 and C3  to ground. 
6 Initial communication establishment procedures

6.1 Interface Activation sequence

Depending on the terminal choice, UICC will initialize first either the legacy interface activation sequence or the MMC one, as described in this section. legacy interface activation sequence is described in TS 102 221 [1].

When MMC activation sequence is launched first by the terminal, two cases can take place:

· Either the MMC activation sequence fails (when UICC does not support MMC interface), and then legacy interface start  sequence shall be initiated by the terminal.

· Or the MMC activation sequence succeeds  and ISO interface is deactivated.

When started in MMC mode, UICC shall  authorise additional command set functionality to take place over MMC (transport of APDU over MMC or IP frames over MMC..), on the condition that proper command set activation sequence has been passed with success. This command set activation is described in The Multi Media Card: “The System Specification” version 4.1 [3]. 
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Figure 1: MMC and Legacy Interfaces activation session.

6.2 MMC Activation Sequence

The MMC activation sequence for device supporting MMC interface is described in MMC specification [3] and is summarized below:

The initial communication between the terminal and the UICC is performed on the command line.

·       When terminal decides to launch the MMC activation sequence it powers-on the UICC (or sends software reset command with CMD0 dedicated to manage idle mode), clocks the MMC bus at the identification clock rate (lower or equal to 400 kHz), the UICC output drivers are in high-impedance state, the card is initialized with the default values and set in Idle_State.
· The terminal shall start the initialization sequence in a supported voltage range, until the voltage negotiation with CMD1 command takes place. 

Note : as recommended in §5.2, MMC UICC shall be dual voltage card. Terminal complying with the present document is no longer supposed to start-up in class B first as recommended by the MMC specification [3]. 

MMC UICC can still deactivate itself if the proposed terminal voltage range is outside of its voltage window. 
· The terminal shall  send a CMD1 without voltage range first to determine the voltage capability of the card  before sending a CMD1 with the negociated  voltage.

· If there is no answer to the CMD1 command after 5 MMC clock cycles or if the voltage negotiation between UICC and terminal failed, the  legacy UICC interface shall be activated on the terminal initiative. 

· When Voltage negotiation step succeeds, the next two steps (based on the usage of CMD2 and CMD3 for card identification) are used to identify the card in the system in order for the terminal to address it uniquely.

· Activation sequence ends when the terminal receives the response to CMD3 dedicated to assign a unique address to the card, after this operation, the MMC UICC shall not react any more to further identification sequence as described above. MMC UICC is now operational for supporting MMC communication flow. 
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Figure 2: MMC Initialization Sequence State Diagram

6.3 Specific sequence for command set activation

· Once MMC activation sequence has been successfully passed, MMC basic command set can be extended for enabling the support of other protocols.

· The MMC Switch command is used to enable Secure Command Set defining CMD51 (Read Secure command) and CMD52 (Write Secure command), as well as CMD23 (used to define bloc count for data exchange) shared with standard command set, if available.

· Protocols supported by Secure Command set will be activated as soon their specific activation sequence have successfully passed, allowing to correctly initialize both the UICC and the selected secure state machine.

· Specific card capability information (eg Historical Bytes in case of ISO7816 command set support) can be retrieved from the card before the first secure data transfer command take place. 

7 MMC Interface for UICC

7.1 UICC and MMC command Classes

· For being compliant with this present specification, UICC and terminal implementing MMC capability shall support at least:

· All MMC commands from class 0 (basic class, mandatory for MMC protocol) and class 9 (I/O class, dedicated to speed up the communication or sets the system in interrupt mode) specified in MMC document [3].

· The extended MMC command set and mechanisms specified in Secure MMC specification [4] including CMD51 and CMD52 for addressing new stacks of protocols as APDU or IP over MMC. 

· The CMD23 command as defined in class 2 of Secure MMC specification [3].

· Additionally when addressing mass storage capability, UICC and terminal shall support the following class commands as well: Class 2 (for block reading management), Class 4 (for block writing management), Class 5 and Class 6. Supporting Class 7 is optional.

· UICC and Terminal are not mandated to support SPI mode.

The following table summarizes the classes and commands mentioned above. 

	
	CMD
	 
	Abbreviation
	 
	Command Description

	Class 0
	
	
	
	
	

	
	CMD0
	
	GO_IDLE_STATE
	
	Resets the card to idle state

	
	CMD1
	
	SEND_OP_COND
	
	Asks the card, in idle state, to send its Operating Conditions Register contents in the response on the CMD line 

	
	CMD2
	
	ALL_SEND_CID
	
	Asks the card to send its CID number on the CMD line

	
	CMD3
	
	SET_RELATIVE_ADDR
	
	Assigns relative address to the card

	
	CMD4
	
	SET_DSR
	
	Programs the DSR of the card

	
	CMD5
	
	Reserved
	
	

	
	CMD6
	
	SWITCH
	
	Switches the mode of operation of the selected card or modifies the EXT_CSD registers.

	
	CMD7
	
	SELECT/DESELECT_CARD
	
	Command toggles a card between the stand-by and transfer states or between the programming and disconnect states. In both cases the card is selected by its own relative address and gets deselected by any other address; address 0 deselects

	
	
	
	
	
	

	
	CMD8
	
	SEND_EXT_CSD
	
	The card sends its EXT_CSD register as a block of data

	
	CMD9
	
	SEND_CSD
	
	Addressed card sends its card-specific data (CSD) on the CMD line.

	
	CMD10
	
	SEND_CID
	
	Addressed card sends its card identification (CID) on CMD the line.

	
	CMD12
	
	STOP_TRANSMISSION
	
	Forces the card to stop transmission

	
	CMD13
	
	SEND_STATUS
	
	Addressed card sends its status register.

	
	CMD15
	
	GO_INACTIVE_STATE
	
	Sets the card to inactive state

	
	
	
	
	
	

	Class 2
	
	
	
	
	

	
	CMD16
	
	SET_BLOCKLEN
	
	Sets the block length (in bytes) for all following block commands (read and write). Default block length is specified in the CSD.

	
	CMD17
	
	READ_SINGLE_BLOCK
	
	Reads a block of the size selected by the SET_BLOCKLEN command

	
	CMD18
	
	READ_MULTIPLE_BLOCK
	
	Continuously transfers data blocks from card to host until interrupted by a stop command, or the requested number of data blocks is transmitted

	
	CMD23
	
	SET_BLOCK_COUNT
	
	Defines the number of blocks which are going to be transferred in the immediately succeeding multiple block read or write command. If the argument is all 0s, the subsequent read/write operation will be open-ended.


	Class 4
	
	
	
	
	

	
	CMD24
	
	WRITE_BLOCK
	
	Writes a block of the size selected by the SET_BLOCKLEN command.1

	
	CMD25
	
	WRITE_MULTIPLE_BLOCK
	
	Continuously writes blocks of data until a STOP_TRANSMISSION follows or the requested number of block received.

	
	CMD26
	
	PROGRAM_CID
	
	Programming of the card identification register. This command shall be issued only once. The card contains hardware to prevent this operation after the first programming. Normally this command is reserved for the manufacturer.

	
	CMD27
	
	PROGRAM_CSD
	
	Programming of the programmable bits of the CSD.

	
	
	
	
	
	

	Class 6
	
	
	
	
	

	
	CMD28
	
	SET_WRITE_PROT
	
	If the card has write protection features, this command sets the write protection bit of the addressed group. The properties of write protection are coded in the card specific data (WP_GRP_SIZE).

	
	CMD29
	
	CLR_WRITE_PROT
	
	If the card provides write protection features, this command clears the write protection bit of the addressed group.

	
	CMD30
	
	SEND_WRITE_PROT
	
	If the card provides write protection features, this command asks the card to send the status of the write protection bits. 1

	
	
	
	
	
	

	
	
	
	
	
	

	Class 5
	
	
	
	
	

	
	CMD35
	
	ERASE_GROUP_START
	
	Sets the address of the first erase group within a range to be selected for erase

	
	CMD36
	
	ERASE_GROUP_END
	
	Sets the address of the last erase group within a continuous range to be selected for erase

	
	
	
	
	
	

	
	CMD38
	
	ERASE
	
	Erases all previously selected write blocks

	
	
	
	
	
	

	Class 9
	
	
	
	
	

	
	CMD39
	
	FAST_IO
	
	Used to write and read 8 bit (register) data fields. The command addresses a card and a register and provides the data for writing if the write flag is set. The R4 response contains data read from the addressed register. This command accesses application dependent registers which are not defined in the MultiMediaCard standard.

	
	CMD40
	
	GO_IRQ_STATE
	
	Sets the system into interrupt mode

	
	
	
	
	
	

	Class 7
	
	
	
	
	

	
	CMD42
	
	LOCK_UNLOCK
	
	Used to set/reset the password or lock/unlock the card. The size of the data block is set by the SET_BLOCK_LEN command.

	
	
	
	
	
	


Figure 3: Description of MMC 4.1 Classes commands

8 Protocols Stacks Over MMC

This clause relies on Secure MMC 2.0 interface layer 1.1 specification [4].

· The Secure MMC mode is activated when the terminal has issued the MMC SWITCH command (CMD6), with the bit 3 command set parameter fixed to 1 (Secure MMC 2.0 support). 

· Specific MMC commands (CMD51, CMD52) becomes then available for supporting protocol encapsulation as defined in Secure MMC specification [4].

· A set of up to 8 registers named PSI (Properties and Status Information) stores status and properties.

· UICC and terminal supporting MMC and Secure MMC specifications shall be able to interleave MMC commands (mass storage) and Secure MMC commands (APDU, TCP/IP, …) on the bus.

8.1 Command format

Two specific commands are CMD51 and CMD52. 

· READ_SEC_CMD (0x51) is used by host to get data and status from UICC.

· WRITE_SEC_CMD (0x52) is used by host to transmit a command to the UICC or to write a property register.

Several protocol Types are defined in Secure MMC specification [4]: TYPE_1 is APDU, TYPE_2 is IP and TYPE_3 is Socket Transport Protocol.

	Cmd Name
	Bit position
	47
	46
	[45:40]
	[39:8]
	[7:1]
	0

	
	Width (bits)
	1
	1
	6
	24
	8
	7
	1

	
	Value Description
	Start Bit
	Transmission Bit
	Command Index
	Argument
	CRC7
	End Bit

	WRITE_SEC_CMD
	Value
	0
	1
	0x51
	 
	Type
	x
	 

	READ_SEC_CMD
	Value
	0
	1
	0x52
	 
	Type
	x
	1


Figure 4: Secure MMC commands format

8.2 Support of APDU based applications

This clause relies on Secure MMC 2.0 interface layer 1.1 specifications [4] with the mandatory addition of  interrupt feature described in that document (§5.3).

As specified in §4.3 of this present document, the support of APDU-based applications is mandatory on both terminal and UICC  MMC interface.

The card can be placed in interrupt wait state in two different occasions:

· While the card is processing an APDU (i.e. the card is in secure in progress state): The card shall exit interrupt mode when the answer is available as defined in Secure MMC 2.0 interface layer 1.1 specifications [4] and described below.

· While the card is inactive (i.e. the card is in secure idle state): The card may exit interrupt mode if it wants to start communication with the host due to an internal event. In this case, the card shall indicate the availability of 2 bytes to be read and send a status word '91 xx' upon a READ_SEC_CMD to indicate the amount of data to be retrieved with a subsequent FETCH command. (Note that this is a R-APDU without a preceding C-APDU.)

The following picture  describes how APDU frames are transported between the terminal and the UICC when using MMC interface and Secure MMC APDU command set. 
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Figure 5 APDU over MMC Flow

8.3 Support of TCP/IP based Applications 

This clause relies on Secure MMC 2.0 interface layer 1.1 specification [4].

The implementation of this specification is mandatory for both UICC and terminal supporting internet–type applications..

· Only MMC-net described in §3.4 of the SMMC specification [4] shall be implemented.

· The following pictures  describe how IP frames are transported between the terminal and the UICC when using MMC interface and Secure MMC IP command set.
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Figure 6 TCP / IP Logical Flow
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