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Foreword

This Technical Specification (TS) has been produced by ETSI Project Smart Card Platform (SCP).

The contents of the present document are subject to continuing work within TC SCP and may change following formal TC SCP approval. If TC SCP modifies the contents of the present document, it will then be republished by ETSI with an identifying change of release date and an increase in version number as follows:

Version x.y.z. where:
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early working draft;

1
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2
presented to TC SCP for approval;

3
or greater indicates TC SCP approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

The present document defines the USB interface between a Terminal and an Integrated Circuit Card (ICC) that may be supported by the UICC platform in addition to the interface specified in TS 102 221 [1].

The USB interface may be implemented on UICCs and terminals for applications requiring a high data throughput or other features not supported by the legacy ISO/IEC 7816-3 [5] based interface defined in TS 102 221 [1].

Legacy terminals and UICCs, compliant with TS 102 221 [1] only, operate as specified in TS 102 221 [1] when facing USB UICCs and USB enabled terminals compliant with the present document, respectively.

Interoperability ensures that any UICC issued by any operator is able to work with any compliant terminal.

The aim of the present document is to ensure that the USB interface will meet the legacy and interoperability needs. 

Any internal technical realization of either the UICC or the terminal is only specified where reflected over the interface. Application specific details for applications residing on a USB UICC are specified in the respective application specific documents. available from ETSI or other specification bodies. 

Other optional interfaces that may be implemented on UICCs are defined in separate ETSI Technical Specifications.

1
Scope

The present document specifies the USB interface between the USB UICC and the USB enabled terminal, later referred to as the USB interface. It describes:

· the USB electrical interface between the USB UICC and the USB enabled terminal;

· the initial communication establishment and the transport protocols;

· the communication layers between the USB UICC and the USB enabled terminal.

The physical characteristics (including mechanical aspects) defined in TS 102 221 [1] apply to USB UICCs. The present document comes as an extension of TS 102 221 [1] complementing the electrical characteristics of contacts C1 and C5 and describing the behaviour of contacts C4 and C8 when the USB interface is supported.

The USB interface is an interface to the logical UICC device that may be provided independently from the communication interface specified in TS 102 221 [1]. The USB interface provides access to the existing UICC resources such as the file system and security features specified in TS 102 221 [1] and possibly to other resources as well. 


The USB interface may be used by telecom applications based on TS 102 221 [1] and specified by other standardization bodies.
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3

Definitions, symbols, abbreviations and coding conventions

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

access conditions: set of security attributes associated with a file

APDU-based application: A UICC application designed using APDU as specified in TS 102 221 [1].

application: set of security mechanisms, files, data and protocols (excluding transmission protocols)

NOTE:
An application can be a first level application and/or a second level application.

Class A operating conditions: terminal or a smart card operating at 5 V ± 10 % (see TS 102 221 [1])

class B operating conditions: terminal or a smart card operating at 3 V ± 10 % (see TS 102 221 [1])

class C operating conditions: terminal or a smart card operating at 1,8 V ± 10 % (see TS 102 221 [1])

Endpoint: A uniquely addressable portion of a USB device that is the source or sink of information in a communication flow between the host and device.

Family: A family of USB-enabled terminals and USB UICCs is defined as a set of USB-enabled terminals and USB UICCs that are able to communicate in USB mode. This implies the definition of matching physical (form factor) and electrical (voltage class) characteristics. 

File: directory or an organized set of bytes or records in the UICC
Inter-Chip USB: Inter-Chip USB is specified in a supplement to the USB 2.0 specification [20]. The content of Chapter 6 “Mechanical” of the USB core specification [20] does not apply to Inter-Chip USB. This is replaced by a family definition. The content of Chapter 7 “Electrical” of the USB core specification [20] is significantly modified by the Inter-Chip supplement. 

Any product with Inter-Chip USB characteristics is a USB product, USB-enabled terminal or USB UICC, that uses USB compliant software. 

Legacy interface: This term refers to the ISO/IEC 7816-3 based UICC-Terminal interface defined in sections 5, 6, 7 and 10 of TS 102 221 [1], using RST on contact C2, CLK on contact C3 and I/O on contact C7.

State H: high state on a signal line (Vcc).

State L: low state on a signal line (GND).

USB 2.0: A specification package from the USB IF which includes the USB 2.0 core specification, supplements such as the On-The-Go and the Inter-Chip supplements, Engineering Change Notices, errata and other related documents.
USB connection device: A device providing an electrical connection path between a USB UICC and a USB host or hub.

USB-enabled terminal: A terminal with USB hosting capabilities for a USB UICC on contacts C4 and C8. USB-enabled terminals also support the legacy interface.

USB UICC: A UICC which is a USB peripheral, either by itself or when associated with a USB connection device, as defined in USB 2.0 [20]. A USB UICC support the legacy interface on contacts C2, C3 and C7.

Suspended: For a USB UICC, this word is used to indicate a state where the USB interface is in Suspend-state as defined in [20] and no other UICC interface is activated.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

D+
USB D+ data line

D-




USB D- data line 

GND
Ground

IC_DM
Inter-Chip USB D- data line

IC_DP
Inter-Chip USB D+ data line

IC_VDD
Inter-Chip USB Power Supply Voltage

VBUS
USB Supply Voltage provided by the USB host. 

Vcc
UICC Supply Voltage

VIH
Input Voltage (high)

VIL
Input Voltage (low)

VOH
Output Voltage (high)

VOL
Output Voltage (low)

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

APDU
Application Protocol Data Unit

CAT
Card Application Toolkit

CLK
ClocK

GB
GigaByte

I/O
Input/Output

ICC
Integrated Circuit Card

IEC
International Electrotechnical Commission

IP
Internet Protocol

ISO
International Organization for Standardization

RFU
Reserved for Future Use

RST
ReSeT

SCSI
Small Computer System Interface

SE
Security Environment

TCP
Transmission Control Protocol

TPDU
Transfer Protocol Data Unit

USIM
Universal Subscriber Identity Module

USB
Universal Serial Bus

USB-IF
USB Implementers Forum

3.4
Coding conventions

For the purposes of the present document, the following coding conventions apply:

· All lengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8 is the Most Significant Bit (MSB) and b1 is the Least Significant Bit (LSB). In each representation, the leftmost bit is the MSB.

In the UICC, all bytes specified as RFU shall be set to '00' and all bits specified as RFU shall be set to 0. 

4
System architecture 

4.1
Legacy support

USB UICCs and USB-enabled terminals shall remain fully compliant with TS 102 221 [1] in the present release of this specification. The electrical characteristics of contacts C1 and C5 are extended by the present document. Contacts C2, C3, C6 and C7 shall behave as specified in TS 102 221 [1]. The behaviour of contacts C4 and C8 shall be as described in the present document. Operation of the USB Interface shall be independent from operation of other interfaces (e.g. the TS 102 221 interface using C2, C3 and C7, or any functionality using C6) that may be implemented on the USB UICC.

4.2
Configurations

The USB UICC shall operate in USB mode when inserted in a USB-enabled terminal, and shall operate in TS 102 221 [1] mode when inserted in a legacy terminal not implementing the USB interface.  

Three new Terminal/UICC configurations are possible:

· A terminal with only TS 102 221 [1] capability facing a USB UICC. The TS 102 221 [1] interface shall be activated.

· A USB-enabled terminal facing a UICC with only TS 102 221 [1]. The TS 102 221 [1] interface shall be activated.

· A USB-enabled terminal facing a USB UICC. The USB interface shall be activated in priority, though activation of the TS 102 221 [1] interface is not excluded. Both interfaces are not expected to be active concurrently.

4.3
Interworking with other interfaces

Communication between a USB-enabled terminal and a USB UICC may transit either over the USB interface on contacts C4 and C8 as specified in the present document, or over the legacy interface on contacts C2, C3 and C7 as specified in TS 102 221 [1]. In addition, contact C6 may be used to implement other functionalities that could possibly be used while a USB session is in progress. Actions by one entity (terminal or UICC) on a contact assigned to one interface shall not affect the state of other contacts assigned to another interface. This also applies to the activation sequence of the UICC. The power provided on contacts C1 (Vcc) and C5 (GND) shall satisfy the need of all active interfaces of the UICC.

4.3.1 Interworking with the legacy interface on C1, C5, C2, C3 and C7

The RST signal on contact C2 is specific to the legacy interface and shall only affect the UICC processes related to communication through the legacy interface. Other processes shall not be affected by a RST signal.

The RST signal shall initially be maintained in State L by USB-enabled terminals to allow a USB UICC to attach itself to the bus. 

The CLK input on contact C3 is only used by the ISO interface and USB-enabled terminals do not need to provide a clock on this contact to a USB UICC. Any input on C3 may be ignored by the USB UICC.

APDU exchange, if used, shall take place exclusively on the first interface that is activated between the UICC and terminal.

4.3.2 Interworking with other interfaces

A USB UICC and USB-enabled terminal may support additional interfaces in addition to USB and the legacy interface.

First, a USB UICC may be able to detect that it is not facing a USB-enabled terminal on C4/C8 and therefore activate other functionalities on its available contacts as appropriate. 

Additionally, the C6 contact remains available to implement another interface that may be activated in conjunction to the USB interface. A USB UICC may be able to handle simultaneous activation of an interface using C6 with USB on C4/C8. Usage of C6 is out of scope of this specification.

5
Physical characteristics

5.1
Form factors

The physical characteristics of the USB UICC are as defined in TS 102 221 [1]. 

USB UICCs may adopt either of the three physical types of UICCs specified in TS 102 221 [1], namely ID-1, Plug-in UICC and Mini UICC.

5.2
Contacts assignment

5.2.1 Terminal contact allocation

A USB-enabled terminal shall provide contacts C4 and C8 with the mechanical characteristics defined in ISO/IEC 7816-2 [6] and TS 102 221 [1]. C4 and C8 shall be initially pulled to state L as specified in USB 2.0 [20] to allow a USB UICC to identify that it is facing a USB host.

If activation of the legacy interface is not intended, contact C2 shall be kept in state L until successful enumeration of the USB UICC. Contacts C3 and C7 may carry any signal or present a high impedence to the UICC.

Contact C6 may either not be implemented by the terminal, or it shall either present a high impedence to the UICC or be maintained at a stable logic level (either state H or state L). It may be used for alternative functionalities. 

5.2.2 UICC contact allocation

The USB UICC contacts shall follow the assignment of ISO/IEC 7816-2 [6] when the USB UICC faces a USB-enabled terminal. 

A UICC may present other functions on C4 and C8 when it detects that it is not facing a USB-enabled terminal, characterized by the fact that AUX1 and AUX2 are initially pulled to state L.

The USB power signals, VBUS or IC_VDD and GND, are respectively applied on the USB UICC Vcc (C1) and GND (C5) contacts. 

The USB lines, D+ or IC_DP and D- or IC_DM, are respectively assigned to AUX1 (C4) and AUX2 (C8) as described in ISO/IEC 7816-2 [6].

Contacts C4 and C8 shall initially present a high impedance to the terminal, and the USB UICC may start its USB attachment sequence only if C4 and C8 have been initially driven to state L by the terminal for at least 10ms after the operating voltage of the UICC has been reached.

Contacts C2, C3 and C7 shall behave as specified in TS 102 221 [1], depending on the terminal actions. As long as contact C3 is kept in state L, these contacts shall present a high impedance to the terminal. Contact C6 shall present a high impedance to the terminal unless a specific function is activated on this contact by the terminal.

6
Electrical characteristics

The operating conditions (including temperature ranges) defined in ETSI TS 102 221 [1] still apply to USB UICCs and USB-enabled terminals, except when otherwise specified below.

The USB interface between the UICC and terminal is an embedded USB interface that may be activated when the supply voltage is compliant with the class B or class C operating conditions specified in TS 102 221 [1].

 The contacts C4 and C8 operate as specified in the Inter-Chip USB Supplement to USB 2.0 [20] for IC_DP and IC_DM respectively.

In addition, a USB UICC may support activation of the contacts C4 and C8 under Class A operating conditions as specified in the USB 2.0 core specification [20] for D+ and D- respectively, for compliance with the 'wired' USB interface that is available externally on many devices. As this mode of operation is not intended for use in mobile terminals, it is out of scope of this section and described in Annex A 
6.1
Operating Conditions

The USB-enabled terminal and the USB UICC interfaces comply with the same electrical requirements. Applications complying to the present document shall specify the supported voltage classes for USB UICCs and USB-enabled terminals.

For VIH and VIL, Vcc refers to the receiving device power supply level. For VOH and VOL, Vcc refers to the sending device power supply level. All voltages are referenced to GND. For each state (VOH, VIH, VIL and VOL), a positive current is defined as flowing into the entity (terminal or UICC).




6.1.1
Class B operating conditions (2.7 V ≤ Vcc ≤ 3.3 V)

When the USB-enabled terminal and the USB UICC are operating under class B operating conditions, the operation of contacts C4 and C8 shall follow the requirements specified in the USB 2.0 Inter Chip Supplement [20] under similar power supply conditions. DC voltage limits are listed in table 1.

Table 1: Electrical characteristics of IC_DP and IC_DM under normal operating conditions

	Symbol
	Parameter
	Test conditions
	Minimum
	Maximum
	Unit

	VIH
	Input High Voltage
	VOH ≥ VOH min
	2.0
	Vcc + 0.3
	V

	VIL
	Input Low Voltage
	VOH ≤ VOL max
	-0.3
	0.8
	V

	VOH
	Output High Voltage
	IOH = - 3mA
	Vcc – 0.45
	
	V

	VOL
	Output Low Voltage
	IOL = 3mA
	
	0.45
	V


6.1.2
Class C operating conditions (1.62 V ≤ Vcc ≤ 1.98 V)

When the USB-enabled terminal and the USB UICC are operating under class C operating conditions, the operation of contacts C4 and C8 shall follow the requirements specified in the USB 2.0 Inter Chip Supplement [20] under similar power supply conditions. DC voltage limits are listed in table 2.

Table 2: Electrical characteristics of IC_DP and IC_DM under normal operating conditions

	Symbol
	Parameter
	Test conditions
	Minimum
	Maximum
	Unit

	VIH
	Input High Voltage
	VOH ≥ VOH min
	0.65 Vcc
	Vcc + 0.3
	V

	VIL
	Input Low Voltage
	VOH ≤ VOL max
	-0.3
	0.35 Vcc
	V

	VOH
	Output High Voltage
	IOH = - 2mA
	Vcc – 0.45
	
	V

	VOL
	Output Low Voltage
	IOL = 2mA
	
	0.45
	V


6.2
USB related electrical parameters

6.2.1
Voltage class negotiation

USB UICC shall not attach over USB unless the supply voltage is beyond a minimum voltage value related to the supported voltage classes, that is 1.3 V for class C and 2.16 V for class B.
USB-enabled terminals supporting  more than one voltage class shall support the voltage class negotiation mechanism described in the Interface Activation Sequence section of this specification. 

6.2.2
Application related electrical parameters

Under all operating conditions, a USB-enabled terminal shall supply at least 8mA until the USB UICC has been enumerated. 

After enumeration, under class B and C operating conditions, the USB-enabled terminal shall supply the power required by the application(s) it wishes to activate on the USB UICC. Applications complying to the present document shall indicate their maximum current within the limits specified in the table entitled "maximum power consumption of the UICC during the UICC session" in TS 102 221 [1]. Note that higher maximum values may apply to applications based on advanced UICC functionalities such as very large memory, as mentioned in corresponding ETSI SCP specifications.


USB UICC Suspend current for USB related functions, remote wake up activated or not, shall not exceed the values specified in Table 3. . Note that the power supply current of other active interfaces may add up to the USB Suspend current. 

Table 3: USB UICC Suspend current

	Symbol
	Voltage Class
	Maximum
	Unit

	Icc
	A
	500
	µA

	Icc
	B
	150
	µA

	Icc
	C
	150
	µA


7
Embedded USB UICC operation






The UICC is embedded next to its host and electrical connections are done via an ISO/IEC 7816-2 connector [6]. The UICC is a removable Inter-Chip USB peripheral as specified in the Inter-Chip USB supplement to USB 2.0 [20]. The USB UICC and the USB-enabled terminal operate under class B or C operating conditions.

Interoperable USB UICCs (the peripherals) and USB-enabled terminals (the hosts) constitute an Inter-Chip USB family, characterized by the following features:

1. The host and the peripheral have mechanical interfaces that interlock with each other.

2. Any host and peripheral support a common set of electrical parameters.

3. Any host and peripheral support at least a common USB device class.

Applications complying to the present document shall indicate their specific characteristics. By default, USB UICCs may be provided in either the plug-in and mini UICC form factors defined in TS 102 221 [1], shall support class B and C operating conditions, and shall at least implement the Ethernet Emulation Model subclass of the USB communication Device Class [19].

8
USB interface activation and deactivation

8.1
USB interface activation

A USB-enabled terminal shall check for a USB UICC. After the last voltage class is established and stable, and after 20ms, if there is no USB peripheral attached, the USB-enabled terminal starts the ISO/IEC 7816-3 activation sequence  defined in TS 102 221 [1].

The USB interface activation sequence is detailed in USB 2.0 [20] and includes the following steps:

1. POWER UP: The USB UICC is powered by the terminal with a voltage class defined in the present document. If more than one voltage class is supported, the terminal first applies the class with the lowest voltage. The terminal shall activate its pulldown resistors already from the beginning of the power up phase.

2. ATTACHMENT: Before attachment, the UICC shall present high impedance on C4 and C8 and shall monitor the signals on C4 and C8. Only if both are on low level for at least 10 ms after the minimum operating voltage is reached, the UICC shall continue with the attachment procedure. This allows for other protocols to co-exist on the same contacts. The USB UICC attaches itself as a USB Full-Speed device by driving the C4 line  to state H. 

3. NEW FOUND DEVICE: The terminal shall not sample the USB lines on C4 and C8 until a 20ms period has ellapsed after the establishment of a stable power supply on C1/C5 corresponding to one of the operating classes defined above. After this delay, the terminal assess the state of the USB lines to detect whether a USB UICC is present. If no USB UICC is attached and the terminal supports an alternative voltage class, the terminal shall resume the procedure in step 1 after applying the alternative voltage class. If no USB UICC is attached and the terminal has no alternative voltage class, see step 7.

4. RESET: The terminal shall drive a USB RESET. Under class B and C operating conditions, the terminal is responsible for nulling the bias current on the USB lines.

5. USB UICC ENUMERATED: The USB UICC enumerates its functions to the USB enabled terminal as specified in USB 2.0 [20]. 

6. USB UICC CONFIGURATION: The terminal selects the functions of the USB UICC that are required by the applications it is running. Applications compliant with the present document shall specify the behaviour of a terminal when some USB functions that it expects are not available on a UICC (the terminal may, e.g., inform the user of a mismatch and attempts to activate the TS 102 221 interface).

7. NO NEW FOUND DEVICE: If the USB interface activation sequence was attempted without success, the terminal shall deactivate its USB interface and shall run the TS 102 221 [1] activation sequence.

8.2
USB interface deactivation

8.2.1
Suspend, Resume and Remote Wakeup

The USB UICC shall support Suspend and Resume states as defined in USB 2.0 [20]. The USB UICC shall enter Suspend-state after the bus has not transmitted any data for 3 ms, in compliance with USB 2.0 [20]. The terminal may also suspend operation of the USB interface at any time by initiating the Suspend procedure defined in USB 2.0 [20].

While in suspend state, the USB UICC shall support remote wakeup. This functionality may for example be triggered by external events, such as specific traffic occurring on another UICC interface. The host may enable this capability using standard USB requests when desired. In order to perform a remote wakeup, the USB UICC shall perform a Resume signalling for the maximum duration of 15ms allowed in USB 2.0 [20] to allow sufficient time for the terminal to react. After a remote wake up, the terminal shall perform the wake up actions as defined for all configured interfaces.

8.2.2
Power off

Once the USB interface is suspended and no other interface is active, the terminal may remove power from the USB UICC. 

9
USB interface operation

9.1
USB Connection architecture

The USB connection architecture detailed in USB 2.0 [20] is summarised in the figure 2 below.
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Figure 1 USB connection architecture (Copyright USB 2.0)

As any USB device, a USB  UICC may contain one or more logical interfaces providing their own functionality simultaneously (e.g. APDU transport, TCP/IP connection, Digital Rights Management and mass storage) though served by a single processing unit. Each logical interface may include several endpoints connected through pipes with the terminal application, each pipe having its own transfer capabilities (e.g. an interrupt transfer pipe for small data transfers with guaranteed low latency and a bulk transfer pipe for large data transfers filling up available bandwidth on the bus).

The variety of available pipe characteristics enable to efficiently support any kind of application. The concurrent management of several type of traffic between different addresses is enabled by the scheduling and routing hardware included in the USB host controller, which manages the data flow on USB as illustrated in figure 2 below. 
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Figure 2 USB UICC is a composite USB device

9.2
Basic features

9.2.1
Speed support

The USB protocol specified in [20] defines three possible transfer speeds, Low Speed, Full Speed and High Speed. Full Speed shall be supported on the USB UICC and USB-enabled terminal in this release of the specification. 

9.2.2
Pipes and Endpoints

A USB UICC may communicate with the terminal using any variety of pipes defined in [20] in addition to the default control pipe. A pipe is a connection between corresponding endpoints on the terminal and the UICC. Endpoints are described by endpoint descriptors as described in [20]. This includes bandwidth and latency requirements as well as maximum packet size and other information. Applications may specify which endpoints configurations they support.

USB UICCs shall provide at least 2 endpoints in addition to the default endpoint 0. USB UICCs typically support 4 to 6 configurable endpoints in addition to the default one. This capability may evolve depending on the number of applications that need to be supported concurrently. 

In the case that the endpoints provided by the UICC are not sufficient to support all interfaces in parallel, the UICC may contain several configurations for the different interfaces. The terminal may then switch between the different configurations while remaining in configured state. Switching may only happen while the currently configured interface(s) is (are) inactive, i.e. no activity like retrieving the response to an APDU is outstanding. The application(s) related to the interface shall keep their internal state (e.g. file and security context or dynamically assigned IP address) when configurations are switched.
9.2.3
Enumeration using standard descriptors
The standard descriptors described in the USB 2.0 specification [20] and the Common Device Class Specification [8] provide a way for the terminal application to identify a newly attached USB device, such as a USB UICC, and to activate support for this USB UICC. The standard descriptors are read by the terminal application during the enumeration process. In addition, the descriptors can also be retrieved by the USB application on the terminal using standard USB requests. They include configuration related information common to any USB device, as well as a description of the specific USB features of the UICC.
The standard descriptors may be complemented by class-specific descriptors depending on the USB device class(es) supported by the USB UICC. Additional specific descriptors defined by the present document or applications based on it may complement the standard descriptors to provide further information.
9.3
USB Client applications and supported functionalities

The USB-enabled Terminal and USB UICC benefit from the applications and functions developed by the USB community. 

A USB UICC may declare multiple USB interfaces that will be controlled independently from each other. The USB specification defines this as a Composite Device, presenting several simultaneously active, independent interfaces to the host.  This differs from a Compound Device, seen by the host as a collection of independent USB devices connected through a hub. For the purpose of this specification a multi-functions USB UICC shall be a composite USB UICC, unless otherwise specified by the application. A composite USB UICC has a single USB device address.

In a typical confiuguration, a composite USB UICC may add three functions to the host via USB:

· Smart Card functions, as per ISO/IEC 7816-12 [7], that will be used to activate applications using APDUs. This functionality may be provided using Control transfer over the default endpoint 0, or through a dedicated endpoint for Bulk transfer for more intensive use. The default Control transfer interface may also support application-specific requests related to configuration negotiation between the UICC and terminal.

· Communication functions as per the Communication Class for Ethernet over USB [19], that will be used to enable TCP/IP based applications.

· Mass Storage functions as per the Mass storage device class [14] that may be used to transfer non sensitive content to a part of the UICC memory not managed by the TS 102 221 file system.

Optionally, other functionalities such as Content Security functions as per the Content Security class for digital content protection [12] may be supported for Digital Rights Management. Beside class functions, Vendor Specific functions provisioned by the operator on USB UICCs and USB-enabled terminals could support differentiating applications.

Different terminal applications establish different communication pipes with different functionalities within a composite USB UICC. It is up to the terminal to decide which functionalities are supported, according to the targeted applications. USB UICC applications complying to the present document shall indicate which functions need to be supported over the USB interface for their purpose. 

Composite USB UICCs allow to run several USB applications targeting different purposes simultaneously on the USB interface.

In addition, UICCs may use alternative settings as specified in the USB Common Device Class Specification [8] to be able to present themselves with different capabilities depending on a previous configuration. This functionality may be useful when the number of endpoints available on a USB UICC does not allow concurrent use of all of its functionalities. 

10
Protocol stacks for USB UICC applications

10.1
Support of APDU-based UICC applications over the USB Interface

This section defines the protocol stack requirements for USB UICCs intending to support APDU-based UICC applications on the USB interface.

APDU-based applications defined to be compliant with TS 102 221 [1] may be supported over the USB interface. This requires that USB UICCs and USB-enabled terminals support the USB Integrated Circuit Card Device class [18] in compliance with ISO/IEC 7816-12 [7]. Support of this class allows the transmission of APDU commands as defined in TS 102 221 [1] over the USB interface. The commands are then processed by the UICC application as if they were coming from the legacy interface. This process is detailed in ISO/IEC 7816-12 [7].

Support of the USB Integrated Circuit Card Device class (ICCD) [18] using APDU-level encapsulation over a dedcicated pair of bulk pipes and no Interrupt pipe is required on both the UICC and terminal in the present release of this specification, in compliance with the ISO/IEC 7816-12 International Standard [7]. The UICC shall at least contain one configuration using bulk pipes for APDU-level encapsulation.
If the UICC also supports other interfaces and the hardware does not support enough endpoints, additional configurations may use APDU-level encapsulation over Type B Control Transfer. A terminal supporting also other interfaces in addition to APDU-level encapsulation shall support APDU-level encapsulation over Type B Control Transfer.
The protocol stack used over this interface is as defined in TS 102 221 [1]. The Card Application Toolkit [3], in particular, may be supported over the USB ICCD interface.

After a remote wake up, the terminal shall send a STATUS command on this interface to allow the UICC to start a proactive session. A FETCH command shall then be issued if necessary.

10.2
Support of IP applications over the USB Interface

This section defines the protocol stack requirements for USB UICC applications intending to support Internet Protocol on the USB interface.

UICCs and terminals compliant with the present document shall support the Ethernet Emulation Model subclass of the USB communication device class defined in CDC EEM [19]. 

Derived locally administered MAC addresses shall be used on the EEM layer for the UICC. The MAC address of the UICC shall be 82-xx-xx-xx-xx-xx, where xx-xx-xx-xx-xx are 5 bytes derived from a unique value on the UICC, e.g. a truncated SHA1 hash of the ICCID.

The terminal shall either use a globally unique MAC address or a locally administered MAC address with a different setting in byte 1.
ETSI TS 102 XXX [2], which defines how to establish an IP connection between the terminal and the UICC and is intended for use by TCP/IP applications over USB, shall be implemented by USB UICCs and USB-enabled terminals.

After a remote wake up, the terminal shall check if there is data to be transferred from the USB UICC on the bulk in pipe.

10.3
Support of mass storage applications over the USB Interface

USB UICCs and USB-enabled terminals may optionally support the Mass Storage Bulk Only 1.0 specification [13] as explained in the Mass Storage Specification Overview [15] with the at least the Reduced Block Command subclass '01'.  to provide access to an unprotected memory area on the UICC where the storage of information is managed by the terminal. This memory area behaves as a storage media which may be e.g. used to customize low-cost terminals embedding limited memory, or made available to the user to store personal files, etc. When advanced storage functionalities such as basic security features are required, the SCSI Transparent subclass '06' may additionally be supported as described below. 

Terminals that support USB mass storage applications on UICC shall comply with the power supply requirements of TS 102 221 [1] for terminals supporting High Density Memory UICCs. A USB UICC that declares a Mass Storage interface upon enumeration shall be considered by a USB-enabled terminal as a High Density Memory UICC.

The first sector of the unprotected memory area shall contain an MBR (Master Boot Record) with a partition table. Number, format and content of the partition(s) are out of scope of this specification. For example, the FAT16 File system described in ISO/IEC 9293 [21]may be used by UICCs and terminals supporting less than 2GB of mass storage capacity.

10.3.1 Support of SCSI commands 

The USB UICC and USB-enabled terminal supporting mass storage shall support the SCSI Reduced Block Commands described in INCITS 330-2000 [25], corresponding to the USB Mass Storage subclass '01' at a minimum.
To allow support of more advanced storage functionalities, applications may require support of the USB Mass storage subclass '06', implying support of the SCSI Primary Command set of INCITS 408-2005 [22] on the UICC and terminal. The USB UICC shall then support at least the SCSI Peripheral Device Type '00' corresponding to a direct access SCSI block device as specified in INCITS 405-2005 [23]. 
10.3.2 Basic security management 

Basic security management may be provided by the USB UICC over the Mass Storage area by synchronising the READ and WRITE access rights with the security features of TS 102 221 [1], such as PIN or ADM code verification, that may be fulfilled through another USB UICC interface such as an APDU or IP-based applicative channel over USB.

Support of the SCSI Transparent subclass '06'  with the Peripheral Device Type '11' (SCSI Object-based Storage Device) indicating support of INCITS 400-2004 [24] may be required by applications requiring advanced security features.

For applications that require content security, more appropriate USB class specifications such as the class specification for Security devices [14] should be used rather than Mass Storage.  

10.4
Support of other functionalities over the USB Interface

Applications that have specific needs may specify the use of other existing USB device classes, available at http://www.usb.org/developers/devclass_docs . 

Some USB device classes that maybe particularly useful for UICC applications are listed below:

· Interfaces that are part of the Communication Device Class Wireless Mobile Communication Device specification [10]

· Content Security Device Class, Method 1 – Basic authentication protocol [11]

· Content Security Device Class, Method 2 – Digital transmission content protection 1.0 [12]

· Mass Storage Bootability Specification 1.0 [16]

· Device Firmware Upgrade specification [17]

In addition to the common device classes standardized by the USB Implementers Forum, applications or operators using the USB interface may define their own device classes, referred to as Vendor Specific in the USB IF terminology.

10.5 Suspend mode management by USB-enabled terminals

USB-enabled terminals should activate selective Suspend of the terminal – UICC link at the transaction level, whenever they are no longer waiting for a response to a command that has been issued to the UICC. This applies to all functionalities, including Mass Storage, and may take place either immediately, or a predefined time, up to the terminal manufacturer to decide, after the last response from the UICC was received by the terminal. This functionality may be implemented either at the applicative driver level, or at the level of the composite device driver when the terminal supports USB UICCs with several functionalities.

Annex A  (normative): Optional operation of the USB UICC as a tethered peripheral (Class A Operating Conditions)
A.1
USB UICC as a tethered peripheral 

In some environments, USB UICCs may need to connect to a USB host via a standard USB Series A or Mini A plug. 

The UICC is inserted within a mechanical connector featuring a standard USB Series A or Mini A plug. This is a  tethered USB device as specified in the USB 2.0 core specification [20]. The USB UICC operates under class A operating conditions.

Support of operation as a tethered peripheral is optional for the UICC and shall not affect its capabilities to operate in an embedded environment in compliance with the present document.

A.2 Class A operating conditions for USB UICC
Support of Class A operation is optional for the USB UICC and is not intended to be supported on mobile terminals. It is intended to provide direct compatibility between the UICC and existing USB infrastructures.

When the USB-enabled terminal and the USB UICC support operation under class A operating conditions, the operation of contacts C4 and C8 shall follow the requirements specified in the USB 2.0 core specification [20] for D+ and D- respectively. A USB UICC shall not attach in this mode unless its supply voltage is above 4.01 V.
Class A operating conditions are available in terminals providing standard USB 2.0 receptacles (see [20]) capable by definition of supplying 100mA. Class A Suspend current is as per USB 2.0 [20], i.e. it shall be less than 500µA.
Annex B  (normative): USB Descriptors of a USB UICC
tbd

History

	Document history

	V0.5.0
	June 2006
	Presentation to SCP TEC #8

	V0.6.0
	August 2006
	Presentation to SCP TEC #9

	V0.7.0
	August 2006 
	Revised during SCP TEC #9












































































































[image: image3.wmf]_1180946302.doc
[image: image1.png]Host Interconnect Physical Device

' 4 '

USB System SW e Device
J
I e
Transactions - d USB Wire

== o e comctenanncton N

e o sors eris

[ — Elecricat,

Sroncel

TR T ——— s 7.5







_1210601282.vsd

_1065009619.doc







