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1. Overall Description:

CT6 thanks SA3 for their LS regarding UICC presence detection mechanism.

CT6 has noted that SA3 has modified the requirement in TS 33.220 clause 4.4.11 that GBA related keys are deleted from the ME when the UICC is removed from the ME while it is powered up. 

Currently, CT6 has specified UICC presence detection in TS 31.102 and TS 31.103. This mechanism covers UICC removal during each of the following: circuit switched call, an active PDP context and IMS session.

The current CT6 mechanism is optimised for battery performance. As it is not possible to connect to a 3GPP network without a UICC and a UICC is necessary to be present at the start of a (non-emergency) call, UICC removal detection is only needed while in a call.

The modified SA3 requirement does allow the possibility for the current CT6 mechanism to be extended and reused.
However, with the modified SA3 requirement, UICC presence detection would need to be extended to cover periods while the ME is in idle mode.
CT6 are keen to keep UICC presence detection to a minimum and therefore would prefer not to detect UICC presence during periods when there is no threat to the GBA keys.
CT6 does understand that due to GBA's bearer independence, keys can be used over non-3GPP bearers even after UICC removal, unless they are explicitly deleted.
Therefore, CT6 would like to suggest that the SA3 requirement is as follows.

 2- the UICC is removed from the ME, when the ME has either a PS call with the network over 3GPP bearers; or a connection (secure channel) with the network or any other external device over non-3GPP bearers
2. Actions:

To 3GPP TSG SA3

ACTION: 
CT6 ask SA3 to consider modifying the requirement as suggested.
If the proposed modification to the SA3 requirement is not acceptable then CT6 would like to understand under what circumstances there is a threat to the GBA keys if there is no network connection or no call connected.

CT6 ask to be kept informed of SA3’s decision.

3. Date of Next TSG-CT6 Meetings:

29 Aug - 01 Sep

3GPP CT6#40  

Da Lian, China
31 Oct - 03 Nov

3GPP CT6#41  

Virginia, USA
