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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

[…]

[XX]
3GPP TS 31.116: "Remote APDU Structure for (U)SIM Toolkit applications".
[YY]
3GPP TS 31.111: "Universal Subscriber Identity Module (USIM) Application Toolkit (USAT)".
[…]

4.1
Structure of the UDH in a secured Short Message Point to Point

[…]

Information Element Identifiers (IEI's) values range '70 - 7F' are reserved in TS 23.040 [3] for use in the present document and allocated as follows:

· '70' - '72' are specified in the present document

· values '73 - 7D' are reserved for future use

· '7E' and '7F' are for proprietary implementations.

[…]

X
Implementation for TCP over GPRS
The bearer type for exchanging secured packets via GPRS shall be set to TCP.

The TAR value in the secured packets shall address the receiving application.

X.1
Structure of the Command Packet on TCP over GPRS
The secured Command Packet shall have the format as defined for a single short message in clause 4.2, starting with UDL. UDL shall be coded on 2 bytes.
The SPI shall be coded as specified in TS 102 225 [9].

NOTE:
Concatenation shall not be used for command and response packets, since any packet size can be transported on TCP.

Table X indicates the Command Packet on GPRS, compatible with the format used for SMS-PP.
Table X: Structure of the Command Packet on TCP over GPRS
	Packet Elements
	Length
	Description

	UDL
	2 octets
	number of octets from next field to end of packet

	UDHL
	1 octet
	value: ‘02’

	Command Packet Identifier
	1 octet
	value: '70'

	Command Packet Identifier data length
	1 octet
	value: '00'

	Elements from Command Packet Length to and including Secured Data
	
	Command Packet elements as contained in a single short message defined in clause 4.2


X.2
Structure of the Response Packet on TCP over GPRS
Response Packets shall always be sent back to the remote entity on the same bearer on which the corresponding command packet was received. Support of Additional Response Data is mandatory for TCP over GPRS.

The secured Response Packet shall have the format as defined for a single short message in clause 4.4, starting with UDL. UDL shall be coded on 2 bytes.

Table Y indicates the Response Packet on GPRS, compatible with the format used for SMS-PP.

Table Y: Structure of the Response Packet on TCP over GPRS
	Packet Elements
	Length
	Comment

	UDL
	2 octets
	number of octets from next field to end of packet

	UDHL
	1 octet
	value: ‘02’

	Response Packet Identifier
	1 octet
	value: '71'

	Response Packet Identifier data length
	1 octet
	value: '00'

	Elements from Response Packet Length to and including Secured Data
	
	Response Packet elements as contained in a single short message defined in clause 4.4


X.3
Structure of the Identification Packet on TCP over GPRS
In addition to secured packets, an identification packet is defined, that is sent by the card as response to a PUSH command described in 3GPP TS 31.116 [XX].
Table Z defines the format of the Identification Packet on GPRS.
Table Z: Structure of the Identification Packet on TCP over GPRS
	Packet Elements
	Length
	Comment

	UDL
	2 octets
	number of octets from next field to end of packet

	UDHL
	1 octet
	value: ‘02’

	Identification Packet Identifier
	1 octet
	value: '72'

	Identification Packet Identifier data length
	1 octet
	value: '00'

	Identification Packet Length
	2 octets 
	Length of the Identification Packet (IPL), coded over 2 octets

	Client identification data tag
	1 octet
	identification data from PUSH command or ICCID as client identification data string in a TLV object coded like Channel data specified in TS 31.111 [YY]

	Length of Client identification data string
	1 octet
	

	Client identification data string
	N octets
	

	Packet size tag
	1 octet
	Maximum size of a secured packet (including the UDL field) that the card is able to receive in a TLV object coded like Buffer Size specified in TS 31.111 [YY]

	Length of packet size field
	1 octet
	

	Packet size
	N octets
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