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3.4
Coding Conventions

The following coding conventions apply to the present document.

All lengths are presented in bytes, unless otherwise stated. Each byte is represented by bits b8 to b1, where b8 is the most significant bit (MSB) and b1 is the least significant bit (LSB). In each representation, the leftmost bit is the MSB.

The coding of Data Objects in the present document is according to TS 31.101 [3].

'XX':
Single quotes indicate hexadecimal values. Valid elements for hexadecimal values are the numbers '0' to '9' and 'A' to 'F'.

4.2.6
EFARR (Access Rule Reference)

This EF contains the access rules for files located under the ISIM ADF in the UICC. If the security attribute tag '8B' is indicated in the FCP it contains a reference to a record in this file.

Structure of EFARR at ADF-level

	Identifier: '6F06'
	Structure: Linear fixed
	Mandatory

	SFI: '06'
	

	Record Length: X bytes
	Update activity: low

	Access Conditions:


READ
ALW


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Access Rule TLV data objects
	M
	X bytes


This EF contains one or more records containing access rule information according to the reference to expanded format as defined in ISO/IEC 7816-4 [6]. Each record represents an access rule. Unused bytes in the record are set to 'FF'.

If the card cannot access EFARR , any attempt to access a file with access rules indicated in this EFARR shall not be granted.

6.1
User verification and file access conditions

The ISIM application uses 2 PINs for user verification, PIN and PIN2. PIN2 is used only in the ADF. The PIN and PIN2 are mapped into key references as defined in 3GPP TS 31.101 [3]. Each key reference is associated with a usage qualifier as defined in ISO/IEC7816-4 [6]. The PIN status is indicated in the PS_DO, which is part of the FCP response when an ADF/DF is selected. The coding of the PS_DO is defined in 3GPP TS 31.101 [3].

PIN and PIN2 are coded on 8 bytes. Only (decimal) digits (0‑9) shall be used, coded in CCITT T.50 [8] with bit 8 set to zero. The minimum number of digits is 4. If the number of digits presented by the user is less than 8 then the Terminal shall pad the presented PIN with 'FF' before sending it to the ISIM.

The coding of the UNBLOCK PINs is identical to the coding of the PINs. However, the number of (decimal) digits is always 8.

The security architecture as defined in 3GPP TS 31.101 [3] applies to the ISIM and UICC with the following definitions and additions:

-
The ISIM application shall use a global key referenceas PIN1 as specified in 3GPP TS 31.101 [3].

-
For access to DFTelecom the PIN shall be verified.

-
The only valid usage qualifier is '08' which means user authentication knowledge based (PIN) as defined in ISO/IEC 7816-4 [6]. The terminal shall support the multi-application capabilities as defined in 3GPP TS 31.101 [3].

-
Every file in the ISIM application shall have a reference to an access rule stored in EFARR.

-
The ISIM shall reside on a multi-verification/application capable UICC (from the security context point of view) and this UICC shall support the referenced format using SEID as defined in 3GPP TS 31.101 [3].

-
The UICC on which the ISIM resides  shall support the replacement of  an ISIM application PIN with the Universal PIN as defined in 3GPP TS 31.101 [3]. Only the Universal PIN is allowed as a replacement.

The security architecture as defined in 3GPP TS 31.101 [3] applies to the terminal supporting ISIM application with the following definitions and requirements:

-
A terminal shall support the use of level 1 user verification requirement as defined in 3GPP TS 31.101 [3].

-
A terminal shall support the replacement of an ISIM application PIN with the Universal PIN, as defined in 3GPP TS 31.101 [3].

-
A terminal shall support the security attributes defined using tag's '8C', 'AB' and '8B' as defined in 3GPP TS 31.101 [3]. In addition both the referencing methods indicated by tag '8B' shall be supported as defined in 3GPP TS 31.101 [3].

The access rule is referenced in the FCP using tag '8B'. The TLV object contains the file ID (the file ID of EFARR) and record number, or file ID (the file ID of EFARR), SEID and record number, pointer to the record in EFARR where the access rule is stored. Each SEID refers to a record number in EFARR. EFs having the same access rule use the same record reference in EFARR. For a example EFARR, see 3GPP TS 31.101 [3].
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