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4.2.80
EFMSK (MBMS Service Keys List)

A record of this EF contains the list of MBMS Service Keys (MSK) and associated parameters, which are related to an MBMS Key Domain. There are up to two MSKs per Key Domain ID/Key Group ID pair, where the Key Group ID is the Key Group part of the MSK ID as defined in TS 33.246 [43]. Two 4 byte MSK IDs stored within a record have the same value for the 2 byte Key Group part. This file shall be present if the MBMS security service (service number 69) is allocated in EFUST (USIM Service Table).

	Identifier: '6FD7'
	Structure: linear fixed
	Optional

	Record length: 19 bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to 3
	Key Domain ID
	M
	3 bytes

	4 to 7

	1st MSK ID
	M
	4 bytes

	8 to 11
	1st Time Stamp Counter (TS)
	M
	4 bytes

	12 to 15
	2nd MSK ID
	M
	4 bytes

	16 to 19
	2nd Time Stamp Counter (TS)
	M
	4 bytes


· Key Domain ID:
Content: Identifier of the Domain of the BM-SC providing MBMS Service
Coding: As defined in TS 33.246 [43] 

· MSK ID:
Content: Identifier of MBMS Service Key (MSK) within a particular Key Domain.
Coding: As defined in TS 33.246 [43]

· Time Stamp Counter (TS)
Content: Counter for MIKEY replay protection in MTK delivery. Each counter is associated with a particular MSK.
Coding: As defined in TS 33.246 [43]

7.1.1.3
VGCS/VBS security context

USIM operation in a VGCS/VBS security context is supported if Service n°64 or Service n°65 are "available".

The USIM computes the Short Term Key (VSTK) associated with a particular VGCS/VBS Group Identifier (Group_Id). For this computation, the USIM uses the Voice Group (for VGCS) or Broadcast Group (for VBS) Key (V_Ki) identified by their respective Group_Id and Master Group Key Identifier (VK_Id). The USIM retrieves the Group_Id and the service flag (VGCS or VBS) from the received Voice Service Identifier (VService_Id).

NOTE:
The Group_Id has a variable length according to TS 43.068 [46].
The USIM shall first search if the Group_Id corresponds to a stored VGCS Group Identifier in EFVGCS or a stored VBS Group Identifier in EFVBS.

Then, the USIM shall retrieve the V_Ki corresponding to the given Group_Id and VK_Id.

Then the USIM uses V_Ki and VSTK_RAND as input parameters for the A8_V key derivation function (as defined in 3GPP TS 43.020 [44]) in order to compute and returns VSTK.

Input:

‑
VService_Id, VK_Id, VSTK_RAND

Output:

‑
VSTK.

7.1.1.5
GBA security context (NAF Derivation Mode)

USIM operations in GBA security context are supported if service n°68 is "available".

The USIM receives the NAF_ID and IMPI. 

The USIM performs Ks_ext_NAF and Ks_int_NAF derivation as defined in TS 33.220 [42] using the key material from the previous GBA_U bootstrapping procedure.

If no key material is available this is considered as a GBA Bootstrapping failure and the USIM abandons the function. The status word ‘6985’ (Conditions of use not satisfied) is returned. 
Otherwise, the USIM stores Ks_int_NAF and associated B-TID together with NAF_ID. The Ks_int_NAF keys related to other NAF_IDs, which are already stored in the USIM, shall not be affected. The USIM updates EFGBANL as follows: 

-
If a record with the given NAF_ID already exists, the USIM updates the B-TID field of this record with the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF derivation procedure. 

· If a record with the given NAF_ID does not exist, the USIM uses an empty record to store the NAF_ID and the B-TID value associated to the GBA_U bootstrapped key involved in this GBA_U NAF Derivation procedure. 
NOTE:
According to TS 33.220 [42], the USIM can contain several Ks_int_NAF together with the associated B-TID and NAF_ID, but there is at most one pair of Ks_int_NAF and associated B-TID stored per NAF_ID.
Then, the USIM returns Ks_ext_NAF.
Input:

‑
NAF_ID, IMPI

Output:

-
Ks_ext_NAF
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