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[bookmark: _Toc44962074][bookmark: _Toc50983738][bookmark: _Toc50985909][bookmark: _Toc57113139][bookmark: _Toc130991024][bookmark: _Toc45014006]
15.1.4	Authentication procedure for EAP-AKA' - after SUPI is changed
[bookmark: _Toc44962075][bookmark: _Toc50983739][bookmark: _Toc50985910][bookmark: _Toc57113140][bookmark: _Toc130991025]15.1.4.1	Definition and applicability
The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
[bookmark: _Toc44962076][bookmark: _Toc50983740][bookmark: _Toc50985911][bookmark: _Toc57113141][bookmark: _Toc130991026]15.1.4.2	Conformance requirement
1)	The UE shall support the EAP based primary authentication and key agreement procedure.
2)	The 5G NAS security context parameters shall be stored on the USIM or in a non-volatile memory in the ME together with the SUPI from the USIM.
3)	The UE shall delete the 5GMM parameters if the SUPI from the USIM does not match the SUPI stored in the non-volatile memory.
Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clauses 5.4.1.2 and Annex C.
[bookmark: _Toc44962077][bookmark: _Toc50983741][bookmark: _Toc50985912][bookmark: _Toc57113142][bookmark: _Toc130991027]15.1.4.3	Test purpose
[bookmark: _Toc44962078][bookmark: _Toc50983742][bookmark: _Toc50985913][bookmark: _Toc57113143]1)	To verify that the UE generates the 5G NAS security context parameters and stores them inside the non-volatile memory in the ME together with the SUPI from the USIM.
2)	To verify that the UE rejects the SECURITY MODE COMMAND with the existing 5G NAS security context parameters if the SUPI is changed.
[bookmark: _Toc130991028]15.1.4.4	Method of test
15.1.4.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
[bookmark: _Toc44962079]The default 5G-NR UICC is used with the following exception and installed into the ME.
EFUST (USIM Service Table)
Logically:	
5GS Mobility Management Information not available
5G Security Parameters not available
[bookmark: MCCQCTEMPBM_00000287]
	[bookmark: MCCQCTEMPBM_00000680]Byte:
	B1
	…
	B16

	Binary:
	…
	
	xxx0 100x



[bookmark: _Toc50983743][bookmark: _Toc50985914][bookmark: _Toc57113144][bookmark: _Toc130991029]15.1.4.4.2	Procedure
a)	Bring up Cell A and the UE is switched on with default IMSI.
b)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)	The UE is switched on, with IMSI set as 246081685533963.
d)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
e)	The UE is switched on with default IMSI.
f)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
g)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000''111'
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
h)	After receipt of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, then the UE sends a SECURITY MODE COMPLETE message.
i)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
j)	The UE sends a REGISTRATION COMPLETE message.
k)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
l)	Change the UICC configuration (by setting the IMSI to 246081685533963), then switch the UE on.
m)	After the receipt of REGISTRATION REQUEST message from the UE during registration, the NG-SS performs AUTHENTICATION procedure and transmits a SECURITY MODE COMMAND message using the last calculated KAMF (at step 'g’) indicated by the ngKSI to activate NAS security.
n)	The UE is switched off.
15.1.4.5	Acceptance criteria
1)	In step h) the UE sends a SECURITY MODE COMPLETE message.
2)	In step m) the UE shall not use the 5G-GUTI or the Last visited registered TAI parameters in the REGISTRATION REQUEST message, instead it shall use SUCI as 5GS mobile identity IE.
3)	During step m) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
4)	After step m) and before step n) the UE sends SECURITY MODE REJECT message.

<<unchanged text skipped>>
[bookmark: _Toc50983761][bookmark: _Toc50985932][bookmark: _Toc57113162][bookmark: _Toc130991049]15.2.4	Authentication procedure for 5G AKA - after SUPI is changed
[bookmark: _Toc50983762][bookmark: _Toc50985933][bookmark: _Toc57113163][bookmark: _Toc130991050]15.2.4.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
[bookmark: _Hlk10196314]The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
[bookmark: _Toc50983763][bookmark: _Toc50985934][bookmark: _Toc57113164][bookmark: _Toc130991051]15.2.4.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The 5G NAS security context parameters shall be stored on the USIM if the corresponding file is present on the USIM, else the 5GMM parameters shall be stored in the non-volatile memory in the ME together with the SUPI from the USIM.
3)	The UE shall delete the 5GMM parameters if the SUPI from the USIM does not match the SUPI stored in the non-volatile memory.
Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.2;
-	3GPP TS 24.501 [42], clauses 5.4.1.3, Annex C.
[bookmark: _Toc50983764][bookmark: _Toc50985935][bookmark: _Toc57113165][bookmark: _Toc130991052]15.2.4.3	Test purpose
[bookmark: _Toc50983765][bookmark: _Toc50985936][bookmark: _Toc57113166]1)	To verify that the UE generates the 5G NAS security context parameters and stores them inside the non-volatile memory in the ME together with the SUPI from the USIM.
2)	To verify that the UE rejects the SECURITY MODE COMMAND with the existing 5G NAS security context parameters if the SUPI is changed.
[bookmark: _Toc130991053]15.2.4.4	Method of test
[bookmark: _Toc50983766][bookmark: _Toc50985937][bookmark: _Toc57113167][bookmark: _Toc130991054]15.2.4.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is used with the following exceptions and installed into the ME.
EFUST (USIM Service Table)
Logically:	
5GS Mobility Management Information not available
5G Security Parameters not available
[bookmark: MCCQCTEMPBM_00000290]
	[bookmark: MCCQCTEMPBM_00000681]Byte:
	B1
	…
	B16

	Binary:
	…
	
	xxx0 100x



[bookmark: _Toc50983767][bookmark: _Toc50985938][bookmark: _Toc57113168][bookmark: _Toc130991055]15.2.4.4.2	Procedure
a)	Bring up Cell A and the UE is switched on with default IMSI.
b)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)	The UE is switched on, with IMSI set as 246081685533963.
d)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
e)	The UE is switched on with default IMSI.
f)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
g)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000''111'
TSC:	'0'
Authentication parameter RAND (5G Authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
h)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, then the UE sends a SECURITY MODE COMPLETE message.
i)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
j)	The UE sends a REGISTRATION COMPLETE message.
k)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends RRCRelease message.
[bookmark: _Toc50983768][bookmark: _Toc50985939][bookmark: _Toc57113169]l)	Change the UICC configuration (by setting the IMSI to 246081685533963), then switch the ME on.
[bookmark: _Hlk10565678]m)	After the receipt of REGISTRATION REQUEST message from the UE during registration, the NG-SS performs AUTHENTICATION procedure and transmits a SECURITY MODE COMMAND message using the last calculated KAMF (at step 'g’) indicated by the ngKSI to activate NAS security.
n)	The UE is switched off.
[bookmark: _Toc130991056]15.2.4.5	Acceptance criteria
1)	In step h) the UE sends a SECURITY MODE COMPLETE message.
2)	In step m) the UE shall not use the 5G-GUTI or the Last visited registered TAI parameters in the REGISTRATION REQUEST message, instead it shall use SUCI as 5GS mobile identity IE.
3)	During step m) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
4)	After step m) and before step n) the UE sends SECURITY MODE REJECT message.

