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1. Introduction
The aim on this document is to introduce an alternative solution to Solution 2) for access control. 
2. Reason for Change
Solution 2) uses file system content for authorize API usage of the GBA_U_APIs. In 3GPP TS 31 116 a different mechanism is used to authorize applications based on installation parameters. It is hence proposed an alternative Solution for access control based on application installation parameters.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 31.822 v0.1.0.
New section 5.x is added to introduce the Solution 3 and new section x.2.3 is added to introduce the related evaluation.
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***** Next change *****
5.X	Solution 3: Access Control to GBA_U_APIs through install parameters
5.X.1	Description
An alternative approach to Solution 2 for Access Control may be based on application installation parameters. Applications using APIs that require NAA provider or issuer provider – like file system access – are authorized to perform the intended operation by adding specific install parameters as specified in 3GPP TS 31.116 [xx].
According to 3GPP TS 31.116[xx], Depending on issuer configuration, such install parameters may be protected with Remote Applet Management credentials that identify the off-card entity performing the Remote Applet Management operation and also with additional credentials (ETSI DAP key to protect Access and Toolkit install parameters) that can be used as an additional authentication according to the card issuer’s security policy.
It is then proposed to add a new install parameter subject to additional authentication according to the card issuer’s security policy to authorize applications to use GBA_U_APIs.
As an example of the install parameter structure a new access domain parameter as specified in ETSI TS 102 226 § 8.2.1.3.2.5.1 can be requested to be added as “API Access mechanism” (e.g. value ‘03’).
5.X.2	Solution Evaluation
This solution addresses the key issue 2 in an alternative way than Solution 2). It provides a mechanism for access control to GBA_U_APIs that is managed by the RAM off-card entity potentially in conjunction with ETSI DAP mechanism according to the card issuer’s security policy. 
***** Next change *****

x.2.3	Solution 3 
x.2.3.1	Key issues addressed
This solution addresses key issue 2.
Table x.2: Key issue 2 solution evaluation
	Key Issue
	Solution
	Evaluation
(subclause reference)

	Key Issues2: Support for Access Control to GBA_U_APIs
	Solution3: Access Control to GBA_U_APIs
	5.x.2



x.2.3.2	Impact on USIM and ISIM
None.
x.2.3.3	Impact on UICC
A new install parameter needs to be defined at UICC level.
x.2.3.4	Backward compatibility
This solution is backward compatible.
x.2.3.5	Impact on core and RAN networks
This solution has no impact on the core network or RAN.
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