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1. Introduction
The aim on this document is to introduce the NSSAA application specific commands.
2. Reason for Change
The NSSAA application should be able to support AUTHENTICATE method related to EAP framework used.
3. Proposal
[bookmark: _GoBack]It is proposed to agree the following changes to 3GPP TR 31.826 v0.1.0.
New section 4.x.5 is added to introduce, from Solution 1 section, the NSSAA application commands.
* * * First Change * * * *
	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: definitions][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[w]	3GPP TS 31.101: "UICC-Terminal Interface, Physical and Logical Characteristics".
[x]	IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[y] 	IETF RFC 2716: "PPP EAP TLS Authentication Protocol".
[z] 	ETSI TS 102 221: "Smart cards; UICC-Terminal interface; Physical and logical characteristics".

* * * Next Change * * * *
[bookmark: _Toc108443363]4.3.5			NSSAA application commands
The commands specified in TS 31.101 [w] are supported by NSSAA application, with the restrictions identified in this clause.
[bookmark: _Toc108443364]4.3.5.1	AUTHENTICATE
The commands specified in TS 31.101 [w] are supported by NSSAA application, with the restrictions identified in this clause.
[bookmark: _Toc108443365]4.3.5.1.1			Command description
The function is used to transfer the EAP packets from the ME to the selected NSSAA application (i.e. NSSAA that corresponds to the slice requiring NSSAA).
The NSSAA application provides a response EAP packet (as defined in RFC 3748 [x]) or a warning status word according to the authentication method being used.
The NSSAA application maintains the state machine of the authentication process as described for the particular EAP method used.
The function is related to a particular NSSAA application and can not be executable unless this NSSAA application has been selected and activated.
The format of the EAP packet is defined by the NSSAA application and respects the conventions corresponding for the EAP method.
The following EAP packets are allowed input packets for this command: EAP packets with code field equal to 1 "Request", 3 "Success" or 4 "Failure" and EAP packets with code equal to 2 "Response" for EAP type 1 "Identity" (Code and type values as defined in RFC 3748 [x]).
NOTE:	EAP Identity is provided by the NSSAA application.
The command and response data may contain specific EAP method related data as an additional input/output parameter (e.g. gmt_unix_time for EAP-TLS implementations as defined in RFC 2716 [y]).
Depending on the length of the EAP input data, the EAP Authenticate may be used with an EVEN or ODD INS code. In the latter case, the EAP input and response data shall be encapsulated in BER TLV data objects, as specified in ETSI TS 102 221 [z].
Input:
· EAP Packet;
· EAP method related data.
Output:
· Either none (i.e. if authentication successful: EAP success packet received).
Or:
· EAP Response Packet;
· EAP method related data.
[bookmark: _Toc108443366]4.3.5.1.1.1	Command parameters and data

	Code
	Value

	CLA
	As specified in ETSI TS 102 221 [z]

	INS
	As specified in ETSI TS 102 221 [z]

	P1
	As specified in ETSI TS 102 221 [z]

	P2
	00

	Lc
	Length of subsequent EAP command data

	Data
	See below

	Le
	Length of the response data


Command data:
	Byte(s)
	Description
	Length

	1 to Lc
	EAP command data (see table 4.3.5.1.1.1)
	Lc



Table 4.3.5.1.1.1: Coding of EAP command data
	Byte(s)
	Description
	Status
	Length

	1 to J
	EAP packet (coded as defined for the method of EAP used as defined in RFC 3748 [x])
	M
	J bytes

	J+1 to J+K+1
	EAP method related data (specified by each application specific document defining a particular EAP method implementation)
	O
	K bytes

	NOTE:	The length of an EAP packet is contained within the packet and can therefore be retrieved from it.



Response data:
	Byte(s)
	Description
	Length

	1 to Le
	EAP Packet Response Data (see table 4.3.5.1.1.2)
	Le



Table 4.3.5.1.1.2: Coding of EAP Response data
	Byte(s)
	Description
	Status
	Length

	1 to L
	EAP packet 
	M
	L bytes

	L+1 to L+N+1
	EAP method related data (specified by each application specific document defining a particular EAP method implementation)
	O
	N bytes

	NOTE:	The length of an EAP packet is contained within the packet and can therefore be retrieved from it.



[bookmark: _Toc107498853][bookmark: _Toc108443367]4.3.5.1.1.2	Specific status conditions returned
This clause specifies the coding of the specific status words SW1 and SW2.
[bookmark: _Toc108443368]4.3.5.1.1.3	Status words
Table 4.3.5.1.1.3 shows the meaning of possible status conditions returned.
Table 4.3.5.1.1.3: Status byte coding 
	SW1
	SW2
	Description

	'62'
	'00'
	-	No information given, state of non-volatile memory unchanged (EAP Packet silently ignored)

	'98'
	'62'
	-	Authentication error (EAP Failure Packet received)



* * * Next Change * * * *
<Proposed change in revision marks>

* * * End of Changes * * * *

