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1. Background
With the usage of non-removable UICCs (nrUICC), access to the physical interface between UICC and terminal will not be available. Therefore, the verification of conformance requirements based on APDU communication on the UICC-terminal interface as done in existing 3GPP conformance tests defined in 3GPP TS 31.121 and TS 31.124 will not be possible in the future.
In C6-210062, a new work item for such test specifications was agreed. New methods of testing and new test procedures are required for testing such UEs. CT6 has investigated three test methods as listed below to facilitate testing of such devices in accordance with the new specifications TS 31.127 and TS 31.117.
· Implicit verification 
· Toolkit Test Event-based verification
· Seamless testing with APDU logging

Each method comes with its own benefits and all three methods are required to cover all use cases and nrUICC types. All three test methods should be allowed to be used to verify conformance requirements in the specifications TS 31.117 and TS 31.127. 

The Toolkit Test Events-based test method seems to be the most suitable for testing devices with nrUICC without a physical interface (i.e. integrated UICC).

Current ETSI TS 102 241 supports methods for handling Terminal Response and Envelop commands. Additional Test Events are necessary to validate the File Read commands and other commands defined in ETSI TS 102 221 (e.g.: Get Identity, Authentication, PIN commands). 
2. [bookmark: _Hlk96969924]Test specific operating mode and Test Configuration
[bookmark: _Hlk96970460][bookmark: _Hlk96973723]The proposed Toolkit Test Events shall be only available in Test Configuration(s) and shall not be available in configurations that are used for commercial deployments.
Being a non-removable form factor, it is essential to keep the same nrUICC setup for both test and commercial configurations. It is not practical to manage different nrUICC setup for test purpose and for commercial deployment. 
For these reasons, 3GPP CT WG6 identified the need for a specific operating mode of the UICC.
The 3GPP CT WG6 requirements are:
· A specific operating mode of the UICC shall be defined for testing purposes.
· This specific operating mode 
· shall be restricted to Toolkit Test Events only.
· shall be applicable only to non-removable form factors without physical interface (i.e. integrated UICC).
· shall use Test Configuration(s).
· Test Configuration 
· is disabled by default. 
· if not explicitly enabled, shall remain disabled during the lifetime of the UICC configuration (in order to prevent that it is used in commercial configurations).
· may be enabled only during the UICC configuration phase. In such case UICC shall remain in Test Configuration during the lifetime of the UICC (in order to prevent misuse or misbehavior). 
· setting shall be UICC wide and is not dependent of NAA(s) presence.
· The UICC Issuer (who is responsible of configuring a UICC) shall be able to use a technical mechanism that explicitly states that a given configuration is a Test Configuration. Based on that, the UICC Issuer may configure test values in the relevant parts of the configuration (e.g. Test Keys, Test certificates, etc.).
· A test system shall be able to configure file content required for test purposes.
· The technical definition of the Test Configuration shall be agnostic of the different types of NAA(s) that the UICC may have.
· CAT Runtime Environment shall be able to detect that the UICC is configured with a Test Configuration.

3. Test Events
Test Events shall be available only in Test Configuration(s). 
Toolkit Test Events required for the Toolkit Test Events-based test method available in Test Configuration(s) are described below.
	TEST Event
	Suggested event No
	Suggested event registration method
	Suggested event deregistration method

	EVENT_TEST_EXTERNAL_FILE_READ
	xx
	void registerTestEventFileRead(
byte[] baFileList,
short sOffset1,
short sLength1,
byte[] baADFAid,
short sOffset2,
byte bLength2)
	void deregisterTestEventFileRead(
byte[] baFileList,
short sOffset1,
short sLength1,
byte[] baADFAid,
short sOffset2,
byte bLength2)

	EVENT_TEST_RX_APDU
	yy
	void registerTestEventRxApdu(
byte[] baInsCode,
short sOffset1,
short sLength1)
	void deregisterTestEventRxApdu(
byte[] baInsCode,
short sOffset1,
short sLength1)



3GPP CT WG6 suggests that the new Toolkit Test Events should be supported from a new uicc.toolkit.test package including a new ToolkitRegistryTest interface (extension from uicc.toolkit.ToolkitRegistry interface specifying the methods described in above table) and all associated constants defined in ToolkitConstantsTest.
4. Test Events Registration
Toolkit Test Event registration by using the registration methods described above shall be rejected by the CAT Runtime Environment if the UICC is not in test specific operating mode. 
Protection mechanism against misusage in commercial configuration shall be defined by ETSI.
5. Test Events details
5.1   EVENT_TEST_EXTERNAL_FILE_READ 
Toolkit Applet shall use registerTestEventFileRead method  with the files list to monitor (i.e. File Identifiers and ADF) through the method parameters, to register for this EVENT and shall use deregisterTestEventFileRead method with the files list to stop monitoring (i.e. File Identifiers and ADF) through the method parameters,  to deregister this EVENT.
The CAT Runtime Environment shall trigger the Test Toolkit applet registered to this event with the associated read file,
· Upon successful execution of a READ BINARY or READ RECORD or RETRIEVE DATA APDU command (sent by the Terminal and received by the UICC on the interface) as defined in ETSI TS 102 221  and 
· the APDU command targets a file in the registered File List and 
· the UICC configuration is a Test configuration. 
When an applet is triggered by the EVENT_TEST_EXTERNAL_FILE_READ event, the system EnvelopeHandler shall be made available, and shall contain the following COMPREHENSION TLVs (the order of the TLVs given in the system EnvelopeHandler is not specified): 
· Device Identity with source set to terminal and destination set to UICC for External File Read as defined in TS 102 223; 
· File List, as defined in TS 102 223. The number of files shall be set to one. If a SFI referencing is used in the APDU Command, it shall be converted to its File Identifier; 
· AID of the ADF, as defined in ETSI TS 102 223 [7], if the read file belongs to an ADF. In this case, the path "3F007FFF" given in the File List indicates the ADF of the UICC application given through the AID. If the read file belongs to the UICC shared file system, the AID TLV object is not present.
· C-APDU object as defined in TS 102 223.
	Byte(s)
	Description
	Length

	1
	C-APDU Tag
	1

	2
	Length
	1 

	T
	C-APDU
	T



C-APDU is the READ BINARY or READ RECORD or RETRIEVE DATA APDU command that triggered the toolkit applet.
When an applet is triggered by the EVENT_TEST_EXTERNAL_FILE_READ event, the system EnvelopeResponseHandler and ProactiveHandler shall not be made available.
If the READ BINARY or READ RECORD or RETRIEVE DATA APDU command is included into remote script (ETSI TS 102 226) the event is not triggered.
Any exception raised by the applet during its execution is caught by the framework and is without effect on the command execution. 
An applet shall only be triggered once per command.
It is important to highlight that the use of this test event generates delay on UICC performance.  Depending on the toolkit applet implementation and the registration policy, the delay on UICC performance may increase in a way that test may fail unexpectedly depending on the test environment. Hence Test Applet should make sure to deregister the event upon completing the APDU verification. The use of this event is not appropriate if the purpose of the test is to evaluate the performance of the UICC.
5.2   EVENT_TEST_RX_APDU
Toolkit Applet shall use registerTestEventRxApdu() method with the command list specified in the list of Instruction Codes INS to monitor (command APDU) through the method parameters, to register for this EVENT and shall use deregisterTestEventRxApdu()to stop monitoring (command APDU) through the method parameters, to deregister this EVENT.
The list of APDUs whose Instruction Codes INS are accepted for the registration are the following: 
· VERIFY PIN (as defined in TS 102 221)
· CHANGE PIN (as defined in TS 102 221)
· DISABLE PIN (as defined in TS 102 221)
· ENABLE PIN (as defined in TS 102 221)
· UNBLOCK PIN (as defined in TS 102 221)
· AUTHENTICATE (as defined in TS 102 221)
· TERMINAL CAPABILITY (as defined in TS 102 221)
· SUSPEND UICC (as defined in TS 102 221)
· GET IDENTITY (as defined in TS 102 221)
Any attempt to register for this EVENT an Instruction Code INS from an APDU that is not part of the above list shall fail.
The CAT Runtime Environment shall trigger the Test Toolkit applet registered to this event
· Upon successful execution of the command (sent by the Terminal and received by the UICC on the interface) as defined in ETSI TS 102 221  and 
· the APDU command includes INS in the registered INS List and 
· the UICC configuration is a Test configuration. 
When an applet is triggered by the EVENT_TEST_RX_APDU event, the system EnvelopeHandler shall be made available, and shall contain the following COMPREHENSION TLVs (the order of the TLVs given in the system EnvelopeHandler is not specified): 
· Device Identity with source set to terminal and destination set to UICC, as defined in TS 102 223; 
· AID of the application currently selected, as defined in TS 102 223; C-APDU object as defined in TS 102 223. If no application is currently selected, the AID TLV object is not present.
	Byte(s)
	Description
	Length

	1
	C-APDU Tag
	1

	2
	Length
	1

	T
	C-APDU
	T



C-APDU is the APDU command that triggered the toolkit applet.
When an applet is triggered by the EVENT_TEST_RX_APDU event, the system EnvelopeResponseHandler and ProactiveHandler shall not be made available.
If the command specified in INS is included into remote script (ETSI TS 102 226) the event is not triggered.
Any exception raised by the applet during its execution is caught by the framework and is without effect on the command execution. 
An applet shall only be triggered once per command.
It is important to highlight that the use of this test event generates delay on UICC performance, especially for time sensitive APDU commands such as AUTHENTICATE and GET IDENTITY. Depending on the toolkit applet implementation and the registration policy, the delay on UICC performance may increase in a way that test may fail unexpectedly depending on the test environment. Hence Test Applet should make sure to deregister the event upon completing the APDU verification.  It is recommended to use only one INS in the baInsCodeList parameter to minimize the performance impact.  The use of this event is not appropriate if the purpose of the test is to evaluate the performance of the UICC.

  


