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[bookmark: _Toc44961240][bookmark: _Toc50982903][bookmark: _Toc50985074][bookmark: _Toc57112335][bookmark: _Toc57208508]****************Start of Change****************
[bookmark: _Toc11051542][bookmark: _Toc44962346][bookmark: _Toc51832239][bookmark: _Toc57209162]7.3.3	GET IDENTITY
[bookmark: _Toc11051543][bookmark: _Toc44962347][bookmark: _Toc51832240][bookmark: _Toc57209163]7.3.3.1	Definition and applicability
See clause 3.5.3.
[bookmark: _Toc11051544][bookmark: _Toc44962348][bookmark: _Toc51832241][bookmark: _Toc57209164]7.3.3.2	Conformance requirement

	CR1
	The function can be used to retrieve the SUCI when "SUCI calculation is to be performed by the USIM" (i.e. Service n°124 and Service n°125 are "available").
	M

	CR2
	The function shall not be executable unless a particular USIM application has been selected as the Current Directory and activated and the current directory is the USIM ADF or any subdirectory under this ADF.
	M

	CR3
	The function shall not be executable unless a successful PIN verification procedure has been performed.
	M

	CR4
	The command returns the SUCI which is a privacy preserving identifier containing the concealed SUPI.
	M

	CR5
	The SUCI is designed for one-time use, however, the freshness and randomness of SUCI returned upon each call of the command depends on the protection scheme configured. There is the special case where the protection scheme used is null-scheme, in such case SUCI contains the non concealed SUPI.
	M

	CR6
	If the home network public key is not provisioned in the USIM, the SUCI shall be calculated using the null-scheme irrespective of the protection scheme stored in the USIM.
	M

	CR7
	If SUCI context is supported and:
-	Service n°124 is not "available" or:
-	"SUCI calculation is to be performed by the ME" (i.e. Service n°124 is "available", and Service n°125 is not "available") or
-   Service n°130 is not "available", but the value of IMSI is null or:
-   Service n°130 is "available", but the value of Network Specific Identifier is null:
the status word '6985' (Conditions of use not satisfied) shall be returned.
	M


Reference: TS 31.102 [3], clause 7.5.
[bookmark: _Toc11051545][bookmark: _Toc44962349][bookmark: _Toc51832242][bookmark: _Toc57209165]7.3.3.3	Test purpose
To verify that the UICC conforms to the above requirements.
[bookmark: _Toc11051546][bookmark: _Toc44962350][bookmark: _Toc51832243][bookmark: _Toc57209166]7.3.3.4	Method of test
Initial conditions 1
1)	Service n°124 and service n°125 are both "available" in the USIM.
2)	The Profile B protection scheme is configured to be used in the USIM, and the corresponding home network public key(compressed or uncompressed) is provisioned in the USIM.
3)	The USIM supports ECIES scheme profile B.
4)	The UICC shall be connected to an ME simulator.
Test procedure 1
a)	The ME simulator shall reset the UICC.
b)	The ME simulator shall send a SELECT command to the UICC to select the USIM application.
c)	The ME simulator shall send a GET IDENTITY command to the UICC.
The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' - security status not satisfied [CR3].
d)	The ME simulator shall reset the UICC.
e)	The ME simulator shall send a SELECT command to the UICC to select the USIM application.
f)	The ME simulator shall send a VERIFY PIN command with PIN to the UICC.
g)	The ME simulator shall send a SELECT command to the UICC to select the MF.
h)	The ME simulator shall send a GET IDENTITY command to the UICC.
The command shall be aborted [CR2].
i)	The ME simulator shall send a SELECT command to the UICC to select the current ADF ('7FFF').
j)	The ME simulator shall send a GET IDENTITY command to the UICC with correct data.
The data field returned shall begin with the tag 'A1', and the data shall be correct for the ECIES scheme profile B and home network public key stored in the UICC [CR1, CR2, CR3, CR4].
k)	The ME simulator shall send a GET IDENTITY command to the UICC with correct data.
The data field returned shall begin with the tag 'A1', and the data shall be correct for the ECIES scheme profile B and home network public key stored in the UICC [CR1, CR2, CR3, CR4].
The data shall be different with j) [CR5].
Initial conditions 2
1)	Service n°124 and service n°125 are both "available" in the USIM.
2)	The Profile A protection scheme is configured to be used in the USIM, and the corresponding home network public key(compressed or uncompressed) is provisioned in the USIM.
3)	The USIM supports ECIES scheme profile A.
4)	The UICC shall be connected to an ME simulator.
Test procedure 2
a)	The ME simulator shall reset the UICC.
b)	The ME simulator shall send a SELECT command to the UICC to select the USIM application.
c)	The ME simulator shall send a GET IDENTITY command to the UICC.
The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' - security status not satisfied [CR3].
d)	The ME simulator shall reset the UICC.
e)	The ME simulator shall send a SELECT command to the UICC to select the USIM application.
f)	The ME simulator shall send a VERIFY PIN command with PIN to the UICC.
g)	The ME simulator shall send a SELECT command to the UICC to select the MF.
h)	The ME simulator shall send a GET IDENTITY command to the UICC.
The command shall be aborted [CR2].
i)	The ME simulator shall send a SELECT command to the UICC to select the current ADF ('7FFF').
j)	The ME simulator shall send a GET IDENTITY command to the UICC with correct data.
The data field returned shall begin with the tag 'A1', and the data shall be correct for the ECIES scheme profile A and home network public key stored in the UICC [CR1, CR2, CR3, CR4].
k)	The ME simulator shall send a GET IDENTITY command to the UICC with correct data.
The data field returned shall begin with the tag 'A1', and the data shall be correct for the ECIES scheme profile A and home network public key stored in the UICC [CR1, CR2, CR3, CR4]
The data shall be different with j) [CR5].
Initial conditions 3
1)	Service n°124 and service n°125 are both "available" in the USIM.
2)	The home network public key is not provisioned, or null-scheme is configured to be used in the USIM.
3)	The UICC shall be connected to an ME simulator.
Test procedure 3
a)	The ME simulator shall reset the UICC.
b)	The ME simulator shall send a SELECT command to the UICC to select the USIM application.
c)	The ME simulator shall send a GET IDENTITY command to the UICC.
The status condition returned by the UICC shall be SW1 = '69', SW2 = '82' - security status not satisfied [CR3].
d)	The ME simulator shall reset the UICC.
e)	The ME simulator shall send a SELECT command to the UICC to select the USIM application.
f)	The ME simulator shall send a VERIFY PIN command with PIN to the UICC.
g)	The ME simulator shall send a SELECT command to the UICC to select the MF.
h)	The ME simulator shall send a GET IDENTITY command to the UICC.
The command shall be aborted [CR2].
i)	The ME simulator shall send a SELECT command to the UICC to select the current ADF ('7FFF').
j)	The ME simulator shall send a GET IDENTITY command to the UICC with correct data.
The data field returned shall begin with the tag 'A1', and the data shall be correct for the given Null-scheme [CR6].
k)	The ME simulator shall send a GET IDENTITY command to the UICC with correct data.
The data field returned shall begin with the tag 'A1', and the data shall be correct for the given Null-scheme [CR6].
The data shall be the same with j) [CR5].
Initial conditions 4
1)	Service n°124 is not "available" in the USIM, or Service n°124 is "available", and Service n°125 is not "available" in the USIM.
2)	The home network public key is provisioned in the USIM.
3)	The UICC shall be connected to an ME simulator.
Test procedure 4
a)	The ME simulator shall reset the UICC.
b)	The ME simulator shall send a SELECT command to the UICC to select the USIM application.
c)	The ME simulator shall send a GET IDENTITY command to the UICC.
The status condition returned by the UICC shall be SW1 = '69', SW2 = '85' - conditions of use not satisfied [CR7].
d)	The ME simulator shall reset the UICC.
e)	The ME simulator shall send a SELECT command to the UICC to select the USIM application.
f)	The ME simulator shall send a VERIFY PIN command with PIN to the UICC.
g)	The ME simulator shall send a SELECT command to the UICC to select the MF.
h)	The ME simulator shall send a GET IDENTITY command to the UICC.
The command shall be aborted [CR2].
i)	The ME simulator shall send a SELECT command to the UICC to select the current ADF ('7FFF').
j)	The ME simulator shall send a GET IDENTITY command to the UICC with correct data.
The status condition returned by the UICC shall be SW1 = '69', SW2 = '85' - conditions of use not satisfied [CR7].
Initial conditions 5
1)	Service n°124 and service n°125 are both "available" in the USIM.
2)  Service n°130 is not "available", but the value of IMSI is null, or Service n°130 is "available", but the value of Network Specific Identifier is null.
3)	The home network public key is provisioned in the USIM.
4)	The UICC shall be connected to an ME simulator.
Test procedure 5
a)	The ME simulator shall reset the UICC.
b)	The ME simulator shall send a SELECT command to the UICC to select the USIM application.
c)	The ME simulator shall send a VERIFY PIN command with PIN to the UICC.
d)	The ME simulator shall send a GET IDENTITY command to the UICC with correct data.
The status condition returned by the UICC shall be SW1 = '69', SW2 = '85' - conditions of use not satisfied [CR7].

****************End of Change ****************

