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1. Related documents

· C6-200618_Reply LS to GSMA regarding 3GPP TS 31.130 specification final
· SCPREQ(21)000002r2_Test_Toolkit_Events_Extension_ETSI_TS_102_241
· SCPTEC(21)000024r1_LS_on_feedback_from_SCP_TEC_on_UICC_toolkit_events_for_testing
· SCPTEC(21)000010_Feedback_from_SCP_TEST_related_to_Action_95_02.zip
· SCP(20)000171
· SCPTEST(20)066006_LS_regarding_3GPP_TS_31_130_and_CT6_answer.zip
· eSIMTP29_001 - LS to 3GPP regarding 3GPP 31 130 v2
· C6-200618_Reply LS to GSMA regarding 3GPP TS 31.130 specification final

2. Background
As C6-200618 indicated existing TC modifications will be required to meet the requirements in 31.121 and 31.124. CT6 (#103e) discussed possible TC changes in a new version of the specifications 31.121 and 31.124. 
TCs can be modified to prove the source of the data read as USIM but it is impossible to verify the correctness of the APDUs sent by the UE. Also, there are some limitations in TC modifications as described in section 3.3 below. Hence there is a possibility Device Conformance test cases may pass incorrectly and create issues in the field. It is not recommended to remove all the test requirements or acceptance criteria requiring APDU verification. It is important to include methods to verify APDUs as well in the new specification that is being discussed in CT6. 
Some eSIM or iSIM may not be able to support Test Events due to some limitations. Eg: Events support is only available in Test samples and not in commercial samples, devices do not support SIM Toolkit, eSIMs with memory limitation etc. Devices with such non-removable SIMs shall use modified TCs without Test Events.
When ADPU monitoring access is available using Test Events Toolkit Test Applet shall store C-APDUs received from Events in an EF during TC execution. This data shall be read during the Evaluation phase or post-process phase as defined in the proposed draft of the 3GPP TS 31.121-2 V0.0.1. 
Current ETSI TS 102.241 supports methods for handling Terminal Response and Envelop commands. Those methods and events shall be sufficient to cover all the existing TCs in 3GPP 31.124. Additional Test Events are necessary to monitor File Read, Get Identity and Authentication commands for the requirements in 3GPP 31.121. Two Test events described below will be sufficient to cover above requirements.
3. Test Modification
As discussed in CT6 #103e different methods can be used to prove the source the data read by the device is USIM or certain commands were executed in the UICC. Use of dynamically updated data in required EFs can be used for this purpose.
3.1 Verification of EF READ
· File read for EF-IMSI, EF-SUCI_Calc_Info, EF-Routing_Indicator can be verified by updating the last digit of the IMSI (x), RI (y) and HN Public Key Identifier (z) with random values.
· File read for EF-5GS3GPPNSC, EF-5GAUTHKEYS can be verified by using valid 5G NAS Security Context and valid 5G Keys along with changing the RAND dynamically.
· File read for EF-UST can be verified by updating certain services randomly.
3.2 Verification of GET IDENTITY and AUTHENTICATION
· For verifying GET IDENTITY command, EF-IMSI, EF-SUCI_Calc_Info, EF-Routing_Indicator can be updated to have the last digit of the IMSI (x), RI (y) and HN Public Key Identifier (z) with random values.
· For verifying AUTHENTICATE command, need to explore options to update EF-SQN with random SEQ.
3.3 Limitations with Test modifications
· Unable to verify correctness of the APDUs sent by the ME with respect to content and the format.
· Read of EF-UST can’t be verified for many TCs. Only the SUCI calculation related bits can be verified by the test system.
· EF-SQN is not a standard file and it may not be available in all the eSIMs. Also EF-SQN verification shall be disabled for RAN5 TCs while EF-SQN update is required for USIM Tests to verify Authentication requirements in 3GPP 31.121 TCs. 
· If OEM chooses not to have Test Certificates in the non-removable SIM OEMs may have to use different samples for different testing.
New test specification shall include both Test Modification and Test Events in section 4 to mitigate limitations in both options.
4. Test Events
	TEST Event
	Suggested Event No
	Event Registration Method
	Event Deregistration Method

	EVENT_TEST_EXTERNAL_FILE_READ
	xx
	void registerTestEventFileRead(
short fileEvent,
byte[] baFileList,
short sOffset1,
short sLength1,
byte[] baADFAid,
short sOffset2,
byte bLength2)
	void deregisterTestEventFileRead(
short fileEvent,
byte[] baFileList,
short sOffset1,
short sLength1,
byte[] baADFAid,
short sOffset2,
byte bLength2)

	EVENT_TEST_RX_APDU
	yy
	void registerTestEventRxApdu(
                  short fileEvent,
                  byte[] baInsCode,
                  short sOffset1,
                  short sLength1)
	void deregisterTestEventRxApdu(
short fileEvent,
byte[] baInsCode,
short sOffset1,
short sLength1)



4.1 Test Events Registration
Toolkit Event registration by calling registerTestEventFileRead() or registerTestEventRxApdu() shall be rejected by JCRE if the profile is not a Test Profile. Event registration using those method shall be successful only if the active profile is a Test Profile.
Refer to section 4.3 for the rules to identify a test profile.
4.2 Test Events details
4.2.1   EVENT_TEST_EXTERNAL_FILE_READ 
The CAT Runtime Environment shall trigger all the Toolkit applets registered to this event with the associated read file,
· Upon successful execution of a READ BINARY or READ RECORD APDU command sent by the Terminal  to the UICC (External File Read) as defined in 102.221 and 
· if the READ command is executed for a file in the registered File List and 
· if the active profile is a Test Profile. 
An applet shall only be triggered once per command. 
When an applet is triggered by the EVENT_TEST_FILE_READ event, the system EnvelopeHandler shall be made available, and shall contain the following COMPREHENSION TLVs (the order of the TLVs given in the system EnvelopeHandler is not specified): 
· Device Identity with source set to terminal and destination set to UICC for External File Read as defined in TS 102 223; 
· File List, as defined in TS 102 223. The number of files shall be set to one. If a SFI referencing is used in the APDU Command, it shall be converted to its File Identifier; 
· C-APDU object as defined in TS 102 223.
	Byte(s)
	Description
	Length

	1
	C-APDU Tag
	1

	2
	Length
	1 or 2

	T
	C-APDU
	T



4.2.2   EVENT_TEST_RX_APDU
Upon successful execution of the command specified in INS (sent by the Terminal and received by the UICC) as defined in TS 102 221 and if the active profile is a Test Profile, the CAT Runtime Environment shall trigger all the Toolkit applets registered to this event. 
An applet shall only be triggered once per command. This event shall be triggered for at least INS=78 (GET IDENTITY) and INS=’88’ (AUTHENTICATION) and it shall not be triggered for File Management commands (eg: INS=’B0, D6, B2, DC, etc’) and Toolkit commands (INS=’C2, 14, 12’).
When an applet is triggered by the EVENT_TEST_RX_APDU event, the system EnvelopeHandler shall be made available, and shall contain the following COMPREHENSION TLVs (the order of the TLVs given in the system EnvelopeHandler is not specified): 
· Device Identity with source set to terminal and destination set to UICC, as defined in TS 102 223; 

· C-APDU object as defined in TS 102 223.
	Byte(s)
	Description
	Length

	1
	C-APDU Tag
	1

	2
	Length
	1

	T
	C-APDU
	T



4.3 Test Profile
A Profile is a combination of a file structure, data and applications on an eSIM or iSIM. It has the same meaning as the profile referred in REFRESH mode ‘eUICC Profile State Change’ in section 6.4.7 of ETSI TS 102.223.
A Test Profile in an eSIM or iSIM can be identified by JCRE using rules listed below. If any of the rule matches JCRE shall consider the active profile as a Test Profile.
· Key(s) for network authentication is '00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F' (default K value of Test USIM as defined in Section 8.2 of 3GPP TS 34.108). 
· Key(s) for network authentication has all bits except the lowest 32 bits set to zero. 
· The network authentication algorithm is the Test Algorithm as defined in Section 8.1.2 of 3GPP TS 34.108.
· The IMSI value complies with the Test USIM IMSI defined in Section 8.3.2.2 of 3GPP TS 34.108. 
NOTE:  A live commercial network would never use a key with so little entropy.
4.4 Security aspects
It is important to consider the security aspect of having the test events. Several steps were taken to address security risks if any.
· Event registration for both events will be successful only if the active profile is a test profile. JCRE shall block event registration if the active profile is a commercial profile.
· Event triggering for both events will be successful only if the active profile is a test profile. JCRE shall block event triggering if the active profile is a commercial profile.
· Determination of Test Profile is associated with Authentication Keys , Authentication algorithm and IMSI being used. 
· Test Applet installation on commercial cards is protected with Data Encryption Key and other Security Parameters (RC/CC/DS). This is already available in commercial networks.
· Events do not define any response method for applets that could trigger a response to the command it is received. Events are only for monitoring purpose.
A malicious applet must be installed and then change the Authentication Key (to have a Test Key), Authentication algorithm and  IMSI (to have a test IMSI) to receive any of the test specific events. 
Installation of a malicious applet and modifying the authentication parameters is well protected in commercial networks today. If those actions are protected and JCRE strictly follows the rules to expose the Test events, new event should not have any impact to commercial cards or commercial applications.
4.5 ETSI TS 131 213 test update
New Test cases can be defined in ETSI TS 131 213 to validate JCRE implementation. Test cases shall cover, 
· Rules for determining the Test profiles
· Registering for the Events
· Triggering of the Events.
· INS commands JCRE shall support (eg INS=78 or 88) for the event EVENT_TEST_RX_APDU.
· Content of the 2 test events

