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1. Introduction:

SA3 has finalized their security requirements on network slice-specific authentication and authorization (NSSAA) in 3GPP TS 33.501 in release 16.

The discussion paper is to address the possible support of the SA3 requirements for NSSAA by an UICC application.

2. Discussion:

2.1 SA3 requirements

From SA3 requirements, clause 16.3 of 3GPP TS 33.501:

“This clause specifies the optional-to-use NSSAA between a UE and an AAA server (AAA-S) which may be owned by an external 3rd party enterprise. NSSAA uses a User ID and credentials, different from the 3GPP subscription credentials (e.g. SUPI and credentials used for PLMN access) and takes place after the primary authentication.”
From Step 1 of Network Slice-Specific Authentication and Authorization procedure of 3GPP TS 33.501:

“1. For S-NSSAIs that are requiring Network Slice-Specific Authentication and Authorization, based on change of subscription information, or triggered by the AAA-S, the AMF may trigger the start of the Network Slice Specific Authentication and Authorization procedure.”
From Step 2 of Network Slice-Specific Authentication and Authorization procedure of 3GPP TS 33.501:

“2. The AMF may request the UE User ID for EAP authentication (EAP ID) for the S-NSSAI in a NAS MM Transport message including the S-NSSAI.”
2.2 Observations from SA3 requirements

From the SA3 requirements the following observations can be made:
Observation 1:

NSSAA uses other subscriber identity than the primary user identity (SUPI): the EAP ID
Observation 2:

For isolation of the slice tenant and the operator providing the slice, the primary credentials are not used for NSSAA.
Observation 3:
NSSAA occurs after primary authentication and is active simultaneously with the primary authentication security context.

Observation 4:

Potentially more than one NSSAA can occur independently, in particular one NSSAA may be performed for each S-NSSAI.

2.3 Observation on CT6 specifications

From the CT6 specifications, the following observations can be made:

Observation 5:
As agreed at the introduction of non‑IMSI based identity in 3GPP TS 31.102, there is only one identity that can be stored in a USIM application: either an IMSI or a non‑IMSI based SUPI (refer to Release 15 CR 0874r2 from C6-200198 and Release 16 CR0884 from C6-200191).
Observation 6:

An ISIM application can be active simultaneously with an USIM application: The authentication to IMS occurs independently to the network access (USIM) authentication.

Observation 7:

A terminal can use the ISIM application to authenticate to the IMS over 3GPP or Non-3GPP networks. 

2.4 Conclusions from the observations

Conclusion 1:

From the Observation 1 to Observation 4, we can conclude that it is not possible to re-use the existing USIM that is used for primary authentication to perform Network Specific Slice Authentication and Authorization.
Conclusion 2:

As most USIM today operates on a single thread model operating system, Observation 4 and Observation 5 preclude the use of a second USIM application on the same UICC for the purpose of NSSAA.
Conclusion 3:

Based on Observation 6, the new application for NSSAA may be a similar application to an ISIM but dedicated to access network slices.
Conclusion 4:

Based on Observation 7 and Conclusion 3, the advantage of the new application for NSSAA is that it could exist independently from the type of access (i.e. independently to a USIM).

Conclusion 5:
Based on Observation 4 and Conclusion 3, there could be multiple application for NSSAA on the UICC to address multiple slice tenants use cases.

3. Conclusion
The discussion paper examined the new SA3 requirements on Network Slice Specific Authentication and Authorization.

From the observation of the SA3 requirements and CT6 specifications, it seems legitimate to conclude that a new UICC application dedicated to Network Slice Specific Authentication and Authorization can be defined similarly to an ISIM application.
However, other aspects of the new application for NSSAA may need to be studied:

· What information the new application for NSSAA needs to contain? (User ID, credentials)
· What information is needed by the ME to select the correct UICC application used for NSSAA, in the case where multiple such UICC applications are available on the UICC?

· What is the interface that the new application should feature in order to support NSSAA?
· What algorithm the new application need to support?

As a conclusion, it is proposed to open a study item in CT6 to study the various aspects of a new UICC application that can address SA3 requirements for NSSAA including answering the above questions. 
From the conclusions of the study item, normative work could be performed on the technical specifications of the new UICC application for NSSAA.
